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ZFRSE(F/9 Docker FesiEflt, FERBE N aSHITEE:

docker-compose up -d

« [Gim — Django REST API + Django iBi&
« scada-worker — Rust Worker

« ai-assistant — FastAPI ATE8EIRS
 postgres — PostgreSQL + TimescaleDB
« redis — Redis

* nginx — REE

@ docker:desktop esona Q search

b3e

Ask Gordon  BETA .
Containers Give feedback @

@ Containers

& Images Container CPU usage Container memory usage Show charts

& Volumes 262.68% / 1200% (12 CPUs available) 5.25GB/15.12GB

© Kubernetes

£ Build Q search [ID @> Only show running containers

uilds

©  Models O Name Container ID Image Port(s) CPU (%) Memory usage... Memory (%)  Actions

2 MCP Toolkit sea 0 v~ @ scada - - - 261.79% 5.25GB / 47.29GE 23151% @ \uj

@  Docker Hub O ° pgbouncer-1 37745af812a4 edoburu/pc 6432:6432 (3 0.07% 7.02MB / 256MB 274% @B W

] Docker Scout (@] [ ) redis-1 bd5f098ba5b7 redis:7-alpi 6379:6379 3 4.69% 13.77MB/ 15.49C 0.00% @ W

£  Extensions (] ° qdrant-1 €79f9c64e56b qdrant/qdr: 6333:6333 (3 0.18% 303.6MB/ 512ME 5020% @ W
O [ ] db-1 b5ee9b813460 scada-db  5432:5432 (7 102.07% 835.2MB/ 10GB 816% @ W

-maintenance- B scada-db-iv . . H o
[ ] db-mai 1 1b65060619¢9 da-db 0% 6.07MB/ 64MB 9.48%

O [ ] scada-worker-1 df88d42f6246 scada-scad 8001:8001 (7 81.96% 13.24MB/ 512Mt 250% @ oW
D ° backend-1 263a6e6fcd62 scada-back 8000:8000 (7 10.41% 604.2MB / 15.49C 3.81% . : @
O ° frontend-1 6c52a11b8dbd scada-front 3000:3000 (2 59.52% 2.74GB/ 4GB 684% B W
D ° ai-assistant-1 024774f07b22 scada-ai-as 8080:8080 (7 2.95% 788MB/ 1GB 76.95% . H @

Showing 10 items

& Engine running (I RAM 10.78 GB CPU 24.25% Disk: 32.94 GB used (limit 1006.85 GB) >_ Terminal @ Update available

w8 docker-compose ps’ iR : FTE 6 METF «Up» KEHBE. BiImAFEEZITaIE.,
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BE., R’E ID RBMARAFF (mot 001, MAREF) . ERTED WebSocket @&, PLC
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OBJECTSCADA

82+ REGISTRATION

Registration

LastName *
Back. NEXT

Already have ah secount? Signin

IR PR, BT B8 (FREETRE) . WAED., 28, THRE

BARSHE

B{RIEEAPI

L T

POST /api/auth/login

RS L )

POST /api/auth/register AR { "BPRg" © ., "ETFEMEr o v, ERET L, '®ET L
T =S |

GET /api/auth/me HEIAR | —

POST /api/auth/token/refresh/ RIFEr JWT | {"RlFEr" "..."}

S
ERMMAL:

"access": "eyJhbGciOi...",
"refresh": "eyJhbGciOi...",
"user": {

"id": 1,

"username": "admin",

"email": "admin@example.com",

"roles": [...]

B 8 ERPRREEERL N
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RS BNEITFAIN SRS A E
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FREEE :

e

R RIS EE
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HOmE FIFF5e B E SHYEE
SAIHE FIF B SAIHEE

Serhii Kudlai
S OBJECTSCADA Dashboard @ ‘ © &= ‘ ° AnaencTpaTop
93 Dashboard u N
| A svstemsTatus J
&% Schemas ) i
o Aems ( Schemas ] Production Areas ]
i=  ActivityLogs Pasteurizer HTST o d ® Biocide
¢ B Demolinie °
inibitor
D Progams
Pasteurizer o
& Pes (Romina)
8 0Points
© Devices thout pumps:
L Functions
DEVICE STATUS OVERVIEW A
G Lt upaate: 16131240 e i
5 .
(O Graphical Statuses a A ° ‘*‘ *
NoRMAL wawwes | emea || weme || uncown
77 0 0 8 0
By device type v
@ |Vowrp-2aam T b, 2
€ Settings P2-15:56 :

M

Logout

@ |Vowrpzaem T
p2-13 =
ORUECTSCADAVLO.0

SEEERYINERIRIIE: TRERRSEIHR, AMRERR, AR/ESE, TEEFIIRE. ZNHNSHNLE,
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2. (3R

S ORJECTSCADA Dashboard ® ‘ C Refresh ‘ e Serh ‘:‘:Lp
9§ Dashboard e 1 N
| A svstemsTatus I Covmes) (o as ) (G ) |
&% Schemss ; L -
R o [ Schemas ) ProductionAreas )
m  ActiityLogs Pasteurizer HTST ) —
25 W Demolinie °
u Innibitor (==
D Progams
Pasteurizer ®
& ros > Pasteu Fomning
{8 ©Points
> Fomning
© Devices mps
£ Functions
- DEVICE STATUS OVERVIEW -
Last update: 16132125
(O Graphical Statuses ) A o W o
NORMAL WARNINGS cRImcAL INACTIVE UNKNOWN
7
By device type v Tota-e5 [View all devices
[ RECENT ALARMS AaRNs [ CURRENT TRENDS wiew AL TaENDS
@i @rse @rioe
Motor P-2al
& setings LIt
B Logout Motor P-2 alarm
o Han
OBIECTSCADAVLO0 .
RFHERR: CPU (£ (%), RAM {F3= (%), MEMERZE, ERETHE. NERIHEE. S81MS8HE— 1 aeisns (Re/ER/48) .

BARSHE

RGIEIRAPL:

GET
GET

/api/system/info/
/api/system/health-status/

WebSocket: RFti8ir (8 2 #iR—IR)

B ws:///ws/system

"system_metrics",
45.2,
"memory": 67.8,
"disk": 34.1,
"network": {"rx":
86400,

52.0,
"2026-04-07T12:00:002"

"type":

cpu":

1024, "tx": 512},
"uptime":
"temperature":

"lastUpdate":

WebSocket: PLCIAZ (8 2 #MEH—IX

"type": "plc_status",

"is_active": true,
"status": "running",
"service_running": true,

"timestamp": "2026-04-07T12:00:00Z"

iR)

2

19

RRER
AR
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BR RBMER

iz ESillE=2]1S
FAIRHRE:
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Manage Access to Schema: MNMacTtepusatop

Add User:

User

Users with Access:
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admin
admin@example.com

HEEEEE: HESIME. R RN 1 RE RAFYIE.

BRI

&= API:
__
/api/schemas/ FrE%e | ? BR=_&HF=..
IR
POST /api/schemas/ jellbEe2s {"name": "...", "description": "...", "name_translations": {...}}
GET /api/schemas/{id}/ wEE | —
PUT /api/schemas/{id}/ BEIR | mEENE
PATCH | /api/schemas/{id}/ OE {"name": "...", "description™: "...", "name_translations": {...}}
DELETE | /api/schemas/{id}/ Wz | —
GET /api/schemas/{id}/user_access/ Eﬁifj —
[EILPR
POST /api/schemas/{id}/user_access/ =55 {"user_id": 1}
AR
DELETE | /api/schemas/{id}/user_access/ | {15 | {"user_id": 1}
[EISLPR
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POST /api/schemas/{id}/add_motor/ W INEEAT
POST /api/schemas/{id}/add _valve/ EyiiliEz
POST /api/schemas/{id}/add_analog_input/ IMALE
POST /api/schemas/{id}/add_analog_output/ ,’EJEI AO
POST /api/schemas/{id}/add_digital_input/ 0 DI
POST /api/schemas/{id}/add_digital output/ #0 DO
POST /api/schemas/{id}/add_pid_controller/ ZA0PID
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POST /api/schemas/{id}/add_variable _speed drive/
POST /api/schemas/{id}/add_sequence/

POST /api/schemas/{id}/add_option/

POST /api/schemas/{id}/add_production_line/
POST /api/schemas/{id}/add _recipe variable/

POST /api/schemas/{id}/add-math-function/

POST /api/schemas/{id}/bulk_add_schema_devices/
PATCH /api/schemas/{id}/update_positions/

PATCH /api/schemas/{id}/devices/{deviceld}/
DELETE /api/schemas/{id}/remove_device/

MR EIBERIEX :

"device_id": "mot_ee1",
"content_type": "motor",
"position_x": 100,
"position_y": 200,
"angle": O,
"configuration": {
"color": "#FF000O",
"mirror_x": false,
"mirror_y": false,
"show_name": true,
"tank_visual": {
"bottom_type": "DOME",
"top_type": "FLAT",

"width": 60,
"height": 100
}
}
}
EEAPI:

0 VSD
el
I
s
RINEE
RN
R
HEEHO
oS

il
=

N N

GET /api/pipes/?schema_id={id}
POST /api/pipes/

PATCH /api/pipes/{id}/

DELETE /api/pipes/{id}/

R ERIFTREE
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IREBEMBHER:
{
"type": "schema_devices_status”,

"devices": {
"mot_00e1": {
"device": "mot_ee1",
"current_status": {
"value": 1,
"is_running": true,
"mode": "auto",
"frequency": 50.0,
"interlock": false
1
"status_icon": "/media/icons/motor_running.svg",
"position_x": 100,
"position_y": 200,
"angle": 0,
"updated_at": "2026-04-07T712:00:00Z"

Delta &5 ((NEHFER) :

"type": "device_status_update",
"device": "mot_ee1",
"delta": true,
"changes": {
"frequency": 45.0
¥
}

IREEHAPL:

POST | /api/{device-type}/{id}/set mode/ Bzi/F | ("EX" "Fan')
&

POST /api/{device-type}/{id}/set_manual value/ ®’EE @ {"{E" 500}

POST /api/{device-type}/{id}/set_simulation/ T {"t&HL": true}

POST  /api/{device-type}/{id}/set interlock/ BXEL {"B8": true}

POST /api/{device-type}/{id}/update_status/ BEETR {"current_status": {...}}
=

R

WebSocket #5< (i@id g% websocketService)

{
"type": "device_command",
"device": "mot_ee1",
"command": "start",
"params": {},
"options": {}

}

EIS:
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{

"type": "command_response",

"device": "mot_ee1",

"command": "start",

"status": "success",

"data": {...},

"timestamp": "2026-04-07T12:00:00Z"
}
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"updated_at": "2026-04-07T712:00:00Z"
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POST /api/sequences/{id}/set_steps order/
POST /api/sequences/{id}/add_transition_conditions/
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WebSocket: AR
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{
"type": "sequence_status",
"id": 1,
"name": "Production A",
"is_running": true,
"is_pause": false,
"is_stop": false,
"active_step": 3,
"active_step_data": {
"id": 3,
"order": 3,
"name": "Heating",
"name_translations": {"ru": "Harpes"},
"description": "
b
"previous_step": 2,
"current_step_start_time": "2026-04-07T711:30:00Z",
"monitored_devices": {
"ai_ee1": {"value": 72.3, "mode": "auto"}
s
"activated_devices": {
"mot_0e1": {"value": 1, "is_running": true}
s

"conditions": [

{
"id": 10,
"type": "device",
"device_id": "ai_ee01",
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"operator": ">=",
"value": 80.0,
... (+9 cTpoK)
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"type": "accident_created",

"accident_id": 42,

"title": "High temperature",

"description": "AI_001 exceeded the 95°C threshold",
"status": "NEW",

"severity level": "CRITICAL",

"device_id": "ai_ee@1",

"device_name": "Temperature Sensor 1",

"schema_id": 1,

"occurred_at": "2026-04-07T12:00:00Z"
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£ Alarms
= Activity Logs Program options (7) ® i > GG
A2 Trends o .

Q_ Enter option name
B Eoges

O oo Name Description  Type Area Activated Conditions ~ Availability Status Actions
& PLCs I N

0O Production pause = (Button (rigger) | Pasteurizer  06.05.2026, 20:58:42 1 Available for interaction (1nactive ] OO ® 272 0
Q10 Points

O - Top floor - (setector ] Pasteurizer - 1 (inactive ) OO 720
© Devices

O s Ground floor = (selector | Pasteurizer - 1 (inactive ] OO @ 720
3 Functions

O Return to production = (Button (trigger) | Pasteurizer  08.05.2026, 20:00:32 1 ‘Available for interaction (Inactive | OO 720
AR Access
©  oraptica satses 0 s Gy . (uton friggen]]  Pastourzer 20032026, 154442 1 =D O OO sBa

O s T01 S (selector | Pasteurizer o 1 ‘Available for interaction (1nactive ] OO ® 272 0

O - To2 = (selector | Pasteurizer & 1 (Inactive | OO o720

€  Settings

[  Logout

SCADA System v1.00

EIEE: BRI, #R. fwiE/MIBRMREmEIER.

2
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11. &I
Aemes ® C @
Input String
Options: Pasteurizer
BUTTONS (3) SELECTORS (4)
X ERETURE: HESMREIIREH, &6 - &, K& - NEh.

AR
1%GINAPI:
GET /api/sequence-options/ BEIAIER
POST /api/sequence-options/ Bl
PUT /api/sequence-options/{id}/ G2k
DELETE /api/sequence-options/{id}/ ilCS
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12. BkpiER

HFARA
BRIRESRAFUETRFT/ SR ERS] (IR0, BEMEK) .

5.
KFE iR
HER =UlEAES

HER — NEEBRS— MR
LiE] FERARRSEIERE (FF/X%)
GEES BB MKEEFTF/RA

Serhii Kudlai
0g
S SCADA Programs ® o
08  Dashboard .
= g ~ - 4 A = = )
&  Schemas Programs Production Areas Activation conditions Events Accidents Program Options Recipes Pulse Modules Production Lines
£ Alarms

Search
Q_ Enter module name

Trends

Programs
O oa Name Deseription Cycles Stages Status. Actions

PLCs —
0O TEer = 5 2 (Cstopped b e 2 0
10 Points

Devices

Functions

B M B 88 B o 3

Access

n
194

Graphical Statuses

®\  Settings

[> Logout

SCADA System v1.00

FOTIERETR: HEIIR—RR-SR-MR—IRE. MR ERRIN/RE/MbrEE.

BRI

BKITARERAPI :

GET /api/pulse-modules/ FIHER
POST /api/pulse-modules/ el
POST /api/pulse-modules/{id}/start/ Fr&
POST /api/pulse-modules/{id}/stop/ =1k
GET /api/pulse-module-steps/ RS
GET /api/pulse-module-step-phases/ LERNER
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e =

GET /api/pulse-module-devices/ 1EEE

b=

59
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Sy 50
13 RETE

XFHEPR
HREIBER G LIRIREAEFHIR,

A IEERITR
RO P ——

e BARE. ES. WS, HERIE
RS AT HE T SRS
A T
ERE:

L
5 /R
- s
=i o
B P
e R
B B
BRI IR IRIE :

s pre—

- e
=1 E—4%S (BAT-001)

D SRS SAIFF
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13 4R EE

S OBJECTSCADA Programs
88  Dashboard
= g ~ - 4
& Schemas Programs Production Areas Activation conditions Events Accidents
£ Aarms
= ActivityLogs Batch Management @
o2l UCHE Production Lines
D Programs _
0stages|0 active L}
& PLCs
Searcn
§8  1oroints Q@ Enterbatch number
© Devices
[ sstennumber status Curent stage Progress
¥ Functions
[ sarcroooon
R Access
(3 Graphical Statuses
Settings
B Logout
OBJECTSCADAVLOO0

%',

WREEER: FERNSABREIIAR (B8 - BT,

Create New Batch

Create a new batch for Teet

& - . B -

A =

Program Options. Recipes

Created

13.05.2026,19:49:08

B5eak. 48 - KW .

@ No recipes found for this production line. You can create a batch without a

recipe, or add recipes in the recipe management section.

O Auto-start

Cancel

OUEXHENE: EF-SANECTikRes. BFFR. "BilEs" SEiE

BRI

HEIRAPI

"B 0 BN %,

:
.

=)

Production Lines

Pulse Modules

+ creerosicionLe

£ o

rctons |

» x @

R,

GET

POST
POST
POST
POST

/api/batches/
/api/production-lines/{id}/create_batch/
/api/batches/{id}/start/
/api/batches/{id}/pause/
/api/batches/{id}/resume/

JIESEi N
BIEER
FHa
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13 4R EE

e we

POST /api/batches/{id}/cancel/
POST /api/batches/{id}/transfer/
GET /api/batches/{id}/history/
GET /api/batch-queue/

POST /api/batch-queue/reorder/

WebSocket: #RIRZS

EEE: ws:///ws/schema/{schemald}/batches

"type": "batch_status",

"batch_id": "uuid-...",
"batch_number": "BAT-001",

"status": "IN_PROGRESS",
"current_stage": "Mixing",
"progress": 65,
"production_line_id": "uuid-...",
"recipe_name": "Recipe A",
"updated_at": "2026-04-07T712:00:00Z"

WebSocket @< (EFim — IRSES)

{
"type": "batch_command",
"command": "start",
"batch_id": "uuid-...",
"production_line_id": "uuid-..."
}

BUH
BT
sZFahE
HLETY
EHHEFRAS
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MNFHR

EFERB SN FYIERE—E, TAEBMERRBE—Er .

=aFE.
FE:
ik 7353
E=T SESEFR (+ENF)
FYER EFENERFIR, B MEERSEEI— 15
FEF TEM AR RE S
RE Es/AEERD
S oaxcrscana Batch Details: BATCH-00001 c e | @2,
0§ Dashboard
o scremas (g Trossozs 1ss0s
O Aams sosro ataant
= ActivityLogs Cuentstage conpecon
A Trends 7
D Programs A STAGEHISTORY ~ RECIPEDATA
& PLes
— © HNohistoryyet
@& Devices
$  Functions
& Access
(> Graphical Statuses
€ Settings
B Llogout

SEEEE: GERIR. MBI WS RE/MREEERRE. FENE - B iERETHEFRRIIE.

BRI

HFELLAPI:

GET /api/production-lines/ FIFRAT
POST /api/production-lines/ Bl
PATCH /api/production-lines/{id}/ 2k
DELETE /api/production-lines/{id}/ illGS
POST /api/production-lines/{id}/activate/ BE
POST /api/production-lines/{id}/deactivate/ =FH
GET /api/production-line-stages/ FrEM
POST /api/production-line-stages/ plEsE
PATCH /api/production-line-stages/{id}/ E?J?
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DELETE /api/production-line-stages/{id}/ i[53
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XNFHEA
BHRUBERA B RARIREEIE.
FRETE:

REBEEE | EROSNRE/SEHEE
RESEE Fhig: 528 15 28 30 28 1/08F. 6 /h\BF. 24 /0\BF, 7R, 30 K
TEHIEA B HE/EEE

B HURIINASR Chartjs IT4E
REA RIF/MNEiREEE

ik HAERER

EZRARE

ez EERERARIX I

2 (BANRE) R

Al i

BiE HHEENIERR

EHERK BEE ARG

¥&5H:
e
MRS FIFHR&EZI%E

RFA RELRIREE

thikE HEHEERENE

fhIpREFE HBRERFRIE

T SHEYE (CSV/ISON)

TEER BEXRSHAER

fhIpRESHE MpsEdER (BHRAEF)

R SERHIEIEEITINE
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15. 8%

Somh s
S omEcTsCADA Trends @ O [0 men | [t | [ 2 eputrmpors | [ W ootteanasiapuers | @) 7
8 pasmbosra
Setings -

& Schemas
8 Aams Tmesange: | v 154 3| w1 6 200 70 30| MaxPonts e 0000 Spikbycatgry
= Actiitylogs

——
A Trends Pasteurizer ~ Tags. ~
D Programs
ey e \
& orom o

J— 8| | erssorsom 6|
B Devicas
T runctions
A Access
® gt mom G g b

‘Data Trends (TimescaleDB - 3600 points)
- @i rcin s @

3 £

§ H

- 2
@, Settings.
B Logout

STEEBNE: TNE — REZIE (OF) . BESBERE (5m/15m/1h/6h/24h/7d/30d) # DateTimePicker,

iy — EESFABLINEE. A
— B,

Serhii Kudiai
S SCADA Trends @ O | C refresn Auto-refresh H & Export / Import H W Delete all data points ‘ e erhil Kudlai
B8 Dashboard

Settings ~
5% Schemas
£ Alarms Time Range: ‘m 15M  30M M 6H 24H | 7D 30D Max Points: emsflf)———————— 30000 @ Split by category
= Activity Logs
~  Trends ‘ Devices (multi) - ‘ Tags .
D Programs
& PLCs ‘ Group - ‘ Group name ‘ savegroup || Delete group
{10 Points - Starttime - Endtime
05/13/2026 12:47 PM m‘ 05/13/2026 12:52 PM G‘
© Devices
2. Functions
C Show Chart

R Access

Graphical Statuses

Select a device and tags to display trends

Selecta device or multiple devices to view trend data

®\  Settings
[> Logout
SCADA System V0.0

FEHENER: FTEXERK, EEEMUZHATL.
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S F— © @) © [0 miwn ][ Asen | [ % s | [ 8 osnmronsns | @) TS0

@ opons
6 07-20 =] 02¢ e}
B Devices
T Functi ions. e
R Access
o S lerller= [ ——
s w0 |[wo
Data Trends (Timescal 1084 paints)
® o @rrions Y
iR
i
@ Settings
B Logout

RERREETRSIR: (A1 —IBE) . (H2—FEH) . RE/ME/MmREE.

BARSHE

&8 API (TimescaleDB):

/api/graphs/graph/ EREE ?start_time=1SO&end_time=ISO&device_ids=id1,id2
GET /api/graphs/available-parameters/ AIASE =
GET /api/graphs/timescale-status/ TimescaleDB —
DELETE | /api/graphs/delete-all/ BRI EE =
GET /api/data-points/ HiEs ?limit=1008&offset=0
ShEE:
N TR
POST /api/project/export-graph-data/ SHEZx
POST /api/project/import-graph-data/ SINEES
GET /api/project/graph-data-stats/ AT
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MNFHR

REPAAEZIREMNET AT,
F=HEF:

&=z filik

A &4 HERFNRT(E)

EM Hix (AB) /ES (EE)
BE= R

RE KR

R& EF/HN/FRIR

175 iR

JUNA-H

REERE LE/ER/EE

IR Es)/ BN/ ERRR/ 2
R IREBIEIRES

BR NFHER

%50

A A (=)

fiFR fRIR (EREEHFR)
FRIRFTAARE fRIRFTEER
S il

IR EITINHGIR
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Serhii Kudlai
S SCADA Alarms & Events Aguincrpatop
o=
80 Dashboard Priority Status Device Tag Search
Al MR - A ~ Q Enter accident name
s%  Schemas
£ Alarms []  oceurrence Time Device Accident Type Description Severity Status Actions
Activity Logs [ snziz026, 8:07:a9 Pm P2 Motor P-2 alarm Motor P-2: running but no feedback (automatic m... [ High | ]
A Trends () sn2/2026, 7:55:24 M Unknown Device Bricokas Temreparypa PT100-6 i}
D Programs []  sirzoze, 7sozs pm P Motor P-4 atarm Motor p-4: running but no feedback (manual mod... | High | 5]
S PLCs ——
= [ s8r2026, 75016 PMm P-4 Motor P-4 alarm Motor P-4: running but no feedback (manual mod... [ High | ]
{8 10Points
[ 4zs/2026 512050 pm1 Unknown Device Bicokas Temneparypa PT100-4 o
© Devices
] aier2026, 1:41:30 AM P-1PID Motor P-1_PID alarm Motor P-1_PID: running but no feedback (automati... | High | o
3. Functions
[)  4/6r2026, 11:00:40 AM P-1PID Motor P-1_PID alarm Motor P-1_PID: running but no feedback (automati... | Hiah | ]
AR Access
. . [] 4612026, 11:00:09 Am P-1_PID Motor P-1_PID alarm Motor P-1_PID: running but no feedback (automati... | High | ]
(G Graphical Statuses —
[]  4/6/2026, 1:39:30 AM P-1PID Motor P-1_PID alarm Motor P-1_PID: running but no feedback (automati... | High | o
[] 4612026, 11312 A P-1_PID Motor P-1_PID alarm : running but no feedback (automati... | High | ]
)  Settings
[>  Logout

Rows per page: 10 + 2 3 4 Next >  1-100f 36

SCADA System v1.00

ZIRNE: HEEENAGHEERE (Ierlfy —BR, B#E —E5) . JIEHRER. SiThaA/FREHE.

BRI

S APl ESESE 10 15,

WebSocket: ws/accidents

SRR RO SRS &3
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17. B2 RE

XNFHEA
O REEN ST EIR BRI S TEAREE.
FRETE:

ThREFIZR ThRER/ <

«+ »}'ﬁ%ﬂ ﬁU E—’I\Eﬂiﬂl
R ZET
FATUmigRs (BETH) ¢
RIATE BRI RIIATRTERR] -

st i

e BHEE

R’E LREIREE

[Yag s TEE

BER =0 Xy =0 % A

BES (f0) BFH4A

Ihgg sqrt, log10. EfZ. htlR. KR

¥4
N

INX R mFRAR RI—1NE
fBRIR MNFRIE FRpR—
ISE BEeE

Bl FASRIERG

RF REFINRE
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S SCADA Mathematical Functions

M e (2o ) Serhii Kudlai
C Calculate All H C Refresh ‘ + Create Function
AgmHmcTpaTop

08 Dashboard

0 o Name Expression Result Units Status Last Calculation Actions
s Schemas [ Pasteurizer - PT1005 || - R
O funcou Alarm PT-100-5 Cold 72.0000 c (“Active | 06052026, 16:13:43 7 10
| Pasteurizer E—
£ Alarms
., func_016 RECIPE_70.PTI00.1 Pasteurizer 35.0000 c Active 06.05.2026, 23:0203 B
Activity Logs D [ ‘7‘ 8 7 tf
A7 Trends D func_020 RECIPE_70.PT100_2 | Pasteurizer - PT100_2 | 62.0000 °c [ Active | 09.05.2026, 15:38:09 /7 0
D Programs D fune_019 RECIPE_70.PT100_3 | Pasteurizer - PT100.3 | 71.0000 ® [ Active | 06.05.2026, 16:13: Z 0
& PLCs [ funcomws RECIPE_70.PTI00.4 [ Pasteurizer - PT100.4 | 72.0000 c (Tactive | 06052026, 16:13:43 7 0
& 10 Points [ funcow RECIPE_70.PT100_5 | Pasteurizer - PT1005 | 73.0000 c [ Active | 06.05.2026, 16713:42 Z 0
@ Devices D func_021 RECIPE_70.PT100_6 | Pasteurizer - PT100.6 | 65.0000 © [ Active | 06.05.2026, 16:13:43 VaRi|
2 Functions .
D func_022 RECIPE_70.PT100_7 | Pasteurizer - PT100.7 | 55.0000 ® [ Active | 06.05.2026, 16:13:43 7 0
AR Access
D func_023 RECIPE_70.PT100_8 | Pasteurizer - PT100.8 | 34.0000 © [ Active | 06.05.2026, 16:13:43 Z 0
(G Graphical Statuses
Pasteurizer - PT100.4 || - S
[ funcoms pt100-4_cold [ ‘ 71.0000 c (“Active | 06052026, 16:13:43 Z 10
| Pasteurizer - Cold_diff | E—
[ funcoo Asapws PT100-1 90.0000 °c (Active | 08.05.2026, 17:39:43 /7 0
Pasteurizer - PT100_2 | + S
[ funcooz Asapus PTI00-2 L ‘ 117.0000 c (Active | 09.05.2026, 15:38:09 /7 0
| Pasteurizer - Alarm_diff | —
Pasteurize; R
] funcoos Asapws PT100-3 L 126.0000 c (TActive | 08.05.2026, 17:39:43 7 10
| Pasteurizer | —
| Pasteurizer - PT100.4 || + —
o func_004 Agapus PT100-4 127.0000 “C Active 08.05.2026, 17:39:43 B
®  Settings ) & [ Pasteurizer - Atarm_diff | (Lactive ] 870
[  Logout ! '
Rows per page: 25 ~ < Back ‘ 1 ‘ Next > 125 of 25

SCADA System v1.00

ToREFIER: HEER. RAX. BR. BUF. FRE/MR/MITRERZRE.

Edit Function

Name*

Alarm PT-100-5 Cold

Name translations

Name per language. English is used as fallback.

Description

Mathematical Expression *

asteurizer - PT10050 | £- asteurizer - Cold_diff@ |

[ & evice \[ 3 Operator ] Recipe Variable

Units of Measurement
°C

Update Interval (seconds)

Leave empty for on-demand calculation

Active

Cancel

FAzUmiEss: —(T8R — [AI_001] [x] [2.5] [+] [sqrt] [(1 [AI_002] D). JEREBAILRAINIZEH. MIXERMEER .

BRI

S REIAPI:
Bik HaiR
GET /api/math-functions/ FIRIh
POST /api/math-functions/ ol
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I L

PUT /api/math-functions/{id}/ ko)

DELETE /api/math-functions/{id}/ RS

POST /api/math-functions/{id}/calculate/ IE

POST /api/math-functions/{id}/validate_expression/ IGIIE

POST /api/math-functions/{id}/test_expression/ Pl

POST /api/math-functions/validate all/ Wike
=

[=]

WebSocket: ¥R

ERE: ws:///ws/math-functions

"type": "math_function_update",
"function_id": 5,

"name": "Total Flow",

"expression": "ai_@01 * 2.5 + sqrt(ai_e02)",
"result": 157.3,

"units": "L/h",

"last_calculated": "2026-04-07T12:00:00Z",
"calculation_error": null,

"is_active": true
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18.1/0=

HFRR
/O sRFESIER PLC {ESFIBIE SCADA REZ AL,

FRES:

®IRR filig

LTETUN AN (4-20 mA, 0-10V)
&=l Rl

ESEZTIUN BRI

£ E T B

I/O sz (loPointDialog):

AIRIEIBIEEHIRR EHRRIReR

S/t PLCHBHE (IWO. QWO. 10.0. Q0.0)
RE HERBIERE

481 =RAVERR ()

HEseE B T MR

By TrESy

N ) Serhii Kudlai
S SCADA oIO Points Management @ ##} Provision e \ EEED A:;M:“;D::,D

08  Dashboard

Analog Inputs (Al) Analog Outputs (A0) Digital Inputs (DI) Digital Outputs (DO)

sh  Schemas

[]  Tagname Description PLC Address Value Actions
4 Alarms

[ FracoALvaie Paster weo (o] 7 0
= Activity Logs —
—— [ eTi001ALVale Paster W80 o) Z 0
D Programs []  pTi002_ALvalue Paster wes (o] 7 0
& PLCs [J  PTi00-3 Alvalue Paster w70 (o) 7 0
10 Points [0 prioo-aavae Paster w72 (o) 7 0
£ Devices ] pTi00-5 ALvalue Paster w82 (o) 7 0
Z RGeS [ pri00-6.ALvalue Paster w7a o) /7 0
AR Access

[ eri007ALvale Paster w7e (o] 7 0
(G Graphical Statuses -

] PTI00-8.AlValue Paster w78 o) Z 0

[]  pTi00-PaALvalce Paster wsa (o] 7 0

(] PTi00-P5_ALVaIUR Paster wss (o) 7 0

[]  pm00-pe.ALvale Paster wo2 o) 7 0

[]  pT00-PzALValue Paster W86 o) 7 0

[]  scapa_sysTem CycleTimes *DB_System".CycleTimeS Paster DB12.0BD2 [0.009999009776482... Z O
®  Settings -

[} scapa_sysTEm_ScanCounter “DB_System".ScanCounter Paster DB19.DBD6 (o] 7 0
[>  Logout

Rows per page: 25 ~ < Back ‘ 1 | Next > 150115

SCADA System v1.0.0

I/O RITE: 4 MEWR (Al AO, DI DO) . 8& PLC, #ulik, i8%&. ELf). BR(I5. FI0/4RiE/MFRRHAIZRIS,

2

73
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Create Analog Inputs (Al)

[Tag Name / Identifier *

Description

PLC*

Address in PLC (e.g.: MW100, Q0.1) *

Address format depends on PLC type (Siemens: MW100, Modbus: 40001, etc)

OPC UA Node ID

[Lins OPC UA

I/0 RIJIEAE: PLC THZIZR. HIEFERR. RETHIIR. SIVERZEFR. B,

BRI

I/OFAPI:
S S

GET /api/points/analog-inputs/ Al

POST /api/points/analog-inputs/ BHEATERE

GET /api/points/analog-outputs/ AOR

POST /api/points/analog-outputs/ Bl AO

GET /api/points/digital-inputs/ DI =

POST /api/points/digital-inputs/ Bl DI

GET /api/points/digital-outputs/ DO =

POST /api/points/digital-outputs/ 8l DO

SRR #fE CRUD (GET, POST. PUT. PATCH. DELETE) + /validate/ %1 /test/.
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19.1/0 fic&

MNFHR

RIBIRSEEIELIZE 1/0 =.
FRETE:

ENNE

3.

§ad

PLCIERREE  BFRizHIEs

PLCZRY
{REBIBAL
SEREER

beca]

it &

g

g

oo
oo

i © o

o

P Mg 2 B

m

1l
L

BITERE

SCADA

Dashboard
Schemas
Alarms
Activity Logs
Trends
Programs
PLCs

10 Points
Devices
Functions
Access

Graphical Statuses

Settings

Logout

SCADA System v1.00

BARSHE

S7-1200 g8 S7-1500

SiniE — AESIAIE

SREBNSIEE (BB, |IJ. PID. Al AO. DI, DO, COS. it#=5. ithfss. K. Fol. = =)
LR

isi i Serhii Kudlai
Provision 10 Points < erhil Kudlai

AamuHcTpaTOD.

Create 10 sync points for SCADA « PLC communication

Select PLC Target Platorn erecenve exieting oointe
Paster - | s7-1500 - o 9P
Skip points that already exist (don't overwrite addresses)

Q Search

Select All Select None

0 of 114 entities selected

[0 Accidents

a

a

a

s A

Heating alarm PT100-1
9 fields

Heating alarm PT100-2
9 fields

Heating alarm PT100-3
9 fields

Heating alarm PT100-4
9 fields

Heating alarm PT100-5
9 fields

Heating alarm PT100-6
9 fields

Heating alarm PT100-7
9 fields

Heating alarm PT100-8
9 fields

Steam temperature alarm PT100-P4
9 fields

Steam temperature alarm PT100-P5
9 fields

o
&4 provision

BCETUE: PLC THIFIR. S7-1200/S7-1500 FokkiE, HESISERISLATIR, FUSHIECEIZHE.,

FCEAPI:

I

/api/plc-export/provision-io-points/preview/ TS

POST
POST
GET

B

ok

U}

/api/plc-export/provision-io-points/ BT

/api/plc-export/provision-io-points/entities/ BFASE

(Z
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20. BIIRS

NFAR

Ef RS EERCAER L Bg e IRSHEMER,

B

RIRFIZR RhR/ET
«+ »}'ﬁ%ﬂ @”Eﬁ*&
BlEES:

< F1E B ER RERE
« 52 8 IKSHIERR

« &N — Bl (URL B L)
« W FREIRE

« HEEENER

.

RS Y "REE-ER 1T
BRI c—47

LEERR EAEER

G MZRI LRIk
=/ BSShm

(352 RIFIER
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20. EZR

>

0N

12.02.26 09:55:21

0812.25 12:16:54

2710.2519:21:49

2710.2519:07:54

2710.2519:03:27

2710.25 18:48:51

2710.25 18:37:14

2710.2518:22:51

2710.25 18:18:30

2710.2518:14:42

2710.25 18:09:25

S SCADA Graphical Statuses
02 Dashboard

0 o Name Description Status Count Created
s%  Schemas

[ DI Green/Red No deseription 0
£ Alarms

O » VLV BF Status (NC vertical) No description 0
= Activity Logs

O DI Red/Green No description 0
A7 Trends

O = VLV RV Status (vertical) No description 0
D Programs
- O Valve RV Status (horizontal) No description 0
& PLCs
& 10Points O o VLV DS Status No description 2
& Devices O s VLV Status BF (NO horizontal) No description 10
¥ Functions O s MOT Status (up) No description n
AR Access O s MOT Status (right) No description n

N .

C  Graphical statuses O a MOT Status (left) No description n

O s MOT Status (down) No description n

O - Agitator Status No description n

)  Settings

[>  Logout
Rows per page: 25 ~

SCADA System v1.00

2710.25 15:31:36

ERRSIIR: HEERGE. RIRER. REEENRA.

S OBJECTSCADA Graphical Statuses

08
95 Dashboard Graphical Statuses / New graphical status

% Schemas New graphical status

4 Aams
@ s:sic nformation

= ActivityLogs

7 Trends Graphical status name *
D Progams
& Pcs Description
8 1oPoints
© Devices
¥ Functions Device Types
R Access grapn |

(O Graphical Statuses
Cancel

€ Settings

B logout

ORLECTSCADAVL0.0

tlEmS: E—REIIER (KES+

BRI

(1]

angio

. B

ERARSAPL:

Updated

29.03.26 23:35:43

30.03.26 00:44:45

30.03.26 10:48:20

29.03.26 23:21:34

29.03.26 23:22:15

29.03.26 23:21M

30.03.26 00:11:00

29.03.26 2317:55

29.03.26 23:2118

29.03.26 231845

29.03.26 231853

08112.25 12:16:54

+ Create graphical status

Actions

® 7

@ 7

(]
SN N NN

o o o o

[¢]
N

Serhiikudlai
Asmscrpatop

[ next > |

GET /api/graphical-statuses/

POST /api/graphical-statuses/

PUT /api/graphical-statuses/{id}/

DELETE /api/graphical-statuses/{id}/

POST /api/graphical-statuses/upload-icon/

2

77

FIFRIER
(ellE=
i
il

EfEER (S89)

Serhii Kudlai

AguuiCTpaTop

o

Luf

(=}

(=}

o o o

@
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GET /api/graphical-statuses/list-icons/ FIRER
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21. fE(HEcE RS

MNFHR
FAF TIA Portal #3Z#Y PLC FE4HECERRTHI LIRSS,
R
HZERE HERRAYET I 2R RiERS
PROFINET #&Fh IREB ML
kER |/O3kER
HZRGmiERS .
.
HZRIEIE HZRPHERAT AR
BHRER HE R FERAUER (FhR)
EMER EERRECE
IR ME Rz
TRBRAER MIEEEhR
TH=ZH:
S
i BECEEREE TIA Portal
TE THEE
#OGSD SNRE#RFF (GSD/GSDML)
TIA IR TIA Agent IEEHETRIT
X[ IREIPLCHIZR
XHEIE:
TiaDeployDialog HE: BirEgs. #HE, K&
GsdImportDialog GsdIimportDialog GSDE&EA:
WEEECEXIEHE MLZIRE: P, #i9, KX, PROFINET &4f
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. SeniiKudlei
S OmECTsCADA Settings Rsvcparon
8§ Dashboard
< 4 Hardware Configurator  Paster (192168.50150) Q Ghecking.
s Schemas
0 Aarms
)} RACKVEW ™8 PROFINETTOPOLOGY gy ADDRESSTABLE
= ActivityLogs
A7 Trends + Addstation
> Fegmm Station 0 (FLE_RAGK) Rack0 'R |
& PLCs
M o . . o " . =
© Devices
& Functions
R Access
(O Graphical Statuses
& Settings
B Logout
OBIECTSCADAVLO0
poyaiEas . g ; e Mok N S MM uMREEr o
HZRGRIERS: IREFHEERITATIZE, EUAERER (BHER)  AMARKER, TEEGA "BE" &,
" Serhii Kudlai
S OBIECTSCADA Settings iy
98 Dashboard
& s & 43 Hardware Configurator  Paster (192168.50150)
emas
£ Aarms
£ RACKVEW  ®[§ PROFINETTOPOLOGY {7} ADDRESSTABLE
= ActivityLogs
A7 Trends
om
D Programs m;— .
ion
& PLCs NolP configured
8 0Foints e
© Devices
& Functions
R Access
(O Graphical Statuses
Q Settings
B Llogout
OBECTSCADAVLO0

PROFINET #a#h: HHEREDRREZ AHERAIMLEE.,
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Serhii Kudlai

S SCADA Settings AgucTpaTop

08 Dashboard

s
s%  Schemas

< {& Hardware Configurator  Paster (192.168.50.150)

£ Alarms
{8} RACKVIEW  ™F PROFINET TOPOLOGY il ADDRESS TABLE

= Activity Logs

A1 Trends 1/0 Address Mapping #. Auto-Generate | C
D Programs i@ 0@ 4@ 2@

=

& PLCs Address Data Type Station Slot Channel Module

£ 10Points No addresses configured for this /0 type

© Devices

3. Functions

A Access

D Graphical Statuses

N

)  Settings
[>  Logout
SCADA System vi0.0

HelbER: ARER. FEME. B@IE. ik 2B (1/0). REF.

. SeniiKudlei
S omEcTscADA Settings Rsvcparon
88 Dashboard
Settings / Maintenance / PLC Export
sk Schemas g
PLC Export Project
£ Nams
° Settings ° Validation
= ActivityLogs
A2 Trends Paster (192168.50.150)
e [“sequences-3 ] ["wotors:20 ] ("valves: 12 ] (-9 ] [(analog_inputs: 14 | ("anslog_outputs-9 |  Digital_inputs-4 | Digtal_outputs:1 ][ Goordination_signais | [ Counters-3 | [ events-12 ] [ accident_events: 5 ] procuction_recipes-4 ]
& PLCs . —_—
Validation (][a ~
8 1oPoints
Motor “mot_12" has no [0 command points configured.
© Devices Motor “mot_15" has no IO command points configure.
Valve "vlv_12" has no 10 command points configured.
L Functions Valve"iu_3* has 0010 commancipoints configured.
& ccese Valve "vlv_9" has no 10 command points configured.
PID"pid_3" has no process variable device.
(O Graphical Statuses PID"pid_3" has no centrol output device
PID“pid_4" has no process variable device.
Condition “Krona Maysa" (id=6) has no device reference.
Condition 00 (id=5)
Condition ki (id=37) h
File Preview Fles:63 | | C Retresnpreview | ~
e (20)
9 settings B SCU/Types/UDT_Accident .scl
B ScL/Types/uoT_Action.scl
B Llogout
B ScL/Types/ BT Anslogmput. scl
P B SCL/Types/uT_Analogoutput.scl

EREIHEME: TIA Agent iEiFes, HER. BMEAS. HE/BUHRE.

AR
FCERSAPI:

th s
GET /api/hw-catalog/ ERER
POST /api/hw-catalog/import-gsd/ B\ GSD (&35%9)
GET /api/hw-stations/ ZEuh
POST /api/hw-stations/ BE—uh
POST /api/hw-stations/{id}/auto-assign-addresses/ BahoEctbit
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GET
POST
POST
GET
POST
GET
GET
GET

/api/hw-slots/

/api/hw-slots/
/api/hw-slots/bulk-update/
/api/hw-network/

/api/tia/deploy/
/api/tia-deploy-jobs/{id}/progress/
/api/tia-agent-config/

/api/tia-agent-config/{id}/check-connection/

RN

BUEIERE
HEEH
MBECE

ZR2Z TIA Portal
BB

TIA ({IEECE
EEN
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e BFFIE
FE B EEFHRA it
e SEHIRE
PRER HEAFORYIE)
K& EaN/AEEN
1750 fRiE/ MR
FP&R:

BFR& TRFRER
BB FE PRt
AL ZHY (BlIEERT)
TIA FEES
BT/ Bt

L& PABRERA &
B ABzik

RS TERN/AETEN TR
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S SCADA

08 Dashboard

sk  Schemas

£ Alarms

= Activity Logs
A Trends

D Programs
& PLCs

{8  10Points

@ Devices

2 Functions
A Access

CC  Graphical Statuses
&\ Settings

B Logout

SCADA System v1.00

n

OBJECTSCADA

Dashboard

Schemas

o &

Alarms

ActivityLogs

Trends

v 3}

Programs
PLCS

10 Points
Devices
Functions

Access

B M@ 2 B

~
O

Graphical Statuses

€, Settings

B logout

ORLECTSCADAVLO.0

BRI

Serhii Kudlai
Access ® e
=
Search
(Ck BeegiTb ID a6o im'a
[ Username Email Full Name Roles Last Login Status Actions
O 2 Operator oper@oper.com Anton Partika (©oneparop | 4/23/2026, 3:34:22 PM /7 0
0O admin admin@example.com Serhii Kudlai (Aamunncrparop | 5/13/2026, 12:40:26 PM /2 B
s 3] Jup=s bt g
wasl. Lk AREReHE. WSERSRNAFE.
Serhiikudiar

Access

Users / Edit User

Edit User oper@oper.com

User avatar
‘Shownin the header and activiy log

Frsthame

Anton

New Passord (leave empty to keep current)

r (@#%-5-otc)

Oneparop

acive @

Cancel

Weak

Aswmscrparop

® Uplosdimage

emai+

oper@oper.com

Lasthame

Partika

Confirm password [o

B/ RIERER: PR, BT, TR0, MemEs. Mg WSk,

FBFAPI:

GET
POST
GET
PUT
DELETE

/api/users/
/api/users/
/api/users/{id}/
/api/users/{id}/
/api/users/{id}/

fiik
FIHAR
(ellE=
S
S
il
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GET /api/users/me/

POST /api/users/{id}/set_password/
POST /api/users/{id}/upload-avatar/
GET /api/users/{id}/roles/

POST /api/users/{id}/roles/

DELETE /api/users/{id}/roles/

=EIAR
ENES
EE& (Z89)
RFf&t
HicHE
iR
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2R BEEmR
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BF BEIAGHARHE
1758 “RAR/MIbR

RPRAERE (LAFRERa)

8”& tliE. &5, WiE. Mk

PLC tliE. &EF. wiE. MR EHRE
=27 tliE. BF. wiE. kR, SH
23] g, &5, fwiE. MR

I/O = tlE. BF. &iE. Hikk

R o, =5, WiE. MR

=21<) tliE. =5, RiE. MR

=iy FaA. BRR. MIER

FEES] BE. S, MksEdE

ERRS tliE. &F. WiE. Mk

=18 P =N ] IN<F

R R MR
EESE ERATER
R RERE



SCADA System — R

23 BeEE

Serhii Kudlai
S scapa Access e
03 Dashboard
(e [
s%  Schemas et
( Q Bsepitt ID a6o ponb

£ Alarms
= Activity Logs

[ Name Description Permissions Users Status Actions
A7 Trends I —

O 2 AnMUHUCTDATOP None [2a) @] 7 0
D Programs - .

0O Onepatop None (e] (1 Z 0
& PLCs
{8  10Points
© Devices
3. Functions
A Access
(G Graphical Statuses
)  Settings
[>  Logout
SCADA System v1.0.0

) A g ™ = -
AesR: GEEW. mA. AP RE/MREENE.
Serhii Kudlai
S SCADA Access Aawsuctpatop
o=
o Dashboard Roles / New Role
@

sk Schemas Create Role

£ Alarms
General Information

Activity Logs

Role Name *
~ Trends
Description
D Programs
=
= PLCs
& o Active
{8 10Points
© Devices Permissions
Functions
z Devices
AR Access
10 Points

(> Graphical Statuses

Production Areas and Programs

Schemas

Graphical Statuses

PLCs
®\  Settings Roles
[> Logout

Users

SCADA System v1.00

Search
Q_ Search by permissions

o3 [ an
o3 [ an
0/35 ] Al
oa [ an
o3 []an
oa [ an
o3 []an
o3 []ai

el SR WA, EEBISNSEIER] (8%, PLC. FA. &X.) . £/EiESE%E.

BRI

fAEAP|:

FHfAaE
Bl

GET /api/roles/
POST /api/roles/
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N L

GET /api/roles/{id}/ (i
PATCH /api/roles/{id}/ 2k
DELETE /api/roles/{id}/ fB&
GET /api/roles/{id}/permissions/ RERIR
GET /api/permissions/categories/ TBRERY
GET /api/permissions/actions/ URIERE
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S SCADA

08 Dashboard

s%  Schemas
a)

Alarms

Activity Logs

A Trends

D Programs

& PLCs

{8  10Points

@ Devices

2 Functions

A Access

CC  Graphical Statuses
€,  Settings

B Logout

SCADA System v1.00

BRI

User Activity Logs

Total Actions (7 days)
622

one
Q Mouwyk no onucy
Date/Time

12.05.2026 20:49:40
12.05.2026 20:48:59
12.05.2026 20:21:34
12.05.2026 20:17:06
12.05.2026 20:07:43
12.05.2026 20:07:43
12.05.2026 20:07:15
12.05.2026 20:05:53
12.05.2026 19:56:58
12.05.2026 19:56:51
12.05.2026 19:56:49
12.05.2026 19:56:12
12.05.2026 18:06:48
12.05.2026 18:06:46
12.05.2026 18:06:40
12.05.2026 18:06:37

12.05.2026 18:06:35

EN RS

User

(]

admin

admin

admin

admin

admin

Anonymous

admin

admin

admin

admin

admin

admin

admin

admin

admin

admin

admin

Rows per page: 25 ~

Most Common Actions

Device Created: 11 ] [ Device Updated: 2 ] [ Device Deleted: 2 ] [ Device Activated: 78 ] [ Device Deactivated: 64 ]
Kopucrysaui Action Type
Al - All
Action Type Description Object

Device Deleted |

Device Created |

Production Area Updated |

Program Updated |
Device State Changed

Device Activated

Production Area Started |

Schema Updated |

Production Area Stopped |

Production Area Stopped |

Production Area Stopped |

Device Deleted |

Device Manual Value Set
Device Manual Value Set
Device State Changed
Device Manual Value Set

Device Manual Value Set

TERERIT ISR, AMARIHERS (RIE(F

<E‘~“I‘2

Deleted device asdasd

Created device asdasd (type: Valve)
Updated production area Pasteurizer
Updated program Production
Changed state of P-2 to Auto
Activated device P-2 (state: Running)
Started production area Pasteurizer
Updated schema Pasteurizer
Stopped production area Biocide
Stopped production area Inhibitor
Stopped production area Pasteurizer
Deleted device Tect pesepeyap

Set manual value 33 for al_003

Set manual value 33 for al_003
Changed state of a_003 to Simulation
Set manual value 20 for al_002

Set manual value 20 for al_002

REFIAFSILRER) . REB

iEsHSAPL:
Bk
GET
GET

GET
DELETE

/api/user-activity-logs/

WebSocket: sCATHZE

&

"type": "activity_log_entry"

"id": 1234,

"action_type":

"description":

"user”: {"id":

ws:///ws/activity-log

"device_update",

/api/user-activity-logs/recent/

/api/user-activity-logs/statistics/

/api/user-activity-logs/clear/

iR

=RYIIES
gx 24

/N
it

R (B

ER)

"Updated motor MOT_001 mode to manual",

1, "username": "admin"},

"content_object": {"type": "motor", "id":

"metadata": {},

"created_at": "2026-04-07T712:00:00Z"

"mot_0e1"},

=4

Next >

Production Area: Pasteurizer
Program: Production

1-25 of 1479

3

Pl

-13.05.2026

Serhii Kudlai

AguuiCTpaTop

IP Address

17218.01

17218.01

17218.01

17218.01

17218.01

17218.01

17218.01

17218.01

17218.01

17218.01

?user_id=X&action_type=X&Iimit=10080ffset=0
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RIThR V1/V2

AT EREENF BR/ZRAIBE

ENEIRR

SH Epu

B FHR{EAD PATES

HEXIEA] PATES

SEEAN PATES

M REs BRIRR{EM™E M
EEEIRR
N
TIA RIERgR TIA Portal ;&S

SN Y TIA Agent (FE#HL. #%0)
Mt MR

RSIERIT FE/aE

VFRIEEIR <
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FIRRE fEA

N UNSIE=HT
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HRRA HRIRAS
IGEEHT IaETRH
TEE TR

HE B E TS
SlnEET g

HEPIETR R

HERE DBHEFIRE
ZF ERET

A& BHEEE

RF RN fERNE
Ein/RE Bih5IRE
RS FRIBSINERY 244
EE g BITREERRE

S SCADA Settings ® SermiKudal

° ARMUHACTPATOD

o=
5B ashboard General Notifications Connections License Updates Maintenance
5% Schemas

General
£ Alarms

Dark Mode ()
= Activity Logs

Al Assistant e )
~2 Trends

Color Theme
D Programs QO Blue @ Gray
& PLCs Design Version

v1— Current v2 — New Design
£ 10Points o ® g
Language

© Devices English o
3 Functions
& Access System Information
G Graphical Statuses Version: 1.0.0 | ebbearss

Branch:: danilfinstruction-language

Last commit:: Merge branch 'dev' into danil/instruction-language (5/13/2026, 10:37:51 AM)

Developer: SCADA Team

support@scada- om
Development |

€\  Settings
[  Logout

SCADA System v1.00

FANEIR: ReER. e (6 MEE) | 155 MEEE. 'R VI/V2 i, Al BB,
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- Serhii Kudlai
S SCADA Settings ® Aguincrpatop
0% Dashboard
al General Notifications Connections License Updates Maintenance
s%  Schemas R
APl and MQTT Settings
£ Alarms
APIURL MQTT Broker
Activity Logs http://localhost:8000/api matt://localhost:1883
A7 Trends
D Programs TIA Portal Agent
- Configure connection to TIA Portal Agent for PLC project deployment
& PLos
) Agent Name Agent URL
{8 10Points tia-agent http://192.168.010:5100
© Devices TIA Portal Version
API Key (optional) V17 v
I Functions Leave ompty o keep current key
R Access Project Directory on Agent Backend Callback URL
CA\TIA_Projects\SCADA http://192.168.0.1:8000
(G Graphical Statuses URL the Agent uses to reach this backend (for deploy progress)
e @
= o
Last heartbeat: 5/8/2026, 8:14:45 PM
)  Settings
[>  Logout

SCADA System v1.00

BERIEINR: TIA Agent FlZk, BREN/RO. HRIN/RE/MbS/MiiiRE. KSHETEE.

q Serhii Kudlai
S SCADA Settings ® e —
o=
So  Dashboard General Notifications Connections License Updates Maintenance
s&  Schemas .
License Status
£ Alarms
License Type: Status:
potivityllegs Monthly License (Active]
~  Trends Expires On: Days Remaining:
5/21/2026 8 days 1 hour
D Programs
Installation ID:
& PLcs 46fa1£0b0092¢212a79a288 ccB00aacH
& ORI Activate New License
©  Devices Enter License Key
Enter License Key Activate
3. Functions
@ To continue working after the trial period ends, you need to enter a license key. You can get the key from technical support.
AR Access
N i A
€ Graphical Statuses System Information
Version: 1.0.0  sbbeafb3
Branch:: danil/instruction-language
Last commit:: Merge branch ‘dev' into danil/instruction-language (5/13/2026, 10:37:51 AM)
Developer: SCADA Team
Contacts: support@scada-system.com
[ Development |
®\  Settings
[> Logout

SCADA System v1.00

I

FFARESIR: WFAERES (REeHE) . K2 MRRH. A8, FEEHA.
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S SCADA

08 Dashboard

Schemas

O B

Alarms

Activity Logs

A Trends

D Programs
& PLCs

& 10Points
© Devices
3. Functions
A Access

(G Graphical Statuses

)  Settings

[>  Logout

SCADA System v1.00

S SCADA

88  Dashboard
s&  Schemas

£ Alarms

Activity Logs

~ Trends

D Programs
& PLCs

8 10 Points
© Devices
3. Functions
AR Access

(> Graphical Statuses

®\  Settings

[> Logout

SCADA System v1.00

BRI

Settings

General Notifications

System Updates

Current version: Branch:
6bbeafb3 | development danil/instruction-language

Hostname: c7c0818d9a2a  OS: Debian GNU/Linux 13 (trixie)

Status file not found. Update check has not run yet.

C Check for Updates ¢ Offline Update

B Updatelog v

@ No update log available.

= System Health
© Database Backups v
 UpdateBranch v

© Auto-Check Schedule

Automatic update checks
Automatic checks are disabled. Use "Check for Updates manually.

Automatic update apply
Updates are only applied manually via "Apply Update.

®
0

Connections

Kernel: 5.15.167.4-microsoft-standard-WSL2

License

Last commit:

Merge branch 'dev' into danil/instruction-langua...

5/13/2026, 10:37:51AM

Arch: x86_64

EITAIR: HRIRA. ioEEIRE. HER. BHES.

Settings

General Notifications

Project Export / Import

¥ Export Project

[ % Import Project

Utilities

= Normalize IDs. [ & PLC Export

[ X Auto-translate names

Database

) Restore DB

Connections

License

Updates

Last check:

Never

Updates

® Serhii Kudlai
AguuiCTpaTop
Maintenance
® Serhii Kudlai
AguuucTpaTop

Maintenance

Actions in this section may lead to irreversible data loss.

This action s irreversible. All data will be deleted.

) Clear Database

HHPIRIR: SOY0ERE. WEHRIEE. BIRET. SR, BRIKERENTE.

FAFIREAPI:
Bk

GET

POST

U]
/api/user/language/
/api/user/language/

ik
REUES

REIES
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GET /api/user/dark-mode/ REUREMET

POST /api/user/dark-mode/ REREEL
YFENIEAPI:

GET /api/license/status/ WARPRTS

POST /api/license/activate/ BE

POST /api/license/generate/ HEREH
EHAPI:

GET /api/system/update-status/ BRI

POST /api/system/update-check/ IGEEHT

POST /api/system/update-apply/ N FEEEHT

GET /api/system/update-progress/ HE

POST /api/system/update-cancel/ BH

POST /api/system/update-rollback/ [E1p

GET /api/system/update-history/ 2kl

GET /api/system/update-backups/ =)

POST /api/system/update-backups/{filename}/restore/ N1

POST /api/system/disk-cleanup/ RS

GET /api/system/smoke-test/ WS

GET /api/system/diagnostics/ PHTT R

WebSocket: SEFE%N

"type": "system_update",

"event": "update_progress",
"progress_percent": 45,

"current_step": "Applying migrations...",
"status": "in_progress"
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pSesizeail RIEHE

apizzeal HEEE (PRID 4E])
wE AlBE (BIS. APIE4H)
ANIERegeN:
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EEREH "IRLEIR R AT T ERIRES?
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P&ID St HEERF—-TRIRBI-HEREIN
FEED RF A&

ATERGRE (AiSettingsDialog) :

API 248 OpenRouter Z$8 ({3 AES/Fernet iIZ)
BE LLM#EEY &R

RE EIRZBIES] (0-1)

BANHEE AR



SCADA System — R

26 AT EREENF

S SCADA

08 Dashboard

Alarms

s%  Schemas
a)

Activity Logs

A Trends

D Programs

& PLCs

{8  10Points

@ Devices

2 Functions

A Access

CC  Graphical Statuses
®\  Settings

B Logout

SCADA System v1.00

S SCADA

88  Dashboard

s&  Schemas
Ja)

Alarms

Activity Logs

~ Trends

D Programs
& PLCs

8 10 Points
© Devices
3. Functions
AR Access

(> Graphical Statuses

®\  Settings

[> Logout

SCADA System v1.00

AlBIRER: Zl — 215513, AN — XHE (AR AILER) |, K — &R "RE"

Settings

General Notifications Connections

General

Al Assistant

Dark Mode O
o

Color Theme

O Blue @ Gray

Design Version

O vi—cCurrent @ v2— New Design

Language

English v

System Information

Version: 1.0.0 ' ebbeafbs

Branch:: danil/instruction-language

Last commit:; Merge branch 'dev' into danil/instruction-language 15/12/2026, 10:37:51 AM)
Developer: SCADA Team

Contacts: support@scada-system.com

[ Development |

AT AFEhAIEE:

Settings

Settings / Al Assistant Settings

Al Assistant Settings

Configure the Al provider, model, system prompt, and project notes.

Provider

OpenRouter (Cloud)

OpenRouter API Key

Get your key at openrouter.ai
Al Model

Claude Sonnet 4

System Prompt
Base instructions sentto the Al. Defaults cover SCADA domain, tool catalog, and warkflows, Override only if you know what you are doing,

License

72, waEA/BIXRER.

Updates

Serhii Kudlai

AgmHmcTpaTop

Maintenance

Serhii Kudlai

AamuHcTpaTOD.

€ Back

Project Information
Plant-specific notes appended to every prompt (line layout, tag conventions, SOPs). Prefer this over editing the base prompt.

e.g. "Pasteurization section uses sensors ai_l..ai_14. T¢ ‘e parameter is e. Main

lineid = 3."

cancel E

BRI

Al API (FastAPIf{fRSS, BaseURL: “/ai-api/v1’) :

L&
POST
GET

=5

/21E

O BAN" IREHEIAN.

ik
ellfeyrt
FIHAE
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26 AT EREENF

T S

DELETE /sessions/{id} pillEEar

PATCH /sessions/{id} B

GET /sessions/{id}/messages SIEEE

POST [EVR/AidY/EE RILHEE (SSE i)
POST /BUE/ D DIER (Z89)
POST /G / KL FRiBIRE

GET 188 REURE

PATCH /IRE BEINRE

GET /BERR fEENE

SSE =14 (stream=true) :

T T —

ha MARISCARIRE (RzliEi)

TEER AERBIE (devicetools, schematools, query_tools)
TEZR IRBAER

HIR =12

Fehk EIE=Eets

SSE #&=:

event: token
data: {"content": "Motor "}

event: token
data: {"content": "MOT_e01 "}

event: tool_call

data: {"name": "get_device_status", "arguments": {"device_id": "mot_001"}}

event: tool_result
data: {"result": {"status": "running", "value": 1}}

event: token

data: {"content": "is running now."}

event: done
data: {}
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27.PLCITEEEH

MNFHR

M SCADA BeE4HRLFaJF TIA Portal INH.
SHXHEE (PlcExportDialog)

PLCIE#%88 BirtEhas

PLCER $7-1200 / S7-1500
BIERIE SISE-RINEE
BIEEN SISIE — RIS
EIEEL SIEE — HINSEEL
AiEEE SIFEHE — FHINER

BFE MQTT SIHIE — RN MQTT &5
MQTT X IP MQTT EEitht

MQTT FHRFI5% FRAAISR

TS SCL fXASFE

37 THIRE zIP

EREE TIA BT TIA Agent #7882
ERRNIMBEANA:

o THRELRAY SCL {XA3 (EB#, FB. [®i] FB. PID FB. Al FB, AO FB, DI FB, DO FB, COS FB. it#28 FB. ERYSE FB. /K48
FB)

« F5IFB (IRZSHL)

 E{4/=E81 FB

« HUEHR (55 DB, Ecr5 DB)

« OB1 Main (@& FB)

« XML #5383 (SimaticML)
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27.PLCTESH

S SCADA
08 Dashboard

Schemas

O B

Alarms

Activity Logs

A Trends

D Programs
& PLCs

& 10Points
© Devices
3. Functions
A Access

(G Graphical Statuses

)  Settings

[>  Logout

SCADA System v1.00

SHXNFEE: PLC THFIZE. S7-1200/57-1500 FTLkeE. BIESIEIE

S OmIECTSCADA

Settings

Settings /| Maintenance / PLC Export

PLC Export Project

o Settings Validation

Select PLC
Paster (192.168.50.150)

Target Platform
§7-1500

Export Options

Include production recipes

Include events

Include accident interlocks

Include tanks

[ Include MQTT client

| cancel

Settings

Motor“mot_12" has no 10 command points configured.
Motor*mot_15* has no 10 command points configured.
Valve *vlv_12" has no 10 command points configured
Valve *viv_3" has no I0 command points configured.

Valve "viv_9" has no 10 command points configured.

PID “pid_3* has no process variable device.

PID “pid_3* has o control output device:

PID “pid_4* has no process variable device.

Condition “Knonka Mayaa" (id=6) has no device reference.

Condition’ (ia=5)

Condition (id=37)

File Preview

Trves (20)
ScL/Types/ BT Accident .scL
SCL/Types/UBT_Action.scl
ScL/Types/uBT_Anslogmput. scl
ScL/Types/uBT_Anslogoutput el
SCL/Types/uoT_Condition. sl
ScL/Types/uBT_Coordsignal. scl
ScL/Types/uoT_counter. scl
SCL/Types/uBT DigitalInput. sel
ScL/Types/uoT_pigitaloutput.scl

ScL/Types/uT_Event.scl

SCL/Types/uDT_Line.scl

88 Dashboard
sh  Schemas

£ Aarms

= ActivityLogs
A7 Trends

D Programs
& PLCs

¢ 10Points

© Devices

T Functions
R Access

(3 Graphical Statuses
€ Settings

B Logout
OBECTSCADAVLOD

BRI

< Back

(Be7s. B, H 185,

Serhii Kudlai

AgmHmcTpaTop

Next >

MQTT) . MQTT BEeEFRR. Favs/4nk/mERA.

Serhiikudlai
Asmscrpatop

Fles:63 | C RefreshProview | A

[EAEETECHE & cenerates Downioad

SCL ARRBFRS: & — X% (FB. DB, #7&R) , A — HEERHETA SCL XHARA.

PLC & API:

GET /api/plc-export/preview/

POST /api/plc-export/validate/

POST /api/plc-export/generate/

GET /api/plc-export/address-map/

100

g
IGUE

4R ZIP
HHHHE
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28. INBSHASA

MNFHR

TR SCADA TIESH/SAN, LMEEREZARITIER.

SHXIEHE (ExportProjectDialog) :

MRERE ISERESHIRE: ’F. &, B ko, B4 S S B%. R AR A8
prin el ESin

BEER SHHaBHE

BR XISILIERE

s]m| TEHSHXH

R BRI

¥&5H:

HOmE FHESHIEERINIS
SN HHEX TR — M
HIEERD BIEEURERD
REEUERE NEDRE

Serhii Kudlai

S SCADA Settings

Aawunncrparop
o=
=o  Dashboard Settings / Maintenance / Export Project
sk  Schemas Export Project ®
4 Alarms
Include graph data points
= Activity Logs This can significantly increase the file size
A Trends .
Select objects to export Deselect all
D Programs
Schemas 33 v
& PLCs
Sequences 44~
£} 10Points
© Devices Motors 2121 v
2, Functions Valves 1515 v
S cees PID controllers nm o v
(G Graphical Statuses
Variable speed drives 0/0 v
Counters 3/3 v
Timers 00 v
Analog inputs v
‘Analog outputs 9/9 v
& Settings Digital inputs a4~
[ Logout Digital outputs LT
SCADA System v1.00 Coordination signals 33 v

SHNEE: TESIEENRDIIR. DERE. "EeER" ik, SRl #HER

m 101
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28. INHSHMEA

BRI

InEAPI:

GET

POST
POST
POST
POST
POST
POST
POST
POST
POST
GET

/api/project/export-models/
/api/project/export/
/api/project/import/preview/
/api/project/import/
/api/project/backup-db/
/api/project/restore-db/
/api/project/normalize-ids/
/api/project/clear-database/
/api/project/export-graph-data/
/api/project/import-graph-data/
/api/project/graph-data-stats/

m 102
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29. i85
FEA
R R RS R R T E A TRNSEE.
RS EY:
RAMERER 4R AlIRE (RIAMEREE)
TREBEIERER TRERES (BTE)
JEEBIEIERES JEZBEAS (AP)
iR HH, H, L. LL—ZRHE
&L
HFHLER BRiER (HEERSEE — R)
JUE JUE (BE: BERER. ESER. 'R, 6RE2)

ZRH CROMBREMISREL:

S

RIS A TNK RS FhSEE
REERE S/ R/ /S
S T/ [EIT/B5
BE/SE MIRT

SVG FiE BEERZN T
EE=gRES ERERnEAENE
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Serhiikudlai

S OmEcTsCADA Devices Rsvcparon
8§ Dashboard
i i Q
& Schomas Edit Device tnk_001 (tnk_1)
Alarms
o o Basic Information e Device Configuration
1= ActivityLogs
Davice Nama*
A2 Trends tnk_001
D Progams
Name transiations v
& PCs Name por languiage. English s used s falback
 1opoints Devica Type*
© Devices
£ Functions e .
R Access ‘Select the PLCto which the device belongs
5 y
(O Graphical Statuses sescrition
Cancel [ hext > |
€\  Settings
5 Logout
OBIECTSCADAVLO0
ok AR =t Ry ey =t et 1 ] BRI P
B ERERE (RAMERE RS, EAOWES. EORSR) . BiREE (HH. H L LL—#FFR) .
S omkcrscaba Devices Semis
98 Dashboard
o Edit Device tnk_001 (tnk_1) €]
£ Aarms ° . ) e
= ActivityLogs
& U Linked Devices Parameters Alarms.
> Programs Volume calcuation metad
Level sensor ~ + 0 Strapping Table ~ |0 High-Hiigh level alarm (m) o]
&S PCs
o ©Points Pressure sensor (top) -+ 0 Total height o] High level alarm (m) o]
© Devices
Pressure sensor (bottom) ~ + o0 Maximum capacity [} Lowlevel alarm (m) [}
& Functions
B Access Productname 6} Low-Low level alarm (m) [}
System
(O Graphical Statuses [ cenerate alarm @

[] pevice enabled &
Manual made ©
[J Aarmactive ©

[ simulation mode ©
[ mnterlockactive ©

Fokngrars
00:00:00:00 ]
Activation count 6]
& Settings
B Logout [ tstogging ©
State 6]
ongcTSCADAVLGD

LR WP — (EREREIEE. FIT. MBMT. S CSV. S CSV %,

104
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Add Tank

HreiiERs: £ —iRE (8&. &F. RY) . A — FnEiRe SVG Fus.

BARSHE

1B5gAPI:
GET /api/tanks/ FIHiE5
POST /api/tanks/ Bl
PUT /api/tanks/{id}/ B
DELETE /api/tanks/{id}/ illE
POST /api/tanks/{id}/calculate_volume/ EFNTEARR
POST /api/tanks/{id}/import_strapping_table/ SNE (CSV)
GET /api/tanks/{id}/export_strapping_table/ ShiES
GET /api/tanks/{id}/volume_at_level/ HEIKFE (?sensor_value=X)
GET /api/tank-sections/ B5 (?tank=1D)
GET /api/tank-strapping-entries/ %17 (?tank=ID)

Rust Worker — EHFiTEE (& 1000 =)

pY4 s scada-worker/src/tasks/tank volume.rs —

IRRAANEERRS, RIERFLRE VTR B, BERSREIEEFEHE Redis &1,
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MREFESH (N2t)

HFARA
S REAAAERMRIE, R R TR T FRFRR.

e FEEMR — (}R%2ETH)
283 BNicFH&E( =

=R =1 —

EEE EEE —

FEE FEE —

=270 =27 FrIRE

PLC PLC plc

I/O /&= 1/OmE io_points
&E &E R

Thee R RE

FBF R FAF

=2} fat 1=

EfARS EfARS ERARS

RE ®E — (JA%EAIF)
B B —
B IRA=TTER :

it

P& HBRFIE

hE/RF BB GE/ N ER

A5 LI FARERFRRA
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NS (UBt)

S| Dashboard

MEPF=fEFF: FFLGATINES, SERIH

TS, EHATRER.

SeniiKudlei
S OmEcTsCADA Dashboard Rsvcparon
8§ Dashboard
[A SYSTEM STATUS J
sk Schemas
A mm [ Schemas ) Production Areas )
ActivityLogs Pasteurizer HTST ) u Biocide
25 W Demolinie ®
u Innibitor
D Progams
Pasteurizer ®
S pos » Pasteurization HTST
Pastourizer Stop:2.Hoating  Searc: 17:39:31
¢ 1oPoints
» Pasteurizer
@ Devices Production  Step:Tl. Pausewithoutpumps  Stare: 19:33:55
¥ Functions
DEVICE STATUS OVERVIEW
AR Access update: 20:06:20 <
5 y
(O Graphical Statuses ) 4 o W o
NORMAL WARNINGS cRITICAL INACTIVE UNKNOWN
77 0
By device type v Tota-e5 [View all devices
[ RECENT ALARMS AaRNs [ CURRENT TRENDS wiew AL TaENDS
o Motor P-2alarm ™
& Settings P-2-19:33
B Llogout @ MowrPsaam
P-3-17:56
OBIECTSCADAVLO0 .

SerhiiKudlai
Aaucpatop

0o
%
A svstemsTatus =)
a ( Schemas Production Areas )
Pasteurizer HTST = Biocide
o Demolinie
u innibitor
>4
Pasteurizer
S b Pasteurization HTST
Pastourior Stop:2 Hoatng | Start: 17:39:31
b Pasteurizer
e Production  Step: 1L Pause withoutpumps  Start: 19:33:55
DEVICE STATUS OVERVIEW
la o5t upat
() ) A o N e}
NoRwAL wARNINGS cameaL acTive nknown
ice type v Total:85 [View all devices
lniciNrAumMs ALLALARMS, ] lcumimramns VIEW ALLTRENDS ]
@ VoworP2dam .
P-2-19:33
Q @ MowrP3sem
P-3-17:56

Mint=te: REREET.
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XNFHEA
TR
e
AR HEIEPD AR
FEhiREH HEHER
BEIER B RN AEE
ERHETRIT WebSocket/MQTT EEKTS
1B TN SETHRITRmAYEHE
INIZJE:
L
M (RE) BIERLIN
R (48) iR
z2E (EG) =H
ER (&) =8
TEE:
ERIRES EEERNHIEGERE (15 75)
{RF= HEPE T T BRI IR B EIR
hRANAICER B/ [EimhR AR BRI EER
SRS LEFTHOU AN, AP ERGEHE
SiFiRS

B 7" JESMNE IR TR, BETEREEREANS SRR ERIES.
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SeniiKudlei
S OBJECTSCADA Dashboard f— ‘
8§ Dashboard
[ A sysTEMsTATUS ]

sk Schemas
0 Aarms [ Schemas ] ( Production Areas )
= ActivityLogs ‘ (RN © u Biocide
o) WE Demolinie ®

u Inhibitor
D Progams

Pasteurizer )
S Pcs > Pasteurization HTST
Pastourizer Stop:2.Hoating  Searc: 17:39:31

8 1oPoints

» Pasteurizer
© Devices Production  Step: 11 Pausewithoutpumps  Start: 19:33:55
¥ Functions
R seces SR o
N o
(O Graphical Statuses ) A o W o

NORMAL WARKINGS CRITICAL INACTIVE UNKNOWN

By device type v Totat:85 [ View all devices

[mecenrauame AL aLanis

[cummen rrenos wewas

Motor P-2 alarm
&, Settings 0 .os
B logout Motor P-3 alarm
0 e

ORLECTSCADAVLO.0

RIFERERiRRL: AMNEARER. FRaied 0. Effemes (AefE) | EERE (Be/4dR) .

@ Naven wowTopuira ® oo

020p cocrommue yerpoicta o
L] A o W L
e e e e e

[—

w0 S [ESp =
e e ]
2 o1 e s
e e sa
7 (o) e ws 5]
s0 s0 0

o
B FE RECHNERE | A6 HIR EEEX | B EE FENESE 7 XKRgE .
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23 Ul ;t&

S OBJECTSCADA

93 Dashboard
sk Schemas
4 Aarms
Activity Logs

A7 Trends

D Programs
& PLCs

¢ 1oroints
© Devices

¥ Functions
M Access

A
(o]

Graphical Statuses

& Settings
B Logout
OBECTSCADAVLOD

Dashboard

@ Connectiontoserverlost. Datamaybe outdated.  Reload

Serhiikudlai
Asmscrpatop

[ ¢ poron |

| A svsTemsTaTUS (W

Cov ) (o) (omm) |

[ Schemas ) ProtuctionAreas )
Pasteurizer HTST ° N Bincide
Demolinie o
u Innibitor
Pasteurizer )
» Pasteurization HTST
Pastourizer Stop:2.Hoating  Searc: 17:39:31
» Pasteurizer
Production StepT.Pausevithoutpumps  Seart: 19:33:55
VICE STATUS OVERVIEW &
st update: 20:09:20

(] A

o

W

&

NoRMAL waRNNGS cameaL AcTIVE unom
77 0 0 8 0

By device type - ] Totaves (View alldevices ]

[mecenrauame AL AL [cummen rrenos view aLLTRENDS

Motor P-2alarm
P2-19:33

Motor P-3 alarm
P3-17:56

HEIEMENE: EEERX. EERHREIEENEE. .

Welcome to the Dashboard!

Use the sidebar tonavigate between sections of the
‘application: devices, schemas, alarms, trends, programs,

and settings.

SIS TEIRRFHIREE TR, "% . "RR"
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RELR RIER

Ctrl+Z O LRIl EE

Ctrl+Y E0 DRI RRES

Ctrl+S Rz BEMRAE YRS

i3 fERITER LRI YR

Ctrl+A 2k LS

Ctrl+C Sl ZRHgAE RS

Ctrl+V HENE LeNgLERRR

By BRI/ KR IEE FAEARTE

BARER BK IRt pkEs /RS, BB
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ERRGIF

AEERIRENMIR, BRRE. PRI, FF. ESSE N IASE—RASEIIRmE.

a6l 1. Balt4-BERKRERR

HEBT. Bz 75 °C, fRFF 15 W, REREE 4 °C, XZ2LERY
HTST (l_.llﬂ]l%_LEj.) IZ.-, f"/thﬁH:_F#Lf-EJ ?E'JJ_
ZiRE

T L e L
(IVER mot 001 B AR Hhes

Eypeim| i) val_001 (] EIHAER D HEREES

XA val_002 ] HELSHRIK

I RS ai_001 ETVETIN INREREIRE

(REFRE GRS ai_002 ETETIN REEEEE

HOREERRS ai_003 ETETIN RKHNEIRE

PRS2 pid_001 PID#=H28 RIFIHERE (IREE — val_001)

IREDEE RS pid_002 PID#=HES RIFHOEE (IREE — val_002)

FEEER L tnk_001 185 RSB IS

=iBigmE val_003 i IREIFRAERAI A TIAE NS

% 1 M. 12862
1@Id Devices — «+» QIEFIHIREE. XF PID #=#Ig8 “"pid_001" :

POST /api/pid-controllers/

{
"id": "pid_ee1",
"name": "Heating controller",
"plc": 1,
"setpoint": 75.0,
"kp": 2.5,
"ki": 0.1,
"kd": 0.05,

"output_min": O,

"output_max": 100

POST /api/tanks/

{
"id": "tnk_ee1",
"name": "Receiving tank",
"plc": 1,
"volume_method": "STRAPPING",
"level_sensor": "ai_oe4",
"alarm_hh": 95.0,
"alarm_h": 85.0,
"alarm_1": 15.0,
"alarm_11": 5.0
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SEFRAIF

%2 iR, 5
B BRXEREAD 7 5 1

u—

= ERHRMERB E “FHR"
2 5% IAEIREE ai_001 >= 75.0 #54: 5 7
3 2= RIFRE TEATES 15 7
4 S BEIZE 4 °C ai 003 <=4.0
5 SR | S BB "SR
@id APl BlEZRF:
POST /api/sequences/
{
"name": "Pasteurization HTST",
"name_translations": {"en": "Pasteurization HTST", "ru": "MacTepusauua HTST"},

"description": "Heat 75°C -» hold 15 s -» cool 4°C"

ISR

POST /api/sequence-steps/
{
"sequence": 1,
"order": 2,
"name": "Heating",
"name_translations": {"en": "Heating"},
"next_steps": {"3": [10]}

EEG (BE> 75°C) :

POST /api/transition-conditions/
{
"id": 10,
"type": "device",
"device_id": "ai_ee1",
"content_type": "analoginput",
"operator": ">=",
"value": 75.0,
"duration_seconds": 5

B=MER. £ L
BANES- miERIIS LR VR L XE,
fcro%E

AERRFFIRTLAS T ARRIZLHEGR (ShE0. 9k, BRASDD) .
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POST /api/production-recipe-variables/
{
"name": "target_heating_temp",
"name_translations": {"en": "Target heating temperature"},
"sequence": 1,
"default_value": 75.90,
"min_value": 70.0,
"max_value": 90.0

POST /api/production-recipe-variables/

{

"name": "holding_time_sec",

"name_translations": {"en": "Holding time, seconds"},
"sequence": 1,

"default_value": 15.90,

"min_value": 10.0,

"max_value": 30.0

Efg4-YEcTs

POST /api/production-recipes/

{

"name": "Whole Milk 3.5%",

"sequence": 1,

"variables": {
"target_heating_temp": 75.0,
"holding_time_sec": 15.0

}

}

UhimEcTs (BFEHIGE) ¢

POST /api/production-recipes/

{

"name": "Cream 30%",

"sequence": 1,

"variables": {
"target_heating_temp": 85.0,
"holding_time_sec": 20.0

}

}

B4R BHEH
EXFAMTEEH:
138 (T 90°C) :

POST /api/accident-events/

{
"name": "Overheat protection”,
"device_id": "ai_ee1",
"content_type": "analoginput",
"operator": ">",
"value": 90.0,
"severity_level": 4,
"action": "STOP_SEQUENCE"

}
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severity level: 4° =& — FHIZBMZLE,
2LEBEXEANE ((REFHENETF 73 °C)

POST /api/accident-events/
{

"name": "Insufficient pasteurization”,
"device_id": "ai_ee@2",

"content_type": "analoginput",
"operator": "<",

"value": 73.0,

"severity_level": 3,

"action": "TRIGGER_DIVERT"

BiER 5. BICFHER

. flE—ME "BECKERS HTST" .

o TERMI4ERREE:

« 1B Tank #2KB5E tnk_001 — TEAIEREFIEZFERR FLAT / DOME FIR~ 80x 120,

« & "mot001” | {7 "valo01” . “val002” . “val003” . PID “pid001” . “pid002" ,

. {E/R%E8 "ai001” . "ai002" . "ai 003" ,

o EREEE: KE-R-IAEE (val 001#ai 001) —{REE (ai 002) —i&7K#L (val 002, ai 003) —HO,
. BEFF: FY — EE "BEKE HTST .

o RIDEDURE FHET . EE . “ELET (BMRY EmR) .

S OBIECTSCADA Viewing Schema: MactepuaaTop HTST ~ @ v ® G @ O £ Em e:'"”i“‘:j'w

Dashboard
Schemss Pt Donoine
Alarms

ActivityLogs

Trends

Programs

PLCs

10 Points

Devices

Functions

Access

C B MG & B v 3 ii © F

Graphical Statuses

€ Settings

B logout

ORLECTSCADAVL0.0

BERKERRICE: AMERKERERMN, —FEERAR, ARFIHEREEERSIERSRINIEGS. REEHERFKEISERS. &l —
SRHEES IR SRR,

B 6 MR, BITHiE

- TEREESR TR,

- TERFFUIR EISEEERECT - FIdl “SBRAD 3.5%" .
- R — B "SI iR Chm .

- JFMELE:

- ESSBSEHETR (HE — RERFAIER) .

- (ERE LKA R E O AT L,

val 001 B#TFFESLL (F1 PID 3Kah) .
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« —BHAE| 75 "CHIRIE 5 W, HREMTED W .
+ 15 BE — IR RE .
© SHOEEAC R —EE =R

5B 7 MER. IXESHR

. FIES — BIEER.

- PRI ai 001, ai 002, ai 003, pid 001.output.
- BEEIRENRIE 30 54,

R i

o MARRERAIRAR CRZEIRERAYRTE) .

- RIFRENREY (FiEfiks< 05°0) .

. RELEE,

« BERSHA PNG 8 CSV LA TIRES.

55 8 BiER: 4Rk PLCIRH

« ¥THF SGRIR — PLC St 1250 (50RE — PLC Bi) &

o FERHEIESIEEE

e PLC: PLC_DEMO

< K&, iF. BESMES—2ED.

o RIS — RGHHEE RIS

« Motor FB.scl, Valve FB.scl, PID FB.scl — i INREHR
» Sequence Pasteurization_FB.scl — K7

« Accident FB.scl — SEHAMNEIER

« OB1_Main.scl — 2R

« Tags_Inputs.xml, Tags Outputs.xml — TIA Portal RUFREEZER
o I9iF — WIFFCERYIERM.

o 4Bt — E£RAT TIA Portal SR ZIP,

5l 2. KAHLRERR CIP i5i

TEE.

DR EETEESENTIRS (B, &8) . SNR: TEr-t—haEs R RSk,
HRBI R EES:

o [FRHRETE — BN EFEERNCEI— MR,

- (FREMERAVAEFZL,

o BEROILUBITIEIBHI ZMNNER (kurzes Reinigen),

o SENTETEEFOLTENES.

F—HE. &F

tnk_cip_01 185g TRiAKIE (NaOH 2%)
tnk_cip_02 bz ERATRE (HNO 1.5%)
tnk_water 1H5g fEERXE

mot _cip_pump EEHN CIPTBIIR
val_cip_supply &1 HRTHRIENSEiR RS
val_cip_return ] [EIE)
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L

val_alkali 3] iRk

val_acid ] BRI

val water ] HIKIEI]
ai_cip_temp EEDUTIN BRRE
ai_cip_cond DTN BSE (REKRE)
cnt_cip_flow e MR ETT
tim_cip_stage TERTES HRIPERERT RS
B 2 MER. Tt ER

BIE—REARTMRVE L - B MNERES B SR,

POST /api/production-lines/
{
"name": "CIP Line 1",

"description": "Cleaning of production 1 tanks"

}

BER (LEFERfiEr) -

I L

TR seq_cip_rinse (7K, 90 ) BRI T—MER
2 TRtise seq_cip_alkali (NaOH, 75 °C 20 954) ik
3 FhEE | seq cip_rinse ik
4 BRI seq_cip_acid (HNO, 65°C T 15 24 ik
5 BfEME | seq_cip_rinse e

BNFEYERE—EH) "batchtransferaction” =REgIaHEEHA

o TRANSFER — #ux B =T —MER.
o COMPLETE — #t/XE 52K,

o NONE — #URIRFEHRINER (FFaizdl) .

£ 3 MR, IRk IR
TR

« Fill — FEmRiiEZEEIEE (val alkali = OPEN, mot cip_pump = ON) ,
« Heat — fiN#RZ 75 °C (ai_cip_temp >= 75.0),

« Circulate — &% 20 o8 (FTAYES tim_cip_stage) .

e Drain — #f7K (val_cip_return = OPEN ZF/KE) .

Be7s (HRliE — tEE) ¢

POST /api/production-recipes/
{
"name": "Alkali wash — standard",
"production_line": 1,
"variables": {
"alkali_temp": 75.0,
"alkali_duration_min": 20,
"acid_temp": 65.0,
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"acid_duration_min": 15
¥
}
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56 4 MER. RERIELR
N T InERE A EII AR A% -

SKIP_ACID BidER BHSEE 4 NER (EIEBESS 5 NER)
XEE i WEHL% %5 NERESFX
{9 BIE (RITEE) 258 alkali_temp = 60, acid_temp = 50

GBI FFYIEIT NI E TR E SR .

BEZ 5. BUEHEENHELIE

o EZEERRRTIII CIP K2R,

o & 75k JuE LR GUEEIR — $BFTFF “CreateBatchDialog”
3. EE:

o HRBFR: CIP-2026-04-18-001

« BB (HREE — tmED

o MER: Ttk (WIEAMER)

o i IEE

o Bl — HURIABASL,

« M "BatchManagementPanel” EE#IR — FFHA.,

EHAPI:

POST /api/production-lines/1/create_batch/
{
"name": "CIP-2026-04-18-001",
"recipe_id": 5,
"starting_stage_id": 1,
"priority": "NORMAL"
}

56 6 BiER. HRisHEIX

“BatchManagementPanel” &7x:

o HEIMNER (BN "BK" ) .
MERNIEE (BItRIES) .
EE{H‘ZE%E’J-_—HEU&%I (RE. BSER RE) .
s FTEMERRNSAHORHE,

M ERERIATZMETE "BatchStageHistory” A——FEERI LG RTERIATE)LL :

GET /api/batches/{id}/history/

5B 7 M. FRMIRYIRISRISIE
HACCP/ISO 22000 FEESEIEANHF, (FRARMASESEH:
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SEFRAIF

P
{

¥

ZESHEENESHER, FEAFYI/MEILIEINEE, FEAILUSH CSV BRLIHITRS.

OST /api/events/

"name": "CIP validation — conductivity check",
"device_id": "ai_cip_cond",

"operator": "<",

"value": 0.5,

"duration_seconds": 30,

"action": "LOG_EVENT"

mRtEeES

BB HAFmA AT SR FRIARAR -
185t (EANRSEE) ¢

[ ] %972 P&ID

[1 BERTFEEH— ID f9gERJIE
[ 1 FTEERIFSFEEEEX

[ ICRIRIEBE (CRMEIEEY)
[ ] BN ERREFIRE

2.7£ SCADA HEcE:

o [ ] fEFEmMEIEEIFERY PLC

o [] BUEEFERER PLC ROFREIRE

- [1BCE& PID 23 (Kp. Ki. Kd)

o [ ELEfERERILER (UER)

o [ 1 FEAMENRSIIEEENENCTHER
- [ ERERENFS

o [] CUEREEHR S

- [1BEERZECLIE

- [1EDIE— EERIAMENE S

[ | EHEHECE TIEZSRTERS!

3. (BRA&EF=ZAE) -

o [1 BNMEEETLFEE (FangER)

o [] EEHRSZ{EITREfMA (RS POST /api/transition-conditions/{id}/simulate/)
o [ IR EFENF inRlist B aE s g

o [ BONREHIERELLHE

- [1BECHIER — REEEH

o [ EBCRENXBETEAEUE

- []1PLC SHBEHIIE, REHEIR

4.3

[ 1R EREH

[ 1 TRBE &/ 25k (POST /api/project/export/)
[1 PECABMMIR (BER. EIEE. TEIM)
[1 E—ERDNSH S, (EAReHeE
[ 1 TEBmH BiEEF
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S HERRFNE W R =

RN BB RIRRLAS AMA AR RIX LB,

IR SHRISIE
B B EEEK BE-EDT.
ETREAORER.

« Rust Worker 8 Django G2 — i&{T docker-compose ps; Fif 6 NASEMILT "Up” R,
Nginx FXIE WebSocket — FJF DevTlools — Network — WS, XF510068502i8M@Nnginx, &&
nginx.conf: ZEZ proxy_http_version 1.1 LAK Upgrade/Connection #x3k,
< JWT SHEEHHE — i HEHERER. EEEBR N, SHESEEEE 1 HashRE.
o ROLERAKAERE 1Eu®RE 8001 (Rust WebSocket), R&EEZI Django WebSocket, {ESIEINFER - I imH.
[ ARE, SHIUSE "WRARLE" 1#iE.
Bl FIEmIRA AR, FREFSRIETNE
(Ctrl+Shift+R), {NSRX8EEE), iB1GE “"docker-composeyml” : “frontend” EUGIFEMS “backend
" %0 "scada-worker” [PTEC,

A HIEER — TR,

. REEERM/ (CAPS LOCK)
- BRSFERNERFE, MAREFIMYG WRREFESENEFR) .
o WIRFTREELBEFKREE SMTP — (ERSBELEERD:

docker-compose exec backend python manage.py changepassword <username>

RIS
8 B LR E R R B B R E R R E.

- PLC B% — 108 PLC RIS, WIRARE "HEL" | WiESASKBUHTEYE.
o IRBHREEE PLC — FTFHRE R, E "PLC" =R,
WebSocket @EFRi1JE — #&E Devlools — Network — WS: RizE— ws/schema/{id}/devices
EE, RRE, BEMINERE.
o IBHZIRBENIR — BEEREEERIHEE.
1 RERMEREEIIE, EXKEERSRAO.,
. FKEEERILF IF "STRAPPING” 75i%) . FIFKE — BT &K< — HmMED> 2 M= (sensor value —

volume) ,
. HIRIITE A — & volume_method: STRAPPING 3 GEOMETRIC,
"GEOMETRIC" & "TankSection” £&H (B, EifEAFZE) .

Rust ~ Worker  K&E#it —  #&E "docker-compose  HiE  scada-worker | grep

Tankvolume', BUAERT, SMITE—XIAR ( "TANKVOLUMEINTERVALMS" )

18): BIEEBHIETEIEST, BEMARTERE.

LN ENEERPAEEEAHERE. RABER FEEXA,

18] HIHNRER, BRBERK,

= WebSocket
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FHRNEIAN SR EXFERN, WREEREERRET, RESEIESIEN, BEMZEMRT (Ctrl+S) .

F5IFNEST

A): BIERERM, FIASEREIT—2

FHAPERLER — IFEREER, E "next_steps” . BIRPBRLRFIHEM ID.
‘duration_seconds’ [ERIdE — FHRE EE%E’JHTIEHP\] FERIFNE, EEFPREEOPN &S FR.
ERS—MERNIEYE — A=) WebSocket FHBEMREFRY “issimulated” fRE. A POST
/api/transition-conditions/clearsimulation/#1{"step_id": } &&,
- REMERRZY — REBE% (WLEX) .

8): WEMTEF, (B PID BREESEKE,
TR

o e/ #ElE — POST /api/production-recipes/{id}/select-production-recipe/,
LA RESERFIRESTINREFER ( "SB Eik — REESBINREE) .
o FHIARTE is_pause = true 1 — E{ESREEFTE HEIRINEC S N IR,
i) BEEEELRENER MUT{EE.
. {5 LRSS — POST /api/transition-conditions/{id}/simulate/ 0 {"simulated value":
80.0}, ZEHFEIRMHAYEMARLIIRME.

. SIFHEEAN, B S&HUEl: POST /api/analog-inputs/{id}/set simulation/ %1 {"is_simulated": true,
"simulated value": 75.0},

« WRE, REXHEN—XEEhERKA.

H#EIX

[8): HOREESES EFETERERE,

SEUBIMERFFINEE—ER "batchtransferaction” —— B4R "TRANSFER”  (4%#4%) = "COMPLETE" (Z=2Rk) .
« BE N MRESFEEABLTENRE (is_active: true).

+ 19E Rust TIEA& — "MEFREN" BEHETIRE.

o F@Nf&H: POST /api/batches/{id}/transfer/ #0 {"next_stage id": },

&) #RBATUIRFFEER,

BRI HF, AR EHER. BEXLkdk: POST /api/batch-queue/{id}/set_priority/ V5|
{"priority": "HIGH"}, B&: "&" . "EE" . "®" . "&&".

PLCSH

B): & "I SEREIRIZR.
IR

"12% 1D BETHF/H" — ID LIRS "[a-z0-9]" L, FREESHITSHETIE,
"FHSIREXRRE" — REBCMER, ESBPRSIRIAEE. IR IRESEHES
+ PID output_max <= output_min — #4Z PID 5B,
"fERERFLRERREEM" - “sensor_value” WARFEASIENN,
"128% PLC DECGIRE X' — BIREIERSE PLC,
1): AR SCL FTTATE TIA Portal HhégiE,

« $9E TIA Portal hixZ - £ p%28ME M TIA Portal v16+,
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 FRFD XMLIRICER (BAMEL) £ SCL ZAISA.
« i TIA Portal fRi¥HE — BigR4FER FB #17.

LEL]

5): BPEREIEETIE, BRBETM.

o MEFEEANSEREK — EERN "IE 1 /08" .

MEZIEE% — & "GET /api/graphs/timescale-status/” , 1EREIRE “disconnected” , MiiBE TimescaleDB
EXASTTIEAE,
o RWESIER — 7 $UER o+, REVAEEERHMEITI,

[a): EERESBEE.

ERTRE. MREADAES, B4/ eERIEINRGHER. YT KEBoH, ISR csv
FHESNERIEE TR,

AT EREEF

B]: AIBISRRE IR

. mRE—AIBIFHEEFOpenRouter APIZSH, SR RIFRT(FER Fernet BHATn= -
ZE RN E RS SRR B IRIA.

o HEEAY OpenRouter & — HE SRR, BIEHIELE,

« IBHE: docker-compose Hi& ai-assistant |E-50,

) ATERERIE.

zZiEEEd TREAE T CEEA RS 15
RER. EFRNER ( "D LENESEEFHREMEN" ) TJaEFH 30-60

. ATREGRER, BIRFEEERMER.

T4aE

[|: Ul £8H 100 ZMRERIZRME Lik/E.

. EASSEHENEE T EBREIEE.
- HiIRE — e PIER IREFEREER" (GEIMRESE 2 WEH X, MAE 250 ) .
9 Docker 12t&8% RAM (Z/> 4 GB LURIEEFEIETT)

5 SREESKARIR,
ETEREREHOSNGEAS, MRE — SEEEHRERE:

- EIRE: B 90 K.
- ERE: TEISERNEMNREHTRE.
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ZEMERfEZLE

KOWEERZERFRFRIEN, EREXUEINERESHEXEHEMTETRERE (1SO
9001, HACCP, GMP) ,

(ERBEN/FiR=

FanEiHRM RSN HERIUFISRES, SR—FEANIE, BE—FRINIA,
FARIERRGER:

- (VRTINS

« (VE 1L 184 LRI RO .

+ (BEIE(TL: HEHAENOISE,

- EENRSFER—RE (RSEHRE, BRERIIZIE) .
FARRGFEARAER:

© GEIRSRMLUIRETRE.

- ERESEIRR SIS R T ESEEE.

- RIS ERENTIRS.

AN, HEEFHEATERTRER, BSCEEREENRN. ZAFRIREXMEE.

18 st
SEHER. BIMATIESBETRTNIE, AR ERNTIA.

ENRE BN EE =1
FERRIRE HPIRIE R AURK 28
"B PR R R RIS BUTZE
T ESER R IR RRR B — EEERERFILHE

ST EPAYHISEREIE R SHRVBERE. EEERZE, BiTaE "GET
/api/transition-conditions/?is_simulated=true” —Z5IEXAEEE5ENFIIEXAITHTRE.
SHinHkE

FEEOHA:

- MBEE — 8%, BX. &5, BA. B, £ "POST /api/project/export/” — ZIP,
o ¥UERE — SR PostgreSQL & f#E (BEHE. HLEE. HEHE) -

docker-compose exec postgres pg_dump -U scada scada_db > backup_$(date +%Y%m%d).sql

* nginx #1 docker-compose.ym|l — {RF7E Git T,
ZA—IR:

« MB&RE - T HIERENZAL.
« HEE—E R B+ REFHRED
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* FH4k SCADA [RAZ Al — MFhE{DREER MR,
WHERIRE. 8RR, BEMHREIXEFHTIE. NRRETHNEDEARTRRIED.

Bl

BAMPRER, SMNEPSREETERTEIIRER.

ERIEA BRI

BIER BEER + BeEHIRE +RIAEN, RERENR.

{EIR BAERA LM —0 + Bat/E LR+ NFFBI5 R E B S .
FAER LU ERTBAA + 0I5/ RiEhc S FIE £,

Bahit TiEIm VU EFrERA+HREEL. F7l. ’E.

sma se2ihiE, SERPSENRARE.

ra:

« iZiERE) — AL AMEZ XIS TR A e &,
« IP T8 — PREIXSPIEBMILERTIGIA (192.168.0.0/16 B¢ VPN) .
- EHiFERZ — BEEERAFPIERBIIIRAMRERE.

REAE
TERBROFHRIG -

« MY—PEO — FHERFE 5-15 DHFRYEFEHIRIE.
- HTED (BRE+EEREF) .

- FIEEEAE — JERKREEK APl EREITR.

« BITRIET — RRWIETRIARAE],

- NATHR — BEIRE — RE% — B

« FHEEREULN — RABNETELNE.

« JIRHIEE, BERAEIR (FHRE 24 /NREA) .

)70 MBS TRRA SRR RA T E SR H TR,

letE
REBHESZEAD:

- RIFISER. FHEEIRISPROSHUEA.

* BI{ERMAR BRNRE.

« BUIRHERS (it 3. BEIES) .
« RZe, BIRERPATEIA.

* HERRE.

. (ZE/RIEMEIR,

RN GENE X

« AFEHEAHEMAREER ( "£BFER ERTIAER, (XARHEERE) .
« s TR NECE P RIRRSE SRS
o HEFERRBILIERIERER - Bk, REEHSE.
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gzl

=

EX'

{E5CH

mEEE

AN HEEENREMIIELRER. e2BacR:

o BFRMIEH.

. BMEEEFSS (B8 =FLE. 7. XE) .
» RIEMIRFEX.

S E TS

- WEEs/EIE/EE.

[ESIVE

s RBHEED 1 F (FERENENER) .

- EHISH CSV LUEF.
- FEFME, BREERMERE 1 /\NEONEE.

BRI

MEMENARRE, —HEhRNESTRENR.
8%

o IRERRUEIER:  "mot”  (FBHL) . Cval” (WD) . Cai” (@A) . “pid” . "tnk”

o LIFEFARS: "mot001” . "mot002” (&% "mot 099" ) .
o X4 val tankl in, val tankl out,

=2 7K
« QMIEREILR: seq_pasteurize htst, seq cip_alkali,
ik

o HEEAIFTRETR: Milk Whole 3.5%, Cream_30% HotFill,
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REMAFMPERIAIENSE.

—ARREhE
SCADA (MFEFIAUEREE) ——SFT ISR TUATTRAHIE RS

PLC (AYRIZIZEEHIRE) —SERHUTIEEE BRI Tt &,
HMI (AVRE) . EiZE%F, HMIZ Schema Viewer,
P&ID (EEFINERE) — BrEEfERIRREE.,

I/O — N/&iH, PLC FIBAIS S ERIEE.

& — [S5RE:N PLC 5. & SCADA
o, EREFEIEB/ENERIRFIBIE (FI20, 7&1FAY "DB10.DBDO" )

541
Al (fElEmAN) — BEEEES (a0 4-20 mA, 0-10 V) FEHEEEATERAL
AO (t&Efliait) — RHESEHIES (VSD IRER. @IIVE) .

DI/ DO (#=imN/ft) — &858 0/1 55 (. RAFER. 1. Zi=8) .

PID (ELBI-RR53-f5) — —MBEE=MARERPANUEHEIE: Al (Kp). BRD (Ki). #5 (Kd),
IRE(H (SP) — ZIEZENBINE.

JEE (PV) — ZirTERZaTlEE.

VSD (ZLidEaKaNEg) — fEhIFEAERERYARES.

COS (MMAES) —RTBEHERSIEERE (Pl "% 1 TESFHELSR" ) .

THER — B/, BT RERT. BE. &5,

BAR — PEES (Blan "W IXARIBZBMER" ) .

i85

IRFLZR — HRAEREREERGIZIERTRRIERE . BTERIMIEIRARAIMEE,
HH/H/L/LL— S&5/E/RAKE. EEENIERES: KE. B, K. &E.
BERA — 1R EEREDERESEF T A ENERER ZIBNENZE (AP) SHATRAL

FFIFNESS

5l — R RERIE R BRAASHL,

TB — FHIR—FPRRE.

iR — BEAEMAFRARNM N TR ERE.

st — ke IRE (REBER) . IHIT=E (RURRE) | &I (BEREHE) .
fc7s — FYIBN RIS EIREE.
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PINEEES

H7Es — e mI—ARE.
BhRE — HENRT-RISH.
I — BMERIKERIEGIES (FHa/EE/Bhidigsd) .

HEIRFNEE =L

MR — ZZITRAIEFEBAL, ZESKEISA-88,

G —E RN —EIRS.

AR — £ ERS—NINTIMER (FlaniEsE — & — 8%) .

MEEH — —HN—INERBENE T— R, 7T ERY “batchtransferaction” FERIRA,
REBADY — EF ELRATHERBATI.

ISA-88 — Be 5 IRshAF =Rt Bl E RN,

PLCHOSHIIF

TIA Portal — &k BantiEiR, FIJFRY PLCBE IDE,

SCL (£HisHNES) — FalJF PLCiES (IEC 61131-3 £EEHMAIA) .
FB (IhREiR) — EAEBENEBSLAI¥IEIRER#IT.

DB (#iEHR) — PLC ZEMTFELE.

OB (AZtR) — PLC BBAIAOA.

OB1 — =Ef&E# OB, ®X{IHITERA.

SimaticML — F3F TIA Portal IiESH/SAHI XML &=,

GSD X4 (i@Aut#iA) — PROFIBUS/PROFINET RURBAHEHIEART,

WebSocket 1 API

REST APl — @i HTTP #17 CRUD #2ERIRIEIRSER.

WebSocket — —F4iN[E) TCP MY, STHHRSSEEEIZFimHEX,

JWT (JSON Web $hf) — —MLIEZF g BPEIENSHIIESHE.

SSE (FRFBEERIESM) — RRRSHEIZFHmRINER. B A BFRTFRAXEE.
IBEFEH — (NRENRNECERFE.

AR — BN EFHD BRI —KEESF LU ML R,

R |20

HACCP (BESHIXEEHR)
GMP (RFEFHGE) MEFEENE, ARSI R mIU.
CIP (FiHEESR) o ERI AT BaniER N TR E.

HTST (SiEfER) —=SIREEEXE (72-75°C, 15-20%) .

ISO 9001 — EfrREEEINE.

RRRENx.
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ffi5% A: WebSocket B ¥

ws/device/{id} BRERS RS —E i
ws/device/{id}/control REDS P

ws/schema/{id}/devices —MEXRIFTEIRE RS e~ = i
ws/schema/{id}/pipes LIEE IRSSEE— =i
ws/schema/{id}/sequences ST RSS2 —EFin
ws/schema/{id}/batches ZERgHIR e

ws/schema/{id}/accidents L VAL <y RSB E = in
ws/sequence/{id} FHRES BRSSRE— & P
ws/FF5/ 25D FTERS MRS5S ER—= i
ws/pipe/{id} FEIRE BRSSP
wWs/REG REEIR IRESEE— & i
ws/plc/iR7S PLCIRZ PRSSER—= i
ws/IREIRS E=231E7N IRSSEE— =i
ws/cos/2 B hiEES RS ER— = im
ws/EUFRE R BRSSEE—= i
ws/iEEIEE EEE RS EE—= i
ws/Z5H IESE =54 RS EE— & s

Rust WebSocket 5588 (im0 8001, 1@iF /rws/ws/ {KI8)

s MEIRBFNITRIE
« BahEIES Django WebSocket
+ URLEIRSHPRIWTIAILE

w129



SCADA System — R

FiS A: WebSocket iBiES %

Bzt B: API &% (ICE2R)

Y

FBF

me

R

RE (£/D)
RN
il
N
3 ER T
FEtL

@i
PIDE= RS
ta
TERTRE
COosS

R C )
1858
7R
1BreRL
PLC

[lilEzz3
TERM
R]ig
EFRiE
fe/s 3% E
i&ah
HHEMY
=Y
JEZ7luant
S S 57
HEFRER
il A/
HEBAFY
RKipELR

/api/auth/

/api/users/

/api/roles/
/api/permissions/
/api/devices/
/api/analog-inputs/
/api/analog-outputs/
/api/digital-inputs/
/api/digital-outputs/
/api/motors/

/api/valves/
/api/pid-controllers/
/api/counters/

/api/timers/
/api/coordination-signals/
/api/variable-speed-drives/
/api/tanks/
/api/tank-sections/
/api/tank-strapping-entries/
/api/plcs/

/api/schemas/

/api/pipes/
/api/sequences/
/api/sequence-steps/
/api/transition-conditions/
/api/recipes/
/api/production-recipes/
/api/production-recipe-variables/
/api/events/
/api/accident-events/
/api/accidents/
/api/sequence-options/
/api/production-lines/
/api/production-line-stages/
/api/batches/
/api/batch-queue/

/api/pulse-modules/
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REEG. HELR Be

PR

&S5l N |

alldevices, batchwebsocket update
REERK. REE. REEH. REFME
(40_LRIR)

(30_ERTA)

(30_EFmIR)

(30_LEFmIR)

(30_LFmIR)

(30_LEFmIR)

(40_LFmIR)

(40_LEFTIR)

(40_ERIR)

(30 _LEFmIR)

AR, SA/SH_strapping

W& REEBITERN
ANI/MbRIREE, AN, WEIN. A%

ST, R VB

1L, clear_simulation

WA FECS

REE

N BRR. BRRFTE

BiE. 1SF. create batch
FHA. GiE. kS, BUE. BB
HiHE, REMER

4. FLE
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BisE B: APl &% (LX)

/0 &= (Al)
/O &= (AO)
/O == (D)
/O £ (DO)
EfRS
Ex

HiER
BHER
TG
TS
IXEMLE

TIA 2BE

TIA RIZELE
EsHE

IP N
YFAENIE

=]

PLCHO
AISgERN
AT EREIR
ATEREER
AIERRE

/api/math-functions/

/api/points/analog-inputs/

/api/points/analog-outputs/

/api/points/digital-inputs/

/api/points/digital-outputs/

/api/graphical-statuses/

/api/graphs/

/api/data-points/

/api/hw-catalog/

/api/hw-stations/

/api/hw-slots/

/api/hw-network/

/api/tia/ —
/api/tia-agent-config/

/api/user-activity-logs/ 7173
/api/ip-access/allowed-ips/

/api/license/ —
/api/system/ —
/api/project/ —
/api/plc-export/ —
/ai-api/v1/sessions

/ai-api/v1/chat —
/ai-api/v1/images —
/ai-api/v1/settings R/U
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&, Wik, Wi
IGUE. U
(30_ERTA)
(%0_ERTR)
(30_ERTIA)
EEER. FIRER
#iE. WEZERS

EEERR

SA\-gsd

Ezpaytils

HEEH

B, Ehiteht. ehtaesy
wEEE. ERS
=T, Feit, Eu
checkip. myips

W&, BE. &R
B8, R B 4P
. BA B &
. WIE. &Rk

i 4o
x| EE

i
&

i

It
¢t DI

(E32FT)
o NF3
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B C: sERFNERE

FFEHRE. WebSocket B5taziAn API M 82K IRSHSE,
FMEEREE
“AccidentType” B “accidentevent.severitytype” LEHIFER “severity level” ,

N o L

118 i3 SRS, IRBSEIRETE). IEREHTST
2/ hE HE FEREFRRRER. EF T LARERHTT,
3/® = Be FEVAS IS, BERTRRE THEERE IR,

4/ XK K qe& MBEIFSIELE, XA RBOIREIERNE,
Y TEEMEREY (40 “SeverityType” )

Bl =8 WEHE (FFa. MERSTH)
'S = TR RZE
iR iR BETTRRIREE R

SHRS
EE M RS FR. SRR

NEW -» ACKNOWLEDGED - IN_PROGRESS - RESOLVED - CLOSED

|------ |------ e | | "% B NIRERH, FRFA. BREZRES, | | EfA  |ERIA
[#RERFBAULET (POST /api/accidents/{id}/acknowledge/) . fAFHEEREARABEREES. || #1TH [#HiTH

[IRARETAFIEEHITH. || BRER [ERR IRAREEEE (POST /api/accidents/{id}/resolve/) . || XiF
X7 |EEFR + BRENERERS (BTERS) . |

AR
Sequence &8 FRYFES:

e

t{lm

x

EfEiEfT iR B FHIEE, SHIR,

is_pause IR B Hie, BWRS, BB,
is_stop R B FIET; BEHAZERE.
HE:

« is_running=true, is_pause=false, is_stop=false — [F1Ei&1T.
« is_running=true, is_pause=true, is_stop=false — & (AI%RE) .
« is_running=false, is_pause=false, is_stop=true — =£{=1k,
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HERIRTS

L
=17
=is
B5ek
B
K

{LFcEI:

ISR

iR

CHEBA, RFFA
TRERAIR
WzERERELE
BRIERiFTERER
FapiE

EFE L

HEBAIGF=

3 (BRA)
4

ERFEENL. @i, PID. AlI/AO/DI/DO:

Hlli/ RoZ B

Bz
F
&=
B

BRFREREEH
BHME (i)

BESEBiE (EREER)

API $5iR{LE3

HARHTTPRBEREERRFHRIZ N :

e HRIEE

200 ¥F

201 Bl
204 THE
400 $EiRiEK
401 RERY
403 2|+
404 KK
409 jhzg
423 BiiiE
500 PYEBFEIR
502 $ERmI

BH

fellf

B, T8
FREZIE
IRBERR
REHE
S

E

RS =REEIR
R

EKREFEK

BIEITSR

LS

IUELE, IESZE ("field": ["error msg"]}

JWT SREEETEN

EINEEFREN

IDARFE

BN, fEFREIAE ID EIRIRE

MSREB—MHEME (Fla0, EFFIEITIREFE)
EIREEHE. 108 docker-compose HE /Gl

Nginx FiEZIIAfSim/Rust Worker
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503 BRSAAIA ATA “HPRI Y 8

WebSocket XH{tES
BWebSocketiEZX AN, TTRESMERZILA TR :

1000 EEXA

1001 IRSSERHEL (BHEE)

1006 BEXA (EEEX) . AikENEmEE.
1008 RS (g0 URL EES 5 JWT T30
1011 HEBIRSS 2R5EIR

4001 BHENX: SHIIEAR

4003 BENX: b (FHRENR)

4004 BEN: HAZBHE
FEHRSRFRTY

BE BEFigRiE (SEEE)

TERTES ETREESE GEIANSEIS)

BEIR EFIRERIETUE

B ERT (R3TF type="device’) :

== &

1= =T

> XF

< INF

>= RFHET
S= INFEET

S8 FRSHLEIR(E (batch transfer action)

7 IRE1TEN; HRSEESRIMER
L2 BRUREEBET—MER
5 FERHLR (BRERIRTE)
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TEEAz RSB

XIF=EE “SchemaDevice.configuration.tank visual” :

&8 (‘bottom type’) :

BT B (GET)
x KT (HEEY)
R R

TIER (‘top_type’) :

TR B
S T

ETRAIBOTERRIE. NTRBEEOAN: FIFNARER, ShEERRFHRRSHmAsITRIvE
HIFF=EE.
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