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Q Search

16+ P&TimescaIeDB 2.x

7+

¥4 AskGordon seTa
@ Containers

& Images

6 Volumes

© Kubernetes

42 Builds

©  Models

& MCP Toolkit BETA

@  Docker Hub

Docker Scout

&» Extensions

& Engine running

Containers Give feedback @

Container CPU usage

262.68% / 1200% (12 CPUs available)

Q search

[m]

[m]

O ° pgbouncer-1
(] ° redis-1

O ° qdrant-1

(m)] ° db-1

O ° db-maintenance-1
(m] ) scada-worker-1
O ° backend-1

O ) frontend-1

O ° ai-assistant-1

0O e

Container ID
37745af812a4
bd5f098ba5b7
€79f9c64e56b
b5ee9b813460
1b65060619e9
dfg8d42f6246
263a6e6fcd62
6c52a11b8dbd

024774f07b22

RAM 10.78 GB CPU 24.25% Disk: 32.94 GB used (limit 1006.85 GB)

Container memory usage Show charts

5.25GB/15.12GB

Only show running containers

Image Port(s)

edoburu/pc 6432:6432 (7
redis:7-alpi 6379:6379 (5
qdrant/qdr: 6333:6333 (3
scada-db  5432:5432 (3
scada-db-ir

scada-scad 8001:8001 (3
scada-back 8000:8000 (7
scada-froni 3000:3000 (3

scada-ai-as 8080:8080 (7

CPU (%) Memory usage... Memory (%)  Actions
261.79% 5.25GB / 47.29GE 23151% @ H W
0.01% 7.02MB/256MB 274% @ w
4.69% 13.77MB/ 15.49C 000% @ w
0.18% 303.6MB/ 512Mk 50290% @ W
102.07% 835.2MB/ 10GB 816% [ W
0% 6.07MB/ 64MB 9.48% [ w
81.96% 13.24MB/ 512ME 250% @ w
10.41% 604.2MB / 15.49( 3812 @ W
50.52% 2.74GB/ 4GB 684% @ w
2.95% 788MB/ 1GB 76.95% @ \uj

Showing 10 items

>_ Terminal (@ Update available

lJpzbd IJbyds8 3l pelo "docker-compose ps": zese Izlaslo 1Josws B zlJs "Up". 9poldlel 995 Gubgsdel.
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“Frontend\n(SPA / Gpaysep)”

“NGINX\nreverse proxy f TLS / cratmea™

"Rust-cepamnc”® “FastAP1™

. "PostgresQL” - - "Redis®

pbb wowsh 1Joble Jod IJadsols pspods wslosbs &belb (REST. WebSocket. Redis Pub/Sub: SQL). cya.s5 11Jslor 1153 - 1slzos 1JTalacsse 1Jigoas -
Zlogs Iwsodldes - 1ok Ibzslos - 13l 1Jlpabolg s Isalses - 1Jooss 1oz ass.
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lJosslss IJuu,ég_S — 15335538

d)u.u)uij o3l IJ@Q"P pU |JQuug§Q |Jubdu_9 lJs ‘acbb )|¢J)6 L.Q&LJ UPC)kiJ 9|C.> 9uo‘n|‘a 9|Cb. 131 &lgyes o3 0 I‘J(Q)b
Ilsdes 1 @dep Busel asuag s SCADA: Glessl agl.

IJgbst 1. Suuzsd IUsgsd IJisd GEsEoly)

B8Oz goolo IJososs B Ipovaddz (gds vewsd Idpeild: http://localhost iy http://scada.local).

B LluE Guezsd IUsgsdi agd wslole leals Iposssd 1o Touslel 1o (Ienlos sl "admin” s &Jas [Jases Idos op
Sessool [ lJoSoEo).

+ g0 womgesd Wagsd Jisd pbe 33 b IJobls Goobsh Issoe - g Ipdolz slosgb woubsh. wso wgsoe oubb:
SDp DBESS pebp 1Joblesea.

© e Oowzsd Idszead wozlz venonad lds Jezd Idozda.

Quoécs. Itk:)) \.JE_S |J9|Cb3 w._9§ |J)|9§b |Juug_9LJL$b |J§Q¢)§ 20 QPQSC \:JQJJC\:SLJ |J)tgd — C%Sk:\ SSp Cg_é.léd Jdd (Q‘-""UC'\P

IJgbob 2. louble s PLC (33 5310)

zos Js oo Sgad Bib B azld Ipzldlse Blo 1oble (sosbdo PLC slesl eJss 1UIGJ o soa @svasd IJizess

.

. kﬁ‘_s |Juﬁ)§b IJCIU“—’J‘ |L_9CJC PLCs.

s losgb gds o B leds Ispso.

- Ipdi:

+ 1Jluwp: PLC_DEMO

» £0slo IP1192.168.0.100 ((spd g sesre Jlzdh

* IJosg: Siemens S7-1200 (s Is sl pol)

s 1yd/1Jeezs: 0/ 1

. |ua&b Cdb o9y CIJS PLC "2_5.5) P\l’uﬁd" — 503l iP) bu6&6 oldouews Jl&)b IJ&)U" |duguodcd

Igbsb 3. louble 1Jizess 1dlsdes (3 s5lsd)

ioot_Q ‘oc)drﬂcar gua‘a|‘ar9|c_\r.
s loodd I IUlzess «r» 1Jazsd.
- ok

. IJ?&)LJ?: mot_001

¢ AJlowp: puSED IJlpsls

« PLC: PLC_DEMO

* 1dspacd: ddazmd IJOzssos»
losgb Fz8b.

+ oldpdd Gp wlouile poplp («+» Gopla):
. U?&‘“-é: val_001

< 1loep popla 1D

« PLC: PLC_DEMO
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o|(5. ‘a&)u_’-) |Jcb|) LY (:&);9 Vu2S (mot_001. le:;ud )é‘an SSp |u.uubt.>|(.\b u_9§ dJ sols WebSocket: 9&_96 Suo3S) PLC 9!._9&
bygld |Juc9J It&:)) ‘;’BIP uuo":db ‘né)‘nrgldu)‘a oo,

IUgbsb 4. loubes pbb IJes3d; Idisd (3 36lis3)

. |u£\_:C U?tbbl\i’ «»,

+ bz Wlosp: «gb 1Jgsos I@sosszs wa lusgh gJus looble.

© B Glesps I pgbb oy Bod i&sl_ngQB lJsde Idsuelue (QC)‘.-.S)) S ldagbb IJzsess - (s&p bz Schema Builder.

- B ot Iissls Il o Ioag b gJes Izels 05 s prog 1Jzsb Iy mot_001 oaleds. b Idazadd gdes Id@alod — loszows
s pdlcse.

< losgb gdos Izl b i val_001 1usless — Gag Idusplp wzsh Ipzd.

s losgb gds IUlowew O slods Bed lJpzode Sp ldoopls — sbey Fb &g

s losgb gds Ctrl+S s 15 78k e Idobssh g ds.s.

S ORIECTSCADA Viewing Schema: Demolinie ~ @ W » G @ 1 s @ e
8§ Dashboard vy
s% Schemas P; ----- Tepuaarop|
O Aarms ScALE:1.00
= ActivityLogs
2 Trends
D Programs
&o—il
& PCs
A 10Points
© Devices
T Functions
R Access

~
>

3 Graphical Statuses

& Settings
B Logout

nnnnnnnnnnnnn

pEbb Opasos wossh: ppod slgs (lissb Fosile) poved wslusbs lowsw Cospls (AOJS Ioousy): ag sges uiods Galubss s 1JEJSsb.

g bsb 5. Bp wsubgsd Wgbus subgsde (3 33liss)

© B Uinsh |Ji.\9|v:) ldgdsselusgb eJss gr0s — Joooad lJws Schema Viewer.

* oGy Bed ups Idppod - s Bz ol83s IJozda IUpood@s. Gp woossd Idsusg [Js $s9s Op lusgb gds losl. SOzed
IJason I 1Jdso Iigoss - 1Jagad «sgad».

s lods Be Idoopla Bz 13l e Sadso mldws Igadss gdus IUlowews oo bo, lhussp IJacszaels JJosds.

s losgb gds lséld gds IUppod — OeEd [ huwep [Jp s,

Slosol - Jds zoado gdes lad apbb 3ldys Geld ag 1Jozda I awlo,.

IJEbsd 6. pl sz Sedo wes 3Jd (33s3ly)

1T Jsesed aseld gBacs Iooloags. cgsps IJgbeles IJoldss g s foslsu:

Iops IJgadiss (ae/lsdlcd Odaliss oo IJobseb) IJ&oep 8 <lJopudoudlom g«opuns Idzdise pSld gads

Odg.’.s‘_‘) PSS | ) JFQQCLJ_') ‘ntC)JL_éE Uéug‘n 9 «lJgpoudls 9IJPC’E&5)'O»
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Bp 2002 /0 1Jzdsés J-PLC

|Jig§ud|(a 18 «y3lb U!)tU/Ult)lc» 919 «&igldes) U!AtU/U!t)IC»

Saso gl IJogose lJGoep 10 “Uic)m’ o sl

louble pubisg wsles TIA IJBoep 27 «B0035) pubiog PLC

wrdsd loghls IJosp 15 «llesgloles»

U2 STE. Brdes WY obrd e iy «?» s Il - S s p bl zods boslass wudle Jiss pg acsesi Idgoloss

wodzd 14
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3

z)gd |JPZQ9§|u

|,J‘a‘_§)(.\5:
 dese ldoarse — 1553588
JiGoolp Ies soogss:

* Ooogsd Idsgad slJosezesd
. chs |Jucsi]rfa

< 1Jpgbblo

* poubts Ipgbb

« ghos IJpgbb

- IJizoss

« PLCs

< IJoosdosdlo

. |dguag.é|£_‘ 9IJPC)£&S)I':"

o izl ol galacs

- 1gsble

c splo lJoous

. Islys U.s;.éz:_lg:‘

« #bob Iloolz

. ILch)g_lolc,

« 1dlo3bles

* sold Ibsloasle

+ oalb I/ IElz

© B IbEIJ/IUIBlz

s Zldlo Idsop

- pogses Iizess

. !_Sl)s IJPL}‘J‘—’C-’?

o sl 1Jlssly

+ owgd Iloobbs

. Ul&sl_slu:»

+ posles 1J3dle Ilpobolg.s
* Bue3ss puieg PLC

* B3 slusasls Iposog

- ldsololes

Ul oola IJeseasJst:

+lposs godess

» losodoblad 1IEble sloadizel slUisets s IJoslesgs
« 1dosdlas slcaoad IUpabosle

* 1dpoasd

* 1Jadzd Tt pze Bosles WebSocket
* Ndpdzé wr paze olzed wopzd ldobosslo
< 1Jpdzd ziopes IUEbI ol LoD
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1. Spuzsd 1sgsd slSoszsd

JJpuwSgEsaso

03lu38 Sosgzsd Idsged as s pl cole g3 Bz IJobla.

&Qluo) Jusluos:

28 osp lposcsa /o3 IISs0> | Isgd goslo Soszsd 1dsgsd s I INJI000 1Jgloe oo

z3J «dJps 1 pro» Isgd Wpb Ipsss Ogad Isdsos Ipszsess gdus Idspso gds Swssd b
PRIRRANNI2 IJslesps [Jpouesds JiFaesh Jgs 1delzes (IJazedobs wgs &ouzsd IUsged)
3 «Soozsd Idsged» Sdop wOuszsd IUszed

"sJ Oues WJas 1Joet" Islob 300 [Js loosglss JJps Iases

Slob ddogezsd» $3ow lJs upedz IO owzsd

S

OBJECTSCADA

a1 - Loemn

Login

’7 admin@example.com ‘

Languaga
English -

Noaccount? Register

wodzs Soezesd IUsgsd: zdsd losp IJposcsgsa/ldwsss IJIss0s sl Jab I psss (ag Tosdsod 1Jg o) IJdlesas Ipovssds JJgb sy Soezesd Isgsdi ol
uuddu dJ‘aB |J|a)9)(.' g)glgb |Juuuth (.\Bb) A|d(_,/-._é|-;|t oo ldl&)bhl:.

7 «loop lJppesEsa» lpop Goszsd Iszed Idsss
zéd ddoness Il omsos» goslo IJosess Il eensos
z3d «dJpd 1Jpr0» Jpb Idpes pg psubs IJGsb
zéd «oldiss Ips 1Jpaer bl IJps 1pss)

zéd ddisep 1Jlad» lose I sl

5 ddepezsd» Sousts Idzoslo
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OBJECTSCADA

82+ REGISTRATION

Registration

LastName *
Back. NEXT

Already have ah secount? Signin

0p93z IJOuaz st luep 1dposoEspldwness USG90 s Idpss (pg psoin 1 E98): oladiss JJps e Idlosp 1J&lade s IJOoszsd-

1o Slis s 1J by 58

9|C08 g)‘ocs ubu6@|u Ueuabés:

1Jbss 38 | u@bs IJyelss asess IJbJos

POST /api/auth/login Quuch {"|U.u‘n U?U‘"‘:’t)?": "L "LiJJ'aE |J‘n)9)": "}

IJ>z9d
POST | /api/auth/registe = uzJ Pl IJaoopsn™ "t "losss 10 " b Iaes " lgus_lsdm "
r " lowa_JiFs)" "}
GET /api/auth/me IJposog | —
3
POST /api/auth/token/ SIS {"cht:so": "}
refresh/ 2p3 AWT

23 Suezsd IUsgad:

"access": "eyJhbGciOi...",
"refresh": "eyJhbGciOi...",
"user": {

"id": 1,

"username": "admin",

"email": "admin@example.com",

"roles": [...]

lJosbesost b do I odbs pelss arpcss Ilos Iocdsss: Bearer |

uouét'é 17
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2. JgZS S PETEEY

JJpuwSgEsaso

Joz8 1pgJaphs os 1doodzs 1prelicst JJobla sbos 1Jz1J5 Iglab.

&Qluo) Jusluos:

bl ool st
Obss glad e s 1Usa s
Slesps IJooose
legloles 1Jopsbs
o lJosedosd
pélssow IJobla

1ol Idswosd IJoasss

ol [l

oo vansg: £33 Ilgesse IJag bl IJoobbs I zslsds IJoosdosdics

Ipsunles Ipstsess JzlJs 1gals sloblp

Ilo3bles 113658 ag @oacss IUIJslo 1 bess

Huu9p 2Slost puegsd Jdpg el 1Usissunsh

g bsb IJz1Jss sldsdsp Ipzs <bes I Sosdusd B> IJoudgsd

0738 1Jagl s I paeliisse kel IJsposd I gobslescs: I zoaiest 35z IUzsbi pusle I ds0o

o038 oesg JJes 1Js Blescd 1JIol sogss

Qcagé
zoJs
pubreg IJDuoss)

pubyeg lusessls

QC3§‘5 QE§|Q|Q chs U‘aedg‘phlu
1bJIs Izeds Idbuslscss IJosle Jess g goloas Jogs [pgdoples
SBOE mog zab Wuoses Idpuiisg 1Jdlad

SBEF mog zab lowssls Idpuisee

Serhii Kudlai
S OBJECTSCADA Dashboard @ ‘ © &= ‘ ° AnaencTpaTop
03 Dasnboard » N
(A srstemstarus Covmen) (o o) o) |
&% Schemas ) i
o Mams ( Schemas ) Frouction Areas )
= ActivityLogs Pasteurizer HTST © u Biocide Stopped
¢ B Demolinie °
u innibitor Seoppad
D Progams
Pasteurizer °
& s b Pasteurization HTST Torring
Pastourzer  Step:2 Heatng Stare: 17:39:31
& 10Points
b Pasteurizer Torring
© Devices Production  Step: 1. Pausewithoutpumps  Start: 15:56:5;
L Functions
DEVICE STATUS OVERVIEW R
G Last uptate: 16131300 c i
(3 Graphical Statuses

(V] A o L} o

NORMAL WARNINGS cRITICAL INACTIVE UNKNOWN

By device type v
@ VowrP2aam . " Ll el 4
€ Settings P2-15:56 :
B Logout Motor P-2 alarm
) High
p2-13:1
ORIECTSCADAVLO0 L

&)L)a' d|‘=J ,JJQCB IJFE‘JBFIQ: x_lbkghb !CU"IGE}O d._s |Ji&J61 o Js !st &Jd |J§QA|): IQCIOIQ Fuaé)s &JLS lLJEstU‘ Cl‘JIQ IJogsdosd iAQ|o. L)‘J)L.:sb

IJoodd Idzloes gds Idsosb.
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SeniiKudlei
S ORUECTSCADA Dashboard Qo
8§ Dashboard % 1 N
[ A svstemstatus I |
&% Schemss ; L -
A mm [ Schemas ) Production Areas )
= ActivityLogs Pasteurizer HTST °® u giocide
25 W Demolinie ®
u Innibitor
D Progams
Pasteurizer ®
= » Pasteurization HTST
S PLcs
Pastourizer Stop:2.Hoating  Searc: 17:39:31
¢ 1oPoints
» Pasteurizer Fomning
© Devices Praduction  Step:11.Pause withoutpumps  Start: 15:56:5;
¥ Functions
DEVICE STATUS OVERVIEW
AR Access Last update: 16:32:15 <
5 y
(O Graphical Statuses ) 4 o W o
NORMAL WARNINGS cRImcAL INACTIVE UNKNOWN
7 8
By device type v Tota-e5 [View all devices
[ RECENT ALARMS AaRNs [ CURRENT TRENDS wiew AL TaENDS
@-rio: @erio: @erins
Motor P-2alarm
€\  Settings (] P-2-15:56

B Logout Motor P-2 alarm [(Han ]
o
OBECTSCADAVLOD U

SO p3lssom 1Jobla oo sl 0738 1agl s 1psclicss (96X luwosgslp 31edss I sumsd Igubslises (%) loncsgsla 1o 58 IJoubgs ool
IJobods. Oroas I pedpd gdes psus Jao (IF0ss/ 1008/ Izp)-

IJsles s IJcdost

GET /api/system/info/ pedople IJobla

GET /api/system/health-status/ ooz Idoble

WebSocket: sl ssoe IJoblp (o dJ Slosaso)

IJlc ool J: ws:/ [/ /ws/system

"type": "system_metrics",

"cpu": 45.2,

"memory": 67.8,

"disk": 34.1,

"network": {"rx": 1024, "tx": 512},
"uptime": 86400,

"temperature": 52.0,

"lastUpdate": "2026-04-07T712:00:00Z"

WebSocket: I Js PLC (Jod dJ Slhsaso)

"type": "plc_status”,

"is_active": true,

"status": "running",
"service_running": true,
"timestamp": "2026-04-07T12:00:00Z"

wocbzs 19



SCADA system — sJsJ 1JpusSsEsp 2. Jozd 1JBeslss

3. 1Jpgbblcs

JJpuwSgEsaso

pEbbles 3l o Isowsp Idwsloss Iptsess Jgpdist IJlowlz 1Jgloob ol Gos 118 Ilpel st Jboes sldozda.

Blesps goluos IJublube:

Slespd | Jagbob/IJobods blale s pobocs z30J Brdas g prblbles mie s sh
£r04 Jowssd Iobods / 18lesps (Jisdsolo s leds 1dspso)
3y« looble ablb zass

oo lJozd oldlsee

ez $gss> Srpesd IJslsps

Ilgsleles JdJ pgbb:

g oz et kb Yo sudg Iprus (ghos e bb)
Sz sz Ipgbb s Ipzs (Schema Builder)

T 7338 IJagbb (ag IJoidss)

DTN ERYEN) Odssy svoed Idpuezap lds IUpzbb

g1t so0pcsh $£5 1lowp aszales IJlgen

Ilglsles pedples 1pgbb (Ispos sldeszale)

wodbz 20



SCADA system — sJsJ 1JpusSsEsp

3.1Jpg bblo

S SCADA
08 Dashboard

Schemas

O g

Alarms

Activity Logs

A Trends

D Programs
& PLCs

& 10Points
© Devices
3. Functions
A Access

(G Graphical Statuses

)  Settings

[>  Logout

SCADA System v1.00

Schemas

O a0

Name

Pasteurizer

Demo line

Pasteurization HTST

Created

/112025

5/12/2026

5/12/2026

Devices

62

C Refresh

+ Create Schema

Serhii Kudlai

AgmHmcTpaTop

Actions

© 2 L2270
© 2P 70

@2 270

Qodcb d|f_§‘as |J‘acbb ool EW) IJoblsles. Q&)ua JJ oblgs P&'dub |Jecbb 9|J|uu‘a SQI)‘SC |JQ&)\5J gi)')b IJ!C)IKIQ (&)ua LTSI gtsd) 15y «+» dd

S omkcrscaba

5 Dashboard
Schemas

Alarms

O B

ActivityLogs.

Trends

v

Programs
PLCs

10 Points
Devices

Functions

2 M8 2 h

Access

(3 Graphical Statuses

€ Settings

B logout

ORUECTSCADAVLO.0

Schemas

Pasteurizer

D:
Created
Devices:

Description:

1
112025
60

Nodescription

® 2 » 7 0

Demolinie

D
Created:
Devices:
Description:

gJos Ispeso

3
08.05.2026
2

No description

2 L 7 0

Pasteurizer HTST

D:
Created
Devices:

Description:

4
08052026
10

Nodescription

©® 2 & 7 0

OB I‘Jk)@g_écs &JJ oadd CAQ‘J: IJT&AB Jlgspm €l Jogodm «p Il uble «ILJF&AJS». ((lJ!C)ILIQ)).
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Manage Access to Schema: MNMacTtepusatop

Add User:

User

Users with Access:

Operator
oper@oper.com

admin
admin@example.com

PIoE Cgb 13Lys I Josoad: é|{5‘98 |J‘auu\:|é)‘at=§g PE ‘a)u__nahlv I‘JICC“:;I) 9|Jij)|) «|psl88» Q«Cdb»'

IJoSilis s 1J By 58

/api/schemas/ Slesps wzpese IUpEbblo ?search=..&ordering=...
POST /api/schemas/ loudle ppbb "name": "...". "description”: "..". "name_translations": {..}}
GET /api/schemas/{id}/ lpocsysls Ipgbb —
PUT /api/schemas/{id}/ O3S ppbb lesy Idagbb 1Jelad
PATCH /api/schemas/{id}/ OIS ZiEss "name": "...". "description": "...". "name_translations": {...}}
DELETE @ /api/schemas/{id}/ 38 ppbb —
GET /api/schemas/{id}/user_acce | IJpoucsgspes 130 Jssep 76 | —
ss/ lJsuosd
POST /api/schemas/{id}/user_acce | noz lJsvosd "user_id": 1}
ss/
DELETE | /api/schemas/{id}/user_acce | loblJIlJouos] "user_id": 1}
ss/
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JJpuwSgEsaso

Sg Schema Builder 1313 858 Boess Jlouile Iyowap IJozbisbiss Jgpdsle sziessel oo sead gdes Jozs Gplubess
pe ldosz o sldodos/IJsoag sy sldssess Jdgoloss

oiissb 1Jissles IJis s

) Oz s0dd IJgoloes
IJzels Tos8 zolil a0 IJSl sz I Ipgbb

Iloloso/1loshs susp lowsws (10l W 1izess)

Oue O luslds Bedsé Weusszs JJoue
0298 iuogs 0298 CJL_QLSD (budb P&ID)
lJosadosd sob ouedoed wldpzbb

IJg b 168188 55 Fesby I osdoed

PRI 1061088 £505 psg sy JJsvods

chlowlz lo21e88 #b 1pwlz
ob 58t Isslusgsle f loaless s1Js sslusss
.)L._)|u._)3

lBoz pousts gl G poduad)

!Quf.\l.-. CaU !(Juﬁh: Cblj TS L.JLyJ)&S

oissb IJiseles IJgJacs

ldgu"d

b $zsb I8 Izl JJagbb
Olzg (Ctrl+Z) IJeslze o 1lpsle iz

lgls (Ctrl+Y) g3 Ilzole 13 @p 1dolze oo

g0 oo 1Us ghos Ipg bb
S Jigopler 1B0ly/Ig3le Towple 1Jizoss s IJagbb
Iosp Ipzbb $g202 losp Idpgbb 1zl

Iosslob Gplus

IJQ&J

ados (+) Sbs IJodos,

Suogs) (2) édesd IJodos,

IJoboes ooly/Icale Ghots 1 galob

IR QU R OESS) Jou Fdbess I pEbb

oD Bldsb I EJ b 58 osh Opsy ol IFJdss
bes

bs/@oonsg wiash [isslo 1lso0)
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Jozd 1dpdIse IJspos
Oboy IJdezs 05 O7ass goues B Idpgbb setas eds vog Idgoua:

oldouewd JJT@)E (DevicePropertyPanel):

psusg X Y Wkl gdes 1 plos

Soslo ol Idgoues (0-360 2573)
Weze &z g0 sldbosl

IJdso Jso Idgvoas (Jozd)

ol lsJw I/ gasasl

1Boly IJlG0p Gosgsd/lssla ousgsd 1zels
IJzIJ8 1s000p 58 seb wsldo 1JzlJs

lJodsso Wpg el 2ot ol

oldoowwd ._J._Ji;,lg,)Esg (PipePropertyPanel):

N[ loop Iiowew

IJso Jso I

oapdd oopd 1L (duad)

288 1Jlpwp 1boly/Ig-cale IJlowp

plswd Igpdss Opdso Iromep Idpopols )08 s

oldooewd JJoue (TextPropertyPanel):

Oue lJpzoscs

zee gk zze |Jooe

IJdso Jso Idoue

glps / plsd IJooopse

IJoszele Sogeb uash pogsss IJJgls

oldooewd JJoosdousJle (SequencePropertyPanel):

IUzze IJgsus * Idboscle

ISR !&;I;Ic; U&)QA (Uluu‘m UCU& Ithng)
poogls ol 1Jpzss

zob IJzels pOOGES Joldez Ui@js Jousge gds ldpgbb. IJouob s oo IJosg-
zob Ilolose Ioop Ilowse 909g0 slgalsles 15558

AddSequenceDialog SEob Ousdosdlrobe wldpgbb
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AddOptionDialog Stob gsb IJoosdosd

AddProductionLineDi | (szoly &b loolz

alog

AddRecipeVariableDia SEob pogs) IJspods
log

MathFunctionDialog ‘:SéQIJ 3l Js ssluass
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POST /api/schemas/{id}/add_variable_speed_drive/ iua'g_é VSD

POST /api/schemas/{id}/add_sequence/ iuA;éCJUuJUmJF

POST /api/schemas/{id}/add_option/ loalds #sb

POST /api/schemas/{id}/add_production_line/ o188 b ol
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PATCH /api/schemas/{id}/update_positions/ O3S 1pesed wlJzads
PATCH /api/schemas/{id}/devices/{deviceld}/ T RN

DELETE /api/schemas/{id}/remove_device/ [N FRR%S

oue bJo lysless Ezotk

{
"device_id": "mot_ee1",
"content_type": "motor",
"position_x": 100,
"position_y": 200,
"angle": 0,
"configuration": {
"color": "#FF000O",
"mirror_x": false,
"mirror_y": false,
"show_name": true,
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"top_type": "FLAT",
"width": 60,
"height": 100
¥
¥
}
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DELETE /api/pipes/{id}/ i lowmen

wocbzs 29



SCADA system — sJsJ 1JpusSsEsp & poubts lpgbb

5. glus IJpgbb

JJpuwSgEsaso

S9ud 90ag IJgrvs Wuonl poluil Jgpd st pg OEasSla IJoslols B 1deso IJdg s
lJpcsile:

I 1Jzels Iz s $a s 1UIslo slsoesp Ipezsds s 1sdes Iz dsées

lo&s Bad zoli SOOz Old3B aH0BEs Orwes e goluas IJozdp oldpgdople

SO ez s 1Jaloo Is 1UlL < / «o»

epop 168 @i 1dplous Uiu;Seo oloszo

osh IJogose Tedos/loacsd 1uslo8 — ILo3bles 1oubbs 10zl s

o Uloople 1bel,/138le I o0psls Iosus szt JUzels

IJol838 IJpoodss Jdogda B Izl
55335 108> B3 T UIzest [us ooz 0ld38 potsish poseo:

Jdd veg zoli

Ipzoed Bl 1Joobg s/l sl dowssd IJoddliss/Idsses: IJorda s 1Jesss
oopla Ty Boz/lg I Oddless/ s3a.s %or 3

Ilsgld 1Jeolbss (U3l IIsabolgs) OJsleses/ 3o EId 1dGespse paoin 1dpdeslos

5lz wolbss (A0) OJdless/ $395 el 1 Besabe 1z 1bos 1z iGoas
1L Isdacs (B SJgleses/ s3as phoby obgs /sl Ggobsd

IUl&lz 1dsépcs (DO) OJdless/ s il @udE s s EI Ogobs s

9735 Sa PID o3bs IJsswbe o] dles s/ s3scse pgdples P/1/Da bl sl lglz
IJps w3e/ls 38/ lglss Ogsso Jgals 1Upss

IJgals lels w0 IEesed Iglust Sgusiso 1 dsps

Blo puoss lJogotst oldzze s slols Ilgesubely

edlps s 1glds: 1UzlJs 1zl ss B 1dsde Idde s,
gdlpd Dogso Izl ©adsd zaads Jdpgdplo.

edlpd Bosso Ilozle: arblb ppogs JobsE 1JEsps.

edlps Boscsos luszdicn ez frsles 1zl

edlpd IJooesw uheb IJloald: bhieb IJouedusd IJousb (B zIds pusles Idzel).

wobzd 30



SCADA system — sJsJ 1JpusSsEsp 5.gbous Idpgbb

= L]
B A @ C @ 3
tounzer Danaiiie PastourizrbTST

Qutput
Bottom

Production

NoActive Step.

b ENENE)

Inhibitor Feed Biocide Supply

5

No Active Step No Active Step

% Bl e » % B||e

ghos IJagbb IJdlad: izass adsub ag suwsp pszads acisd3s gdis bed Iloloso sl s Sosdosdss ag I bt Izt subssb IJoowmss s Iigds.

- [ ]
: — Atemes @ C @ 3
Pasteurizer Demoline Pasteurizer HTST

Output
Bottom

Production
Motor P-9 ® ~ x
7 NoActive Step mot_a
P L2 Bl e MANUALMODE, STOPPED

Control  Status Table Trend  Logs

AUTO

E<4
E§

Inhibitor Feed Biocide Supply. Motor state:

‘ NoActive Step NoActive Step ) RUNNING
Z@le)| & =l8jle Interlock state:
: o

RESETALARM

1018358 1Jaonois b JJagak gdlpd G IJozdp ag Bl Idwse/Ilsdlcb sldoossd 1o dliss /I ssas: sldosss. Ipsois 1iE0ss — 1agsd Guss
IJobg -

uaujc}i 31



SCADA system — sJsJ 1JpusSsEsp

5. ghos IJagbb

Demaline.

inputString K{(]

e

Pasteurizer Demaline.

Input String

L

Pasteurizer HTST

Pasteurizer

Production

NoActive Step.

v

wiv_5
AUTOMODE, CLOSED

| e L

Control Status Table Trend Logs

T TR ot

H '
ﬁ% % nsnc% nhibforfeed Slocide Supply v (N
> "ooc| |> “oocls “aocls “oog

or_oox) | ocox|ar ooxfur aox I fhofkie sop) Eoftoe b Valve state

1 1 1 > ® B e > ®2 B e
Interlock state{
wocken
ReseTALARM

B e Valve EV-5 ® ~ x

Iuopla 1o b IJBSz/IIE G Uhisb Spsss pbdaz wovews atssest Isusg I dlss/IJssss.

L

Pasteurizer HTST

Output PID Controller PIDEV-4
Bottom i @ ~ x
pid_
MANUALMODE

Pasteurizer

Production
Control  Status  Table Trend  Logs
NoActive Step F—

13 # B e Mode:
wro
Interlock state:

o>

Setpoint (P):0.0 o

Inhibitor Feed Biocide Supply.

Proc val (PV):702
No Active Step No Active Step :
Ouput(UN:00%
Bl e N

E

S

°
v
@
]
v

New Setpoint
00

New Output
00

K Ka
12,000 0100 0,050

%

RESETALARM

k§|Q5(:3 PID |J€dié3: ngJ bbb |Juswb Pl Do Pégﬁ)h;l |Jcbi 9|.J!é)|zx |JQ\.|>6J |JQJ@|S§/|J6)96

uouéc}i 32

A @ C @ 3

Atemes @ C @ 3



SCADA system — sJsJ 1JpusSsEsp 5.gbous Idpgbb

-

Atemes @ G @ 3

Demaline. Pasteurizer HTST

ExitTop

Pasteurizer Tank tnk_001 ® ~ x
tnk_1
MANUALMODE

Production

NoActive Step.

Control  Status Table Trend  Logs

Simulation:

EE e s . -

Inhibitor Feed Biocide Supply Interlock state

) = 70200)

]
0
e 70800) [~ 7isocfe msoc
= ooc| [= oocls ooc|s ooc
o 0o%) [on ooxfar ooxfor oox ofce Sl e ) Locken
Couple 1 1 1 > =|(a][e] [» =|(a|[e

il 0.0%

CurrentValue  Current Voluma  Max Capacty
0.000m 0.00m* 0.00mY

reseTALAM )

1Jélesps 1dpoodas JUEilo ©uoss pustiss IJOgwist z3sd Idpostubes (IJpoeossiIdusg b) Iz zp-

- -

Atemes @ C @ 3

\ Pastaurizer Demaline. Pasteurizer HTST

© Alarms &Events (1) ~
Motor P-2alarm  Eror  New m
© e [Lnoore |

Motor tat

d (Manual)) v Acknowledge accident

3 Water

Exit Top

Output
Bottom

Pasteurizer
Production

Pause without pumps

Cola

Inhibitor Feed Biocide Supply
NoActive Step No Active Step

% Bl e » % Bl|e

oesb IJoowss Bes Iigdsoslisd olddso Iizps/IJivadd; ag IJblug 15a00 sgbessol slosa IJzels.

IJoSlEs s 1By 58

I uolJles WebSocket Jerus ldpgbb:

ws/schema/{schemald}/devices TPSE IJiCojB IJpogesd g IUpgbb (B 1Uss 1z Gesées)
ws/schema/{schemald}/pipes TrSE L_Jioln._'ég (Is009p IUpogoels IJosd 3.58)
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OBHULSE Z:)Lf) CJZ:’sﬁ‘i’ILJZ:°U:

{
"type": "schema_devices_status”,
"devices": {
"mot_00e1": {
"device": "mot_ee1",
"current_status": {
"value": 1,
"is_running": true,
"mode": "auto",
"frequency": 50.0,
"interlock": false
1
"status_icon": "/media/icons/motor_running.svg",
"position_x": 100,
"position_y": 200,
"angle": 0,
"updated_at": "2026-04-07T712:00:00Z"
}
¥
}

GEasSls sl (UC&BJ IJpsgssb Bab):

{
"type": "device_status_update",
"device": "mot_ee1",
"delta": true,
"changes": {
"frequency": 45.0
¥
}

POST /api/{device-type}/{id}/set_mode/ oJdéless/ s39s {"lsusg" "$38.5"}
POST /api/{device-type}/{id}/set_manual_value/ vdwb 1JEsps {"lJsspd": 50.0}

POST /api/{device-type}/{id}/set_simulation/ pzlels {"ag Il yor sz}
POST /api/{device-type}/{id}/set_interlock/ lowssJeed {"oeodsd" vzt
POST /api/{device-type}/{id}/update_status/ Orsss el | Uzl ldess .3

igle) WebSocket (8._:) &3p8 websocketService JJslzo8 IJieleés):

{
"type": "device_command",
"device": "mot_ee1",
"command": "start",
"params": {},
"options": {}

}

lz:|543:
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{

"type": "command_response",

"device": "mot_ee1",

"command": "start",

"status": "success",

"data": {...},

"timestamp": "2026-04-07T12:00:00Z"
}
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& 10 Points Device Type*
© Devices
3. Functions pLC .
AR Access Select the PLC to which the device belongs
(G Graphical Statuses )
Description
Cancel
)  Settings
[>  Logout
SCADA System v1.0.0
Caald .o ol " i . . . )
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B Eoges Startcommana (o)
P-1_DO_Start ~ + o Controlled by PID controller -+ 0 Minimum speed (parameter) @
& PLCs
a  ©Points Stop command (Point) -+ 0 Maximum speed (parameter) o
- Aarms
& Devices ey [[J nversion (for commands?) ©
P-1FB |+ 0 [J Generatealarm &
RS [ Aarmuwithstate ©
B Access Speed setpoint (Point) ~ + 0 [[] Atarm confirmation © Timing
Rarmaelay (5 .
(3 Graphical Statuses 00:00:00:05 ° 00:00:00:00 [}
Current speed (Point) -+ 0
o asiay ()
00:00:00:00 o]
State
[ pevice isworking ©
Device stopped ©
&, Sattings System
B oot Device enabled ©

Manual mode ©
[J Aarmactive ®

1 @imudatinn mada /&

ORLECTSCADAVL0.0

03I Wpzoti 1Joasgs 1o/ 1 Buoscs sl iz s slouble Lol sz b 115,
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S SCADA Devices
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Create New Device
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o Basic Information
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Serhii Kudlai

AguuiCTpaTop

@

A Trends Device Name *
D Programs
Name translations.

=
(EJEECE Name per language. English is used as fallback
& 10Points Device Type*
© Devices
3. Functions pLC
AR Access Select the PLC to which the device belongs
(G Graphical Statuses )

Description

Cancel

)  Settings

[>  Logout

SCADA System v1.00

0p93g IWLEIJ 1ol By 1z Ilsos/1Jzs 1JiGsas: szl 1 slo 1z Ibsos/Izs Iisuas 1¢ .

S5 OBJECTSCADA Devices

88 Dashboard

& scremes Edit Device PT100-1 (ai_1)

Alarms

° L -

= ActivityLogs

¢ UED 10 Points Scaling

» Emgom e

PT100-1_Al_Value ~ + © Datatype

& PLes

A 10Points Minimum value
ossing -

£ Devices Maximum value
IsLogging © 150

¥ Functions

R Access Lower RAW limit

(3 Graphical Statuses Upper RAW it

28500

€ Settings

B logout

ORLECTSCADAVL0.0

Scaling factor

Offset

System

Device enabled ©
Manual mode ®

Alarms

[[] Generalalarm

[ Alarm: value below lower limit ©

[ Atarm: value above upper limit ©

[] Atarm: signal out of range ®

[ vimit control (PLCrequest) ©

@ [ Limit control (Configuration) ®
[ Warning: highvalue &

o) [J warning: low value ®

[[] warning: excessively low value ©

o] HH threshold (high-high)
o} H threshold (high)

[} Lthreshold (low)

o} LL threshold (low-low)

opedg I3l 1Jloobolgs: 7393 10z sl Bspb IIBmlus 8 awdss 1z dsd-

lJoSilis s IJ b st

9|C°8 Q)‘acs ubu§é|u l'JCOI) ('auut_!)

U8 OO zasE |Ji09|&)2

e Serhiikudlai
Asmscrpatop

@

GET /api/devices/all_devices/
GET /api/{device-type}/
POST /api/{device-type}/

GET /api/{device-type}/{id}/

PUT /api/{device-type}/{id}/
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PATCH /api/{device-type}/{id}/ OIS ZiEses

DELETE /api/{device-type}/{id}/ e

Toslg o@lb 1ol ss:
- /api/analog-inputs/
- /api/analog-outputs/
- /api/digital-inputs/
- /api/digital-outputs/
- /api/motors/

- /api/valves/

- /api/pid-controllers/
- /api/counters/

- /api/timers/

- /api/coordination-signals/

- /api/variable-speed-drives/

lpoleles Josleass (JadJ osg):

POST /{id}/set_mode/ S Q,_Jé|‘h$\:$/\:$_)9&§
POST /{id}/set_simulation/ o‘m:l&;o/o&b%skj IJpzlel
POST /{id}/set_interlock/ ua'u,;b/‘auuc IJogoisd
POST /{id}/update_status/ Oz Idsosg Izldes
POST /{id}/set_manual_value/ GO 1JBesps 1 s30,88
POST /{id}/trigger_websocket_update/ 00 O WS (AllowAny)

WebSocket: OzasD UCOU
IJlo ol J: ws:/ [/ /ws/device/{device_id}

"type": "device_status_update",
"device": "ai_oe@1",
"data": {
"current_status": {
"value": 23.5,
"mode": "auto",
"simulation": false,
"interlock": false,
"quality": "good"
s
"status_icon": null,
"updated_at": "2026-04-07T712:00:00Z"
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&) SeEmEs 0O Paster 192.168.50150 KouTponnep nactepusatopa S () © 7 0
£ Alarms
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[>  Logout
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: Serhii Kudlai
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Create PLC .

& Schemas

4 Aarms
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= Activity Logs
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& PLCs Description
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o U Cancel B Create PLC

®\  Settings

[> Logout

SCADA System v1.00
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GET /api/plcs/ Slespsd 1ol [azs938 1 glps
POST Japi/ples/ louble PLC
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7.1 oindls 1 pg3938 1 Jglpd

GET /api/ples/{id}/
PUT /api/ples/{id}/
DELETE /api/ples/{id}/
GET /api/plcs/{id}/status/
POST /api/ples/{id}/set-run-mode/
GET /api/plcs/status/
pzldls PLC:

lpozle PLC

zlJs PLC
Do susg lJousgsd

1Jb; 538 odbd IJyelss

POST /api/plc/simulation/run/
GET /api/plc/simulation/status/
POST /api/plc/service/start/
POST /api/plc/service/stop/

CJQZ\&&J |J‘oc|¢”5
I8 IJaglells
Il 308 PLC

lslcd #3p PLC
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2 7 Work Device States
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@
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= ActivityLogs
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A Trends
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Timer § seconds ~ || staticvalue ~ || 00:00:00:00 o
— -1
+ Addgroup (0R)
TR T
€ Settings
Step2: Waterset 1 -
B Logout
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0 Aarms

= ActivityLogs
A7 Trends
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& PLCs

it 10Points

© Devices

L Functions

& Access

(3 Graphical Statuses

€, Settings

B Llogout

ORLECTSCADAVL0.0

Edit analog inputs (sensors)
Sensor RT-100-5 < =

Sensor RT-100-8 > =
TN Gensor RT-100-6 5=
‘? Sensor RT-100-P6 >=
© SensorRT10075=
Sensor RT-100-P8 >=
St \ater ow »= 501in
Sensor RT-100-1> =
Sensor RT-100-1 < =
Sensor RT-100-2>=
Sensor RT-100-P <=
Sensor RT-100-3 > =
Sensor RT-100-P7 <=
PHI00-4_c=
Sensor RT-1004 >=
Sensor RT-100-P4 <=
Sensor RT-100-P4 >=
Sensor RT-100-5 >=
Sensor RT-100-P6 <=
Sensor RT-100-P5 <=
Sensor RT-100-6 »=
St ensorRT100.P5 =
Digital inputs (sensors)

Ste

loudle pyog zob vinb IO El: pzss IJosg (Zoli/ ps B/ sl JElisps Idpovesds JJzeli glad 1Updbod zéd IJEsps.

IJsles s I3 st

9|C08 g)ecs

Obosslo lJogsdosd:

GET
POST
GET
PUT
DELETE
GET
POST

POST

/api/sequences/
/api/sequences/
/api/sequences/{id}/
/api/sequences/{id}/
/api/sequences/{id}/
/api/sequences/{id}/steps/
/api/sequences/{id}/add_step/

/api/sequences/{id}/set_steps_order/
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POST /api/sequences/{id}/add_transition_conditions/

loscd 1 usseb

9|<'7_08 Lg)acs ubud,jﬂu L_thg&:

GET /api/sequence-steps/ JJ 1Jgbsles
POST /api/sequence-steps/ Toones Fbod
PUT /api/sequence-steps/{id}/ SEISES
DELETE /api/sequence-steps/{id}/ CS;é

olzed wopzd IJobo sl Jubseb IJos:

GET /api/transition-conditions/ zese Ioineb
POST /api/transition-conditions/ loudle

PUT /api/transition-conditions/{id}/ ST

DELETE /api/transition-conditions/{id}/ CSJ

POST /api/transition-conditions/{id}/simulate/ pldI8 11 Js
POST /api/transition-conditions/clear_simulation/ pldl8 Fhbgb slosgs

WebSocket: Cldb IJouedusd

IJlo ol J: ws:/ [/ /ws/sequence/{sequence_id}

"type": "sequence_status"”,
"id": 1,
"name": "Production A",
"is_running": true,
"is_pause": false,
"is_stop": false,
"active_step": 3,
"active_step_data": {
"id": 3,
"order": 3,
"name": "Heating",
"name_translations": {"ru": "Harpes"},
"description": "..."
s
"previous_step": 2,
"current_step_start_time": "2026-04-07T11:30:00Z",
"monitored_devices": {
"ai_eo1": {"value": 72.3, "mode": "auto"}
s
"activated_devices": {
"mot_001": {"value": 1, "is_running": true}
s
"conditions": [
{
"id": 1e,
"type": "device",
"device_id": "ai_ee1",
"operator": ">=",
"value": 80.0,
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SerhiiKudiai
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Programs / Production Areas / EditArea

Editing production area Pasteurizer (1)

o Editing production area Select components

Secquer

Pasteurizer

Name transiations. v

Hame per language. Englih s used as fallback

Description
peldz Louble Ispacss — 1Jgbsb 1 yob Ilusp sldousdos-
Serhii Kudlai
Programs Amarwcrpatop
Programs / Production Areas / Edit Area
®

Editing production area Pasteurizer (1)

° Editing production area e Select components

Sensors for monitoring

Digitalinputs (sensors)

analoginputs (sens

[Proo-na x) priooes ) [ prioos ) [ Prioe27 ) (P00 x] [ s owsenser x) Select igitalnputs (sensors) -

Select analog inputs (sensors)

Control devices (devices, pumps, valves, counters)

Selectvalves (oo Oviputottom ¥ ) Pumpinbier )  Purpiocde ] (TapeTop ¥ ) Ambor iputsing ¥ Topetown %) .
Select motors/pumps

PDEV-1 x ] [PDEV-5 ] [(PIDEV-4 x] [PIDTO2 X [(PDEV-2 X ] [PDTOT X ] Select PID controllers - Water Flow Meter X ] Select counters -

Coordination signals
Coordination signils
©0S) X (00S) X| Select -

e -]

‘a&hJC louble 1Jo o83 — |th95 2: |th93 |Jco|) C)gd Udé?

wocbzs 50



SCADA System — .)J§J |J‘=w&té‘a 9. 1ol 9|J‘a&£\"5)|0

Serhii Kudlai

S SCADA Programs

AgmHmcTpaTop

OF  Dashboard .
= B8 ~ -~ I3 A = 5] o
A’I‘A Schemas Programs Production Areas Activation conditions Events Accidents Program Options Recipes Pulse Modules Production Lines

Alarms

+ Add variable + Add recipe

Activity Logs Recipes

Trends
& Production Lin Select production area -

~
D

Programs

Recipe variables (0) Recipes (0)
PLCs

10 Points @ select a production area above to manage recipe variables (@ select a production area above to manage recipes.

Devices

Functions

P Mg 2 B

Access

(G Graphical Statuses

)  Settings

[>  Logout
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lJoSilis s IJ b st

suousles API:

1Jb,s 38 OBbs 1Jyslsh

GET /api/recipes/ Blespd 9o0 8l 1JE bed
POST /api/recipes/ loudle guods
PUT /api/recipes/{id}/ OIS

DELETE /api/recipes/{id}/ CSJ
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IJbss38 | uEbs IJuelss IJpgdale
GET aSE

/api/production-recipes/ ?sequence=ID s ?production_line=ID

I soo0hes

POST /api/production-recipes/ loosle —
PUT /api/production-recipes/{id}/ ST —
DELETE = /api/production-recipes/{id}/ 38 —
POST /api/production-recipes/{id}/select-production-recipe/ Sesd —

9|C08 L,’)‘ocﬁ L_Ju_)]ou_)dc;k_: ‘J‘JPQEFS)L"

/api/production-recipe-variables/ zese ldpog sl ?sequence=ID I9 ?production_line=ID
POST /api/production-recipe-variables/ loosle —
PUT /api/production-recipe-variables/{id}/ T —
DELETE | /api/production-recipe-variables/{id}/ 38 —
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"type": "accident_created",

"accident_id": 42,

"title": "High temperature",

"description": "AI_001 exceeded the 95°C threshold",
"status": "NEW",

"severity level": "CRITICAL",

"device_id": "ai_ee@1",

"device_name": "Temperature Sensor 1",

"schema_id": 1,

"occurred_at": "2026-04-07T12:00:00Z"
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WebSocket: zlJs Uggé&s
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"type": "batch_status",

"batch_id": "uuid-...",
"batch_number": "BAT-001",

"status": "IN_PROGRESS",
"current_stage": "Mixing",
"progress": 65,
"production_line_id": "uuid-...",
"recipe_name": "Recipe A",
"updated_at": "2026-04-07T712:00:00Z"

Tslay WebSocket (IJgasd IJglsp):

"type": "batch_command",
"command": "start",
"batch_id": "uuid-...",

"production_line_id": "uuid-..."
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08 Dashboard

0 o Name Expression Result Units Status Last Calculation Actions
s Schemas [ Pasteurizer - PT1005 || - R
O funcou Alarm PT-100-5 Cold 72.0000 c (“Active | 06052026, 16:13:43 7 10
| Pasteurizer - Cold_diff | E—
£ Alarms
. func_016 RECIPE_70.PT1001 Pasteurizer - PT1001 35.0000 ¢ Active 06052026, 23:02:03 B
= Activity Logs D |7\ ‘7‘ 8 7 tf
A7 Trends D func_020 RECIPE_70.PT100_2 | Pasteurizer - PT100_2 | 62.0000 °c [ Active | 09.05.2026, 15:38:09 /7 0
D Programs D fune_019 RECIPE_70.PT100_3 | Pasteurizer - PT100.3 | 71.0000 ® [ Active | 06.05.2026, 16:13:43 Z 0
& PLCs [ funcomws RECIPE_70.PTI00.4 [ Pasteurizer - PT100.4 | 72.0000 c (Tactive | 06052026, 16:13:43 7 0
& 10 Points [ funcow RECIPE_70.PT100_5 | Pasteurizer - PT1005 | 73.0000 c [ Active | 06.05.2026, 16713:42 Z 0
@ Devices D func_021 RECIPE_70.PT100_6 | Pasteurizer - PT100.6 | 65.0000 © [ Active | 06.05.2026, 16:13:43 VaRi|
2 Functions .
[ funcoz2 RECIPE_70.PTI00_7 [ Pasteuri 55.0000 ® (“Active | 06.05.2026, 16:13:43 Vil
AR Access
[ funcozs RECIPE_70.PTI100.8 [ Pasteuriz: 34.0000 c (“Active | 06052026, 16:13:43 /7 0
(G Graphical Statuses
D . | Pasteuri 000 c = 70
unc_015 1100-4_cold 71.000 Active 06052026, 1613:43
P | Pasteurizer - Cold_diff | E—
Pasteuriz .
[ funcoo Asapws PT100-1 L 90.0000 °c (Active | 08.05.2026, 17:39:43 /7 0
| Pasteuri —
Pasteurizer - .
[ funcooz Asapus PTI00-2 L 117.0000 c (Active | 09.05.2026, 15:38:09 /7 0
| Pasteuriz —
Pasteurizer - N
] funcoos Asapws PT100-3 L 126.0000 c (TActive | 08.05.2026, 17:39:43 7 10
q func_004 Asapus PTI00-4 127.0000 c Active 08.05.2026, 17:30:43 B
& Settings dJ P s [ Active | B 7 0
B lom : '

Rows per page: 25 ~ Next > 1-250f25

SCADA System v1.00

Slespd 1o blescd: z3od Szwas gJss IUlowp sldogwss slJowszs 9i&.°33 IJoz 8 slisls IJozs /I3 /IJIESol.

Edit Function

Name*

Alarm PT-100-5 Cold

Name translations

Name per language. English is used as fallback.

Description

Mathematical Expression *

=EPasteurizer - PTI00.5@ || Z- =Pasteurizer - Cold_diff@ |

[ & evice \[ 3 Operator ] 3 Recipe Variable

Units of Measurement
°C

Update Interval (seconds)

Leave empty for on-demand calculation

Active

Cancel

o 1Jogoss vod po lJdod — [AI_001] [x] [2.51 [+] [sqrt] [(1 [AI_0021 D1. i1l losleds IJes s s 1ioscdd. oweszs 11wl g Isaso-

1o Slis s 1J by s8

IJb,s 538 o8 bd IJuolss IJspod

GET /api/math-functions/ obleses I Jslesps

POST /api/math-functions/ louble

wocbzs 71
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17. s blescd 1 sl pashes

POST

POST

POST

POST

/api/math-functions/{id}/
/api/math-functions/{id}/
/api/math-functions/{id}/calculate/
/api/math-functions/{id}/validate_expression/
/api/math-functions/{id}/test_expression/

/api/math-functions/validate_all/

WebSocket: OEI SIS ok 588 Iy slus sl

Il ol J: ws:/ / /ws/math-functions

"type": "math_function_update",

"function_id": 5,

"name":

"Total Flow",

"expression": "ai_@01 * 2.5 + sqrt(ai_e02)",
"result": 157.3,

"units":

"L/h",

"last_calculated": "2026-04-07T12:00:00Z",
"calculation_error": null,

"is_active": true

ua;éz572

¢3C355C3

_

lzoew

lJoz338 po vord

lJoz88 po vogs IJdJ
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JJpuwSgEsaso

3 08l IBEJ/IIE Iz 1dboolb Gso losble PLC Iplscsh sizess SCADA IJapbass.

&.J|‘a|¢n IJL:’L'_’Q‘:SL._’:

Wpsg i Ioolbsss a3 o 1ot (4-20 pJJes Taoss 0-10 Cg )
oshoz ool Wpgozhs Ik s
IJF)CJIU |J)@(.\§b P.\th.n ‘aunﬁuan

lJptozlo 1ds3ps8 et poduads

opsdz 0dbs IbEJ/IJIElz (IoPointDialog):

wsld oss pras lJozds

Iée/lJgoslo gosloy PLC (IWO. QWO. 10.0. Q0.0)

IJzels b ogel pobés

IJozzese Iz 1bos/IJzs Iigoas (JJoolkss)

osg IJoglolo Lo 7888 pobGs
Ugc)ﬁ Ugc)S Ubg)wéﬁ

N e Serhii Kudlai
S scaDA R 10 Pouts Managemert ® c EEEER( ] O ..

08  Dashboard

Analog Inputs (Al) Analog Outputs (A0) Digital Inputs (DI) Digital Outputs (DO)

sh  Schemas

[]  Tagname Description PLC Address Value Actions
4 Alarms

[ FracoALvaie Paster weo (o] 7 0
= Activity Logs —
—— [ eTi001ALVale Paster W80 o) Z 0
D Programs []  pTi002_ALvalue Paster wes (o] 7 0
& PLCs [J  PTi00-3 Alvalue Paster w70 (o) 7 0
10 Points [0 prioo-aavae Paster w72 (o) 7 0
£ Devices ] pTi00-5 ALvalue Paster w82 (o) 7 0
Z RGeS [ pri00-6.ALvalue Paster w7a o) /7 0
AR Access

[ eri007ALvale Paster w7e (o] 7 0
(G Graphical Statuses -

] PTI00-8.AlValue Paster w78 o) Z 0

[]  pTi00-PaALvalce Paster wsa (o] 7 0

(] PTi00-P5_ALVaIUR Paster wss (o) 7 0

[]  pm00-pe.ALvale Paster wo2 o) 7 0

[]  pT00-PzALValue Paster W86 o) 7 0

[]  scapa_sysTem CycleTimes *DB_System".CycleTimeS Paster DB12.0BD2 [0.009999009776482... Z O
®  Settings -

[} scapa_sysTEm_ScanCounter “DB_System".ScanCounter Paster DB19.DBD6 (o] 7 0
[>  Logout

Rows per page: 25 ~ < Back ‘ 1 | Next > 150115

SCADA System v1.0.0

wodzd otk ILE/IIEIz: 4 g Iples Soscses (Al AOL DI DO): z3sJ piss . PLC IJgoslon Igolic IJpdislon Tgpss IJszsb Bl oslds/ o/ 3.

wodbzs 73
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18. 53lb Il /NIl

IJoSilis s 1J By 58

Create Analog Inputs (Al)

[Tag Name / Identifier *

Description

PLC*

Address in PLC (e.g.: MW100, Q0.1) *
Address format depends on PLC type (Siemens: MW100, Modbus: 40001, etc.)
OPC UA Node ID

®opwar: i 4 [Lins OPC UA
npoTokona oBAsaTeNeH.

Cancel

g zob 085 I /IIEslz: $lisas PLC I poumsdi zéd IJgoslo 1 dlesas IJaoossds Jgeli zésd Wz ze IJisos/IJiGoas: sz 5.

slzob wpzd Shos sl oélb IJLFEI/NIElz:

GET

POST

GET

POST

GET

POST

GET

POST

/api/points/analog-inputs/
/api/points/analog-inputs/
/api/points/analog-outputs/
/api/points/analog-outputs/
/api/points/digital-inputs/
/api/points/digital-inputs/
/api/points/digital-outputs/

/api/points/digital-outputs/

odlb 133l 1l bolg s
loosle IJ3ele Ilpobole s
odlb AO

lousle AO

Odlb 3

loudle s

oJ 1ol

Sp wlousle DO

J&J osg: CRUD I Geslomes (GET: POST. PUT. PATCH. DELETE) + /validate/ o/test/.

wobzd Th
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18. 53lb Il /NIl

19. ©9d s IS J/JIEs 1z

JJpuwSgEsaso

lousle pzpg Jodlb IWHI/IIEIz ol eds dsso 1zeb

&Qluo) Jusluos:

Co'j |Jucd‘a wlJess

‘ac_s) PLC

osg PLC
el gdos
lJgolscso
Slesps
IJsloles
pelsod

Ogu_é&s)

S SCADA

oo
a

B Dashboard

Schemas

o B

Alarms

Activity Logs

A Trends
D Programs
& PLCs
{10 Points
© Devices
3 Functions
AR Access

(G Graphical Statuses

€  Settings

[  Logout

SCADA System v1.00

0o I3t 1JBlespb [ Jpoowsds PLC sls g ST-1200/S7-1500. lispb Il sloles ag proghs 115l Gl 1pglsob ol doscdcss.

S7-1200 Iy S7-1500

FJUE,IC" ICU‘SI) Jud O9¢ (|J‘9C)¢J|ux |Juo‘a|‘a|ux PIDs: Als. AOs: DIsc DOs. COS: L_J&Al)lc_n |Jlagt_9u|ux I\JC)IUIU‘ IS oedoe I
i3l | zglss)
pelsod lJoosgs

Gp woubgsd [JDsass

Provision 10 Points

Create 10 sync points for SCADA « PLC communication

Select PLC
Paster v

Target Platform

$7-1500 . Preserve existing points

Skip points that already exist (don't overwrite addresses)

Serhii Kudlai

Aamunuctpatop

Q Search

0 of 114 entities selected

[ Accidents

a

a

Heating alarm PT100-1
9 fields

Heating alarm PT100-2
9 fields

Heating alarm PT100-3
9 fields

Heating alarm PT100-4
9 fields

Heating alarm PT100-5
9 fields

Heating alarm PT100-6
9 fields

Heating alarm PT100-7
9 fields

Heating alarm PT100-8
9 fields

Steam temperature alarm PT100-P4

9 fields

Steam temperature alarm PT100-P5

9 fields

Select All Select None

s A

lJoSilis s IJ b st

9|C08 Q)‘ocs |Jubu§@|u Juguﬁ%;) |Jt)‘ost

POST /api/plc-export/provision-io-points/preview/
POST /api/plc-export/provision-io-points/
GET /api/plc-export/provision-io-points/entities/

wocbzs 75
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20. 1z 1JIS IJso09psb

JJpuwSgEsaso

Izl [sowspcss os Galdw i.zségolo Oeud zlds Idzel; B pebble IJoid,.
Jgoloas

Slesps 1JGslde oblgle/bloJs

3y «» loosle @ldo

el Iousle:

* 1dgbod 1:1lpep oldsuocd susg Idzoli

« 1Jgbss 2107110 slUissoles

* 53 gl TsBaos (goslo URL s cszaisJ)
* pppud Jissaolo 1aoles

* Ozesd Ispss ldpgoeuod

[REREINIONS 0o a3 spi» IS

R EINGNE BlJs pod

I s 0B IJozasd Ozpsd pded isBocss

pEI2 Iz pol wp Ozpsde posdl
Woslod/IJelds loosd Wpeldz

b b 1l o
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. Serhii Kudlai
S scaba Graphical Statuses fr—
03 Dashboard »
0 o Name Description Status Count Created Updated Actions
s%  Schemas
[ DI Green/Red No deseription 10 12.02.26 09:55:21 20.03.26 233543 ® 7 0O
£ Alarms
O » VLV BF Status (NC vertical) No description 0 0812.25 12:16:54 30.03.26 00:44:45 ® 7 0
= Activity Logs
O DI Red/Green No description 10 2710.2519:21:49 30.03.26 10:48:20 ® 7 0
A Trends
O = VLV RV Status (vertical) No description 0 2710.25 19:07:54 20.03.26 23:21:34 ® 7 0
B Eegens
- O Valve RV Status (horizontal) No description 10 2710.25 19:03:27 29.03.26 232215 @ 7 0
& PLCs
& 10Poins O o VLV DS Status No description 2 2710.25 18:48:51 20.03.26 23:21:11 ® /2 0
& Devices O s VLV Status BF (NO horizontal) No description 10 2710.2518:37:14 30.03.26 00:11:00 ® 7 0
2 Functions O s MOT Status (up) No deseription il 271025 18:22:51 20.03.26 2317:55 ® 7 0O
AR Access O s MOT Status (right) No description n 2710.25 18:18:30 20.03.26 23:21:18 ® 7 0
(G Graphical Statuses
4 O a MOT Status (left) No description il 2710.2518:14:42 29.03.26 231845 ® 7 0O
O s MOT Status (down) No description n 2710.25 18:09:25 20.03.26 23:18:53 ® /2 0
O - Agitator Status No description il 2710.2515:31:36 0812.25 12116354 @ 7 0
)  Settings
[>  Logout
Rows per page: 25 + < 1120112
SCADA System v1.00
3lespd 1Jz1Js Idsumepst: IJoblElo IJos Ordas gds pelsold Il @aola slusp IJEld o soeg Izl
SerhiiKudiai

S OBJECTSCADA Graphical Statuses

Asmscrpatop

Graphical Statuses / New graphical status

o Schemas New graphical status e
O Aams
@ s:sic nformation
= ActivityLogs
~  Trends Graphical status name *
D Programs
é s Description
A 10Points
© Devices
T Functions Device Types i
D Access b !
(O Graphical Statuses
Cancel ‘ Next > ‘

€ Settings

B logout

ORLECTSCADAVL0.0

etz Ilousle: 1Js ool — Blespd IJzIIs (1J&ss + aglsob Il 3o08) I saso — agsuvs Isdsola JUIFes.

lJoSilis s IJ b st

9|C°8 Q)‘acs |Jubu6d|u Jc|J|u |J)uu‘9:

I0bss3s | odbs IJoelss IJs o

GET /api/graphical-statuses/ Soldow [Jslesps
POST /api/graphical-statuses/ lousle

PUT /api/graphical-statuses/{id}/ SIS

DELETE /api/graphical-statuses/{id}/ CSg_é

POST /api/graphical-statuses/upload-icon/ L;@g(,'é IJozpsd (posgsss |Jizj|:)

uouét'é 77
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GET /api/graphical-statuses/list-icons/ i&ségolo IJlesps
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JJpuwSgEsaso

ez Ipseses Jodaso Tzess PLC Jouds wsloss TIA.

&.J|‘a|¢n IJL:’L'_’Q‘:SL._’:

£r05 1y o 13 Ipiises pg Isgsle Iopbist
boossJszs! PROFINET bowssdszs! wiodds IJizess
z2ed IJgolaso z39d golsgso IUbEI/NIElz
L
Bzl 1y Iopssd Ipstses szl Ipsgsss s IUzled
Joldsz IJozs8 Jozd zlowss pg 1dszsla 1dpcsscdss (IJoaz o sldloeélb)
Jszs 1pdest Eddass Isgss | pgsss
lo8l3s o8 losz po IJelldaz
BIJB 1Js38 1 Jop st BIJS oo 1J g8

5l Lo IUlsele:

IJBU&J

Ous louss IJodsss Bis welws TIA

Szpsd Ozpsd ldodsso

lGaols zes lom 3 lpocssols slpacd IJzels (GSD/GSDML)
Zlds sdisd TIA poudy lopol] edsd TIA

IJg o8 IJg 938 IJss Glesps PLC

Jzsble:

Qs.sbg"sgkjgs.s_\s.slkjgg lJooss 1dobla 1dpoeescd o Esp IJCIJB
GsdlmportDialog lossessls GSD: zacsd Idpdde pelis ot [z 6 Ug:uid&p
zob wdagso IJopods lesbsles IJosods: IPAJ@olg I wslws: ag Jales PROFINET

wocbyd 79
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S

B Mo M o ¥ il O &

~
(o]

OBJECTSCADA

Dashboard
Schemas
Alarms
ActivityLogs
Trends
Programs
PLCs

10 Points
Devices
Functions
Access

Graphical Statuses

& Settings
B Logout
OBECTSCADAVLOD

settings Pkt
< 4% Hardware Configurator  Paster (192168.50150) & Checking.
{8 RACKVIEW  ®[§ PROFINETTOPOLOGY  {gj ADDRESSTABLE
+ Add Station
Station 0 | PLC_RACK | Rack0 & i i

NiAa0RaHAaHRaRRANARARAARARAAARALT

pzo zlad: zlpd pstsss sz g szl s Bzl sdOldaz Idozales gdes I usly (1JJszs 1Jpoid @t JIgEbz) sdazs IJguelisue gdes Idspsor i

S|

B MO 8B v R 6 © &

~
O

OBJECTSCADA

Dashboard
Schemas
Alarms
ActivityLogs
Trends
Programs
PLCs

10 Points
Devices
Functions
Access

Graphical Statuses

€ Settings
>  Logout
ORECTSCADAVLO0

IJouis B oassh IdIsslo.

) Seriikucti
Settings Kawvucrparon
¢ 4 Hardware Configurator  Paster (192168.50150)

£ RACKVEW  "[3 PROFINETTOPOLOGY  jy ADDRESSTABLE

Station 0
NotP configured

Omodules

s.s<)J PROFINET: OFbsb, boels 55 1Jzol5 oldsslosb wsyel.
XN sosp OEbsbs JJubods ag g6 IUgels sldsslob wso

wocbzs 80
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S SCADA

0% Dashboard
s%  Schemas

£ Alarms

Activity Logs

A Trends

D Programs
& PLCs

& 10Points
© Devices

3. Functions

A Access

(G Graphical Statuses

)  Settings

[>  Logout

SCADA System v1.00

5 OBJECTSCADA

sk Schemas

£ Aarms

= ActivityLogs
A Trends

D Progams
& PLCs

¢ 1oroints

© Devices

¥ Functions
R Access

(O Graphical Statuses

€ Settings
B Logout
OBIECTSCADAVLO0

Serhii Kudlai

Settings

AgmHmcTpaTop

€ Deploy to PLC

< {& Hardware Configurator  Paster (192.168.50.150)

{8} RACKVIEW  ™F PROFINET TOPOLOGY il ADDRESS TABLE

1/0 Address Mapping #. Auto-Generate | C!
DI 0 sDO O  ®AI 0 ®AO O
‘Address Data Type Station Slot Channel Module

No addresses configured for this I/O type

G)gd |J£Q|9§Q: |chA5: 9|dd&c3‘ aldBolé: 9|‘J&Qg|o( 9|J(_,9£ (1/0). gi&a:g |Jcb|)

Serhiikudlai
Asmscrpatop

Settings

Settings / Maintenance / PLC Export

PLC Export Project

° Settings ° Validation

Paster (192168.50.150)

(mmomnn:s ] [z v ][ i [ g oputma | i corpoea] [ Bimiinputc ][ DgeaLompune || oo s 3] o] L Evrt 2] [ e ovren 5|  rooesin gt

Validation

Motor“mot_12" has no 0 command points configured.
Motor“mot_15" has no 10 command points configured.
Valve "vlv_12" has no 10 command points configured.
Valve "vlv_5" has no 10 command points configured.

Valve "vlv_9" has no 10 command points configured.
PID"pid_3" has no process variable device.

PID"pid_3" has no centrol output device

PID"pid_4 has no process variable device.

Gontion “Kronka Mayaa" (id-6) has no device reference.
Condition 50" (1d=5)
Condition K (id=37) h

File Preview Files: 63 C RefreshPreview | A

Tvees (20)

SCL/Types/uDT_Accident .scL
ScL/Types/uDT_Action.scl
ScL/Types/uDT_Analoginput. scl

SCL/Types/uDT_Analogoutput..scl

g zob 1dooi pzss selesd TIA suiysb IS E3a s0szd 1 gpdusie slish 1dovis/IWJgle.

lJoSilis s IJ b st

9|C°8 Q)‘ocs ubu§@|u |.Jt_ni]960

IJbysd | 0&ba IJoelsh IJspocd

GET /api/hw-catalog/ doldog 1Jogss

POST /api/hw-catalog/import-gsd/ loosssls GSD (PQ&» Ui@‘l:)

GET /api/hw-stations/ prblo

POST /api/hw-stations/ loudle pzbb

POST /api/hw-stations/{id}/auto-assign-addresses/ Seseso IUgolaso @dales st

ucuéts 81
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21. ‘adgo |.Jizoj3

GET

POST

POST

GET

POST

GET

GET

GET

/api/hw-slots/

/api/hw-slots/
/api/hw-slots/bulk-update/
/api/hw-network/

/api/tia/deploy/
/api/tia-deploy-jobs/{id}/progress/
/api/tia-agent-config/

/api/tia-agent-config/{id}/check-connection/

wolbyb 82
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22. |sly3 IJPQIJO&)F

JJpuwSgEsaso

ousle 907585 8738 Zuwlol I puuBE30 80

C_SQ,J |JPth)P§Q:

lowp IJpossgaa Soogsd Idsged

losp IJelad Ilosp 1lsd slJizes

lJosess IS0 goslo 1oy Ilddes006
1l IJssly IJpg o008

T2 ©oezsd 3ged IJobes sldoseo

IJz1Js ousb / ¢y ousb

IUlgsleles S [ g
Opedz IdpuwEsat

loop IJpoesgap Ooozsd Idsged 1dbsss
lJosess IS0 g0slo 1oy 1JlJdIdsa0s
ENEINSTS A IJpses (g0 1Jloule)
oldss ol dJps IJpses

N[N SVANN losp 1z8es80s

IJoosss Iyps.58 Szpsd 1doessd Iudguess
1l 130y pogss IJoszaess
IJzlJs Sossd ouib/és vobb
) b IJog sl

1Jgle 1§98 390 7 b8b

3G 238 Wzoslo (susg 1oz béb)
NI RRIREN NSS! Sgses Ipd pras Idpossgsp
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22. !.)|)8 IJFQAJ&_JC.)?

S SCADA

08 Dashboard
s%  Schemas
£ Alarms

A Trends

D Programs
& PLCs

& 10Points
© Devices
3. Functions
A Access

Access

o

search

Serhii Kudlai
[Of + Create User
ApwncTpatop

( Q Bsepitt ID a6o im'a

Activity Logs

D Username

2 Operator

0O admin

(G Graphical Statuses

)  Settings

[>  Logout

SCADA System v1.00

S omIECTSCADA

Full Name Roles
Anton Partika (oneparop |
Serhii Kudlai (Aamusmcrparop |

Last Login Status Actions
4/23/2026, 3:34:22 PM /7 0
5/13/2026, 12:40:26 PM VAt

z39d Ipowcsgapso pe 1igass slduoss 1spsgss sublies Idslo 1issls spsuss 101 Js.

Access

o
88 Dashboard Users / EditUser
ok Schemas Edit User oper@oper.com
O Aams
. Useravatar

= ActivityLogs ‘Shownin the header and activiy log
7 Trends .
D Programs

Frsthame
S PLcs Anton

NewPasswort savaamptytokeop curert)
it 10Points
& Deiices —

- Ataast 0crarcters

e upparcasaiator
L Functions / Onelowercase letter
dopim

e specilcharacer (@ #5%-5+otc)

AR Access roes
onepaop

(3 Graphical Statuses

€, Settings

B logout

ORLECTSCADAVLO.0

acive @

Cancel

emai+

oper@oper.com

Lasthame

Partika

@  Confirmpassword

Weak

Serhiikudlai
Aswmscrparop

® Uplosdimage

lousle/ Szs8s Q‘ag.').: wop ldposSEspldonss Ul S0080 < ?S s p s 1Usox Ozps U098 )?).‘:;BA (SIS 3.
lousle/ & z 1J z | 1J e 1J 1J1Je) Jas 1J z IJ z JIJ 1J J l‘JCI‘J

lJoSilis s IJ b st

9|C°8 Q)‘ocs ubu§é|u |.J‘auuuc.5‘ndu

GET

POST

GET

PUT

DELETE

/api/users/
/api/users/
/api/users/{id}/
/api/users/{id}/
/api/users/{id}/

Slespd ldpooEspeso
looole

I“’”C’)Cle

chéa
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GET /api/users/me/ IJpoesgse Izl

POST /api/users/{id}/set_password/ OEsS Jpd Idpres

POST /api/users/{id}/upload-avatar/ Ozpsd 1oosss 1spiss (posgass IJizsle)
GET /api/users/{id}/roles/ Iasly Ipoasgsp

POST /api/users/{id}/roles/ OSSO 39

DELETE /api/users/{id}/roles/ 1Jgle 1395
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23. 13l 1Jissl,

JJpuwSgEsaso

Jozda s Idsoosd g Toalos 1. 5733 & 39 agpsgs po II3sole.
z3sd 1Jbssls:

[Jlosp loop 130y

lJouocd 9028 lJoue

IJPthbegg g3 IJPth>P§Q wodllJsgy
Ilgleles Oy [ g

puobess IUI3eoles (s opodz 1U3ss):

IJizoss Loodle 98308 9758s ozdd

IJosy e Idpzses8 I glas Loodle 98308 9758 o738 9 sy Uigbjt?
Sosdosdlo Loodle 98308 9B7Ss 938 9yl

lJpzbblo louble sg205 s7sSs o7d

03Ik IULFJNIIEI Loodle 98305 9&szaSs o738

lJpoosE3p50 Loodle 98305 9&zaeSs o738

N[) loodle 98305 9&7a8s o738

zobe &b zde 38

|J|C.'JC|0|CJ EI02 9DUL3S) 9C5“é lJoslole

Izl 1y omepcss Loodle 98305 975Ss ozdd

I3 I oaldIS sldengsos sldogsssls

zs1ddd zdd By
Gp wldgle Ozass1ddd pooz IJ o
) lzb 1Jses
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23. 13,3 1Jisel,

S SCADA

08 Dashboard

sk  Schemas

£ Alarms
Activity Logs

A Trends

D Programs

& PLCs

{8  10Points

@ Devices

2 Functions

A Access

CC  Graphical Statuses

&\ Settings

B Logout

SCADA System v1.00

S SCADA

88  Dashboard

s&  Schemas

£ Alarms

= Activity Logs
~ Trends

D Programs
& PLCs

£ 10Points
© Devices

3. Functions
AR Access

(> Graphical Statuses

®\  Settings

[> Logout

SCADA System v1.00

Access

o )

search

+ Create Role

Serhii Kudlai

AguuiCTpaTop

( Q Bsepitt ID a6o ponb

[ Name
O 2 AnMUHUCTDATOP
0O Onepatop

Description

None

None

Permissions
[24)

(8

Users Status Actions
0] Al
0] Z 0

Slesps 1Mol z39d Glloop sldsoacd 9g33 Ipoasszspcso sl IJozas/ I3,

Access

Roles / New Role

Create Role

General Information

Role Name *

Description

o Active

Permissions
Devices
10 Points
Production Areas and Programs
Schemas
Graphical Statuses
PLCs
Roles

Users

Search
Q_ Search by permissions

0/3

0/3

0/35

0

=

0/3

o/4

0,

)

/3

O
A
A
O a
O A
O A
O A
O A

Serhii Kudlai

AguuucTpaTop

@

opedz 1sest Ilospd 1 Jsuocd: poacecsh ayog Il rose 1JBiss (IJizess PLCS: IJopsdosdian Iagbblos..). cgawss I/l @ozsess dicss 1.

lJoSilis s 1J by 58

slzob wypzd Wbl Il

GET

POST

/api/roles/

/api/roles/
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GET /api/roles/{id}/

lgwss )Clﬁ
PATCH /api/roles/{id}/ O sS
DELETE /api/roles/{id}/ e
GET /api/roles/{id}/permissions/ 390l 1U5g)
GET /api/permissions/categories/ sl 1I3g0les
GET /api/permissions/actions/ Izsleles 1156

wocbzd 88
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24. oz d IJloubbs

JJpuwSgEsaso

&Qluo) Jusluos:

lJs g ObesE s98w Igpd

lJpuesizsp pu dlp wldgpd

IJerd 0sg Igpdst (loublee Oa s 3 Ouozsd sgad-)
IJouod loasd ldgpd

goslo IP oo IP
lJpyobzlo

Spoldsh lJouod

woluubs |\JPU”UC3P Pz I\.J(-‘Q"UC3(J

lJgpd osg gpdost
zoow IJobesE lJobls 15p0s
o IJozd g0 vue

* 1Jgss lzpldes JJlgpoleles
* padgoe po Bed [UpoeoEsa
* pdgue zuew vsg ldgpd
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24, GogJ I Jiousbs

S SCADA User Activity Logs
08 Dashboard

Total Actions (7 days)
622

Schemas

O B

Alarms
onue

Q Mouwyk no onucy

Activity Logs

A7 Trends Date/Time user
D Programs 12.05.2026 20:49:40 admin
12.05.2026 20:48:59 admin
& PLCs
12.05.2026 20:21:34 admin
& 10 Points
admin
© Devices
12.05.2026 20:07:43 admin
I Functions 12.05.2026 20:07:43 @ Anonymous
AR Access 12.05.2026 20:07:15 admin
C  Graphical Statuses 12.05.2026 20:05:53 admin
12.05.2026 19:56:58 admin
12.05.2026 19:56:51 admin
12.05.2026 19:56:49 admin
12.05.2026 19:56:12 admin
12.05.2026 18:06:48 admin
12.05.2026 18:06:46 admin
12.05.2026 18:06:40 admin
9 Settings 12.05.2026 18:06:37 admin
B Logout 12.05.2026 18:06:35 admin

SCADA System v1.00

Most Common Actions

o

Serhii Kudlai

AguuiCTpaTop

Device Created: 11 ] [ Device Updated: 2 ] [ Device Deleted: 2 ] [ Device Activated: 78 ] [ Device Deactivated: 64 ]
Kopucrysaui Action Type Period
Al - Al - 13.05.2025 -13.05.2026

Action Type Description Object 1P Address
| Device Deleted | Deleted device asdasd - 17218.01
| Device Created | Created device asdasd (type: Valve) - 17218.01
("Production Area Updated | Updated production area Pasteurizer 17218.01
("Program Updated | Updated program Production 17218.01

Device State Changed Changed state of P-2 to Auto =

Device Activated Activated device P-2 (state: Running) =
["Production Area Started | Started production area Pasteurizer =
("schema Updated | Updated schema Pasteurizer 17218.01
["Production Area Stopped | Stopped production area Biocide =
("Production Area Stopped | Stopped production area Inhibitor =
("Production Area Stopped | Stopped production area Pasteurizer =
("Device Deleted | Deleted device Tect pesepsyap B 17218.01

Device Manual Value Set Set manual value 33 for al_003 1721801

Device Manual Value Set Set manual value 33 for 3003 1721801

Device State Changed Changed state of ai_003 to Simulation =

Device Manual Value Set Set manual value 20 for al_002 1721801

Device Manual Value Set Set manual value 20 for 2002 1721801

Rows per page: 25 ~

<E‘~“I‘2

3 4 5 . 60

1-25 of 1479

oogd Wlousbs: z3sd 0o puszho B Idigds: slpualis sl g Idspeso Guwsp Dlost zuvs vsg Ilple slpuscz3p): 3 Iduadrho B Iipecsd.

IJsles s IJcdoss

0ébs 1ol ss

GET /api/user-activity-logs/
GET /api/user-activity-logs/recent/
GET /api/user-activity-logs/statistics/

DELETE = /api/user-activity-logs/clear/

WebSocket: I'JU"JC'J |JPu|uu)

Il ool J: ws:/ / /ws/activity-log

"type": "activity_log_entry",
"id": 1234,

"action_type": "device_update",

Slesps IJpwzdio
T2 24 Golgh

IJouecd

WegJple

slosz (IJpowésd) | —

"description": "Updated motor MOT_001 mode to manual",

"user": {"id": 1, "username": "admin"},
"content_object": {"type": "motor", "id":
"metadata": {},

"created_at": "2026-04-07T712:00:00Z"

"mot_0e1"},

wocbzs 90
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25. IJlgslsle

JJpuwSgEsaso

Ordas L,ag_éCB IJlgslsles edes gdlple Bogsw e sss:

dlpd IJoossw 1Jglps

pouLS9E pzss vbla sl (e itua')‘ O@lJse as3se T)@'ogt ice))
IJsosg Ipbdp Sossd 1doss:/IJbJIp

IUJgs o733 Jg IJslzo8 (EN. UK. RU. DE. FR: PL: AR..)

0098 IJS0opss V1/V2

posles 1selle Ilpobolg.s Cpdisolopbsd posles 1Usdle Ilpobolgs

Jdlpd IJoosso 1JIEbLIc

lodgblo I IUIJdSi00s oosgsd/lséls
sdg g bhle wobgsd/lssld
losebles Isuwlisd 1 Guossb wosgsd/lssls
posg 1Jgbasb 1z 110 po bsss Il bble

Jdlpd IJoos s Iosal Jlcs

Slesps 9l TIA Sasole I pald woless TIA

(RS sdsd TIAIzaess (Jpusscde [ aness)
) lFooh IJlooald

psuDy I8 ituév/ TCPJ

edlpd oo IJSsEsue

IJzlJs valdz /¢ valdz I Szasos
Il P30 IWzesls / 1sgaes / 1Iobenle)
IUicsla IJpcao st IJgs 1Joobdes

ohsels lowp IJobacls

ol)ét loele IJuachés Ql)sﬁt loyeele I,_Jo)tgnsua

‘a&)k_é lJodoss F&)g_é lJoSoss IJdsss

&J|PS SISy |JC'.:C_$.:_'SC"_:|O
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ovsgs IUzlJuss 28p loesb 1zl s

IJO7GEE po sz e DSl »ldorés

Soisd IJozssd Hldozasd

lJoésp O3S phulby lJoésp
IJQC3§& lJodaéless Gossd

-

edlpd oo Iuaslnd

@Ia.s'& wslolo &P‘_J%SLD uoslod @I&AB lJoslols

wogdlo b ldowzd

uocB |JQB|(A UL_thuohb |JL,0C§3
o o 12 . 2 o I £ o ws
UUJ“&S*—Q I\JLS)\.)" b'db |Jladg_9|g_) |J996uo
L > |- a N - - E
ICUUI) |J.\C|u g_QCQa Qacb 20909 |Juw&6J
q Serhii Kudlai
S SCADA e Settings @ AaHETDETOD
98  Dashboard General Notifications Connections License Updates Maintenance
Schemas
o General
£ Alarms
Dark Mode ()
= Activity Logs
Al Assistant e )
A7 Trends
Color Theme
D Programs QO Blue @ Gray
& PLCs Design Version
& 10Poins O vi—current @ v2— New Design
Language
© Devices English o
3 Functions
& Access System Information
(> Graphical Statuses Version: 1.0.0 | ebbeatts
Branch:: danil/instruction-language
Last commit:: Merge branch 'dev' into danil/instruction-language (5/13/2026, 10:37:51 AM)
Developer: SCADA Team
support@scada- om
Development |
€\  Settings
[  Logout

SCADA System v1.00

&,Jha& |Juu96u "&haﬁ": Qu:dd |.J9045&||JA|;§JQA FQCJ@‘; |JiJ9|Q 6 iLJQIQ)A |J6|55‘ab ||JFQUAA.J3 JJ&AA Qu.\dd |JCJQa‘ad(A V1/V2. uuAéJ ‘nou|&3 1J3dle
IJlsobylgs.
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25. I1Jlgsbsle

S SCADA

08 Dashboard

s%  Schemas
a)

Alarms

Activity Logs

A Trends

D Programs

& PLCs

{8  10Points

@ Devices

2 Functions

A Access

CC  Graphical Statuses
®\  Settings

B Logout

SCADA System v1.00

Settings

General Notifications Connections

APl and MQTT Settings

APIURL

http://localhost:8000/api

TIA Portal Agent

Configure connection to TIA Portal Agent for PLC project deployment

Agent Name
tia-agent

API Key (optional)
Leave empty to keep current key

Project Directory on Agent
C:\TIA_Projects\SCADA

e @
B (o o)

Last heartbeat: 5/8/2026, 8:14:45 PM

License Updates

MQTT Broker

maqtt://localhost:1883

Agent URL
http://192.168.0.10:5100

TIA Portal Version

Backend Callback URL
http://192.168.0.1:8000

URL the Agent uses to reach this backend (for deploy progress)

&Jhﬁﬂ [IST- R IJISsgalJles: é|§5‘:5 &9|‘ad TIA P&Ueu"dd/u.ﬁudh gi)')l) I«.J!ualdB/IJ‘—'C)J)/I«.JCAJ/I«.JICQUI)‘ 99502:)|Q |Jc|d5

S SCADA

88  Dashboard
s&  Schemas

£ Alarms

Activity Logs

~ Trends
D Programs
& PLCs

8 10 Points
© Devices
3. Functions
AR Access

(> Graphical Statuses

®\  Settings

[> Logout

SCADA System v1.00

Settings

General Notifications Connections
License Status
License Type:

Monthly License

Expires On:
5/21/2026

Installation ID:
46fa1£0b0092¢212a79a288 ccB00aacH

Activate New License

Enter License Key
Enter License Key

License Updates

Status:

(Active]

Days Remaining:
8 days 1 hour

(D To continue working after the trial period ends, you need to enter a license key. You can get the key from technical support.

System Information
Version: 1.0.0  sbbeafb3

Branch:: danil/instruction-language

Last commit:: Merge branch ‘dev' into danil/instruction-language (5/13/2026, 10:37:51 AM)
Developer: SCADA Team
Contacts: support@scada-system.com

[ Development |

edlpd s IJosEsos: 218 1JsEs0e (10088 10goale) osg: Iisla 1Jacodish I obnds Sl looele Ioalzs.

uaujc}i 93
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Maintenance

Serhii Kudlai

AguuucTpaTop

Maintenance

Activate
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25. I1Jlgsbsle

S SCADA Settings

B3 Dashboard — P
Sch

ok Schemas System Updates

£ Alarms

Current version: Branch:

Activity Logs
6bbeofb3 | development

A Trends
D Programs Hostname: c7c0818d9a2a  0S: Debian GNU/Linux 13 (trixie)
& PLCs
Status file not found. Update check has not run yet.

10 Points
@ s C Check for Updates ¢ Offline Update
3. Functions

B Updatelog
A Access

@ No update log available.

(G Graphical Statuses

& systemHealth v

© Database Backups

 UpdateBranch

© Auto-Check Schedule

o Automatic update checks
& Ssettings Automatic checks are disabled. Use "Check for Updates" manually.
B Logout o Automatic update apply

Updates are only applied manually via "Apply Update".

SCADA System v1.00

danil/instruction-language

&_JI(_\B Gogsw IJQC;\;\"_‘;IQ: 1Jluosly Udd@ 57 UQC@@ pU 99 Qcagdlox oish IJoEsp Q.JCJ |JQC)E_5C:.

S SCADA Settings

B3 Dashboard — P
Sch )

ok Schemas Project Export / Import

£ Alarms

¥ Export Project

[ % Import Project

Activity Logs

® Serhii Kudlai
Aguincrpatop
Connections License Updates Maintenance
Last commit:
Last check:
Merge branch ‘dev' into danil/instruction-langua...
Never
5/13/2026, 10:37:51 AM
Kernel: 5.15.167.4-microsoft-standard-WSL2 ~ Arch: x86_64
® Serhii Kudlai
AguuncTpatop

Connections License Updates Maintenance

~" Trends HEY

Utilities
D Programs i= Normalize IDs [ T Auto-transiate names [ # PLC Export
& PLCs
{8 10Points Database
3. Functions

Actions in this section may lead to irreversible data loss.

AR Access

This action s irreversible. All data will be deleted.

) Clear Database

(> Graphical Statuses

®\  Settings

[> Logout

SCADA System v1.00

edlpb Sosse Ioaslob: IJoosg Ilzslbes Jaless loslolon sloucglss dlgss IJoslolo spooz 31elb 1o 1psd o smo b IJdsoa: slil ool

IJsles s I3 st

1Jsglo g 1isualos.

0ébs IJyelss

/api/user/language/

1Jopod

lroad gdes 10Jgs
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POST /api/user/language/ wowb IJJgs
GET /api/user/dark-mode/ lzood gdus IUsusg 1dpbdp
POST /api/user/dark-mode/ wewb Jsusg Ipbdp

GET /api/license/status/ s ldeszsoe
POST /api/license/activate/ OJ&.SJ
POST /api/license/generate/ Sodss pdl-

9|C08 Lg)‘ocﬁ ubudéh_) |Juc).$ﬁ)|ﬁ:

GET /api/system/update-status/ S IR

POST /api/system/update-check/ IJOz88 po 9ges Orasls
POST /api/system/update-apply/ Oboss lJorsss

GET /api/system/update-progress/ IJo@sp

POST /api/system/update-cancel/ 1Jgle

POST /api/system/update-rollback/ IJoslze

GET /api/system/update-history/ O3S IJobsE

GET /api/system/update-backups/ IJoueg IUlzoslbss

POST /api/system/update-backups/{filename}/restore/ lpoosglss oo 1JooeEs Ilzosibss
POST /api/system/disk-cleanup/ Subsd IJsue

GET /api/system/smoke-test/ lFaob 1dsE o

GET /api/system/diagnostics/ Suisd IJousEsue

WebSocket: | sghle IJozssds

"type": "system_update",

"event": "update_progress",
"progress_percent": 45,

"current_step": "Applying migrations...",
"status": "in_progress"
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26. puolgs 1J3dIe I JIGabylg s

JJpuwSgEsaso

r”O"‘IE_) Al psaz SOSE Ju |s1,8 SCADA o) t,JIJ UJ'&B IJbL.JE_.S&&sB.

Ugoloas

Sy 1J3dle Uluolo\'_,l&:s (FAB) (N}3) UE:_L‘_SF s Idslacss Idspos Idowdd st

Jogs 15008 Jozt slods Jdoszo/ddosze

\_Zjlts‘as Ucdu‘:h_: JQCS EIO\T’ESS Srdas &LLS U‘UC\.J U‘acbn"_':hb

2 Il éd ooe Jsuslisd

5 1dboeld Sroed suslJs

Sy bels $p wOzasd voas (usp P&ID)

ILJ!&.)I.)ICJ CJQJQ&U |LJ.)¢J|: |J|L)ob0|&6 (|JU‘99.>Cx PL_QUIC glcba U)PCO |du]ou6@|ﬁ))

Bl 1J3le 1Jlgobole s

Iozea oldzols « g 1pzoe) MOT_001»

loacsplake apsaks «pl 05 1Jizo38 I pszsss 1T s 218 Lo3le»

£Jé I goues dousle p3gd ©olbss z3s3 AI_010»

Szdesd P&ID Ozpsd ldoesss 1Jogsd eds Idgolues 16lzle 1daslusg
puslgsd wobld szslo zad IJobln

lealsles 1J3dle 1Jloabolg s (AiSettingsDialog):

pbOl= API pbl> OpenRouter (pobeds Slosegsla AES/Fernet)
Opedz Pz Upodg LLM

3z8 1dzobs looslg Idlpeezlos (0-1)

pldos 1spes IJzs (N ERENN IJlpoozlob
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26. powlgs 1033e Ilpobolg s

S SCADA Settings

08 Dashboard General
Schemas

& General

Q Alarms

e
Al Assistant ()

Activity Logs

Serhii Kudlai

®

AgmHmcTpaTop

Notifications Connections License Updates Maintenance

Merge branch 'dev' into danil/instruction-language 15/12/2026, 10:37:51 AM)

A Trends
Color Theme
D Programs O Blue @ Gray
= . .
& PLCs Design Version
& 10Point O vi—Current @ v2— New Design
oints
Language
© Devices English
3. Functions
A Access System Information
(G Graphical Statuses Version: 1.0.0 | sbbeafbs
Branch:: danil/instruction-language
Last commi
Developer: SCADA Team
Contacts: support@scada-system.com
[ Development |
)  Settings
[>  Logout

SCADA System v1.00

31033l 1Jlpabole s 1glisp s 1ilacss Idspos Iduud st slisss pg sps Idsawes/1Us3058.

. Serhii Kudlai
S SCADA Settings Anmancrpatop
o=
Eo  Dashboard Settings / Al Assistant Settings
sk Schemas Al Assistant Settings
€ Back
Configure the Al provider, model, system prompt, and project notes.
£ Alarms
Activity Logs Provider
OpenRouter (Cloud) -
~" Trends
Programs
> 9 OpenRouter API Key
k-
= PLCs Get your key at openrouter.ai
Al Model
10 Points
By Claude Sonnet 4 v
© Devices
3. Functions System Prompt .
Base instructions sent to the Al. Defaults cover SCADA domain, tool catalog, and workflows. Override only if you know what you are doing.
R Access
. Project Information n
(> Graphical Statuses Plant-specific notes appended to every prompt (iine layout, tag conventions, SOPs). Prefer this over editing the base prompt.
e.g. "Pasteurization section uses sensors ai_1..al_14. Te e parameter is . Main ion line id = 3."
cancel E
®\  Settings
[> Logout

SCADA System v1.00

Joz8 1353658 s 3oesh 133z 1Jloo bolges: Idesomls - Blesps IJzdoahon Idsaso - 1azlsdss Goslesd Ipoacssa ssomlesd 133l IJloobolgs): Iiecd -

IJsles s I3 st

Il loscsgsla s 1dbosld sldlesla.

Al API (tg‘as FastAPI |Juog syb BaseURL: */ai-api/vl):

1Jb;sé38 oG bs 1Jyelss

POST /zdosles

1Joyod

lousle zdows
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GET /zdosles Blesps Iz ool

DELETE [zdoslos/{dagrs} 738 zdosb

PATCH [zdoslos/{Jagrs} lg1ss Smpis

GET /zdusles/{id}/ messages soslesd 1z doss

POST /353058/{id}/messages Doed soelds (csly SSE)

POST /o857 dsd Ozdisd vossb (aogass Iigjle)
POST [oo9s/ obowsé 83 pEOnE!

GET NNJlgabsles Izoesd gds Ilgalsles
PATCH NNJlgabsles Sz Ilgables

GET Noogs oo lJoogs

Isps 1dppess 2090 vo2 I (IJod)

tool_call Sosses IJ3dle IJloabolgs il3 (devicetools. schematools. query_tools)
(SN OOesgh lowasgle 1Dl

tbl tbl

Sp looes 1dss

SHuess SSE:

event: token
data: {"content": "Motor "}

event: token
data: {"content": "MOT_@@1 "}

event: tool_call

data: {"name": "get_device_status", "arguments": {"device_id": "mot_001"}}

event: tool_result
data: {"result": {"status": "running", "value": 1}}

event: token

data: {"content": "is running now."}

event: done
data: {}
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27. C!Qoéé) ;.\Qi'.))ga PLC

JJpuwSgEsaso

&p wloudle pubygg Siemens TIA Portal ¢, w&do sy SCADA.

pog zob IJouess (PlcExportDialog):

pzas PLC Colj IJQCg‘JP wldess

osg PLC $7-1200 / $7-1500

Sudad sposlo lob IUIEosh - loslds spocdles
Bupcso Iipsles b IJIFesh - loslads Tzl
ospd Igslses FHos 1JIFesl - 1oalass I zslss
Gospd lUsolole clod |J|t0§|) - lusless 1 solols
Sudpss MQTT Flob IIFash - loslads Iosal) MQTT
MQTT susb IP £08lo sussb MQTT

olsess pauseg MQTT olsess ldpsuseg

pelswd pelsd ops SCL

Sodss Ozpsd Upoiosg ZIP

IJoos Ids TIA lJouss g sdsJ TIA

pr sl ldpuiyeg IJDs Op loublsel:
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27. Q\)"-’L}) Puﬁ)g& PLC

S SCADA Settings

o

2 Dashboard
Settings /| Maintenance / PLC Export

Schemas -
& PLC Export Project
£ Alarms
Settings Validation
= Activity Logs o
Select PLC
A Trends Paster (192.168.50.150)
D Programs Target Platform
§7-1500
& PLCs
& 10Poins Export Options
Include production recipes
© Devices
Include events
3. Functions
Include accident interlocks
A Access

Include tanks

(G Graphical Statuses )
D Include MQTT client

| cancel

)  Settings

[>  Logout

SCADA System v1.00
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S OBJECTSCADA Settings
95 Dashboard Motor“mot_12" has no 0 command points configured.
Motor“mot_15" has no 10 command points configured.
sk Schemas Valve “vv_12" has no I0 command points configured
Valve "vlv_5" has no 10 command points configured.
£ Aerms Valve "vlv_9" has no 10 command points configured.
d_3" has no process variable device.
i=  ActivityLogs = &
3" has no control output device:
A2 Trends PID"pid_4 has no process variable device
Condition “Knonka Maysa® (id=6) has no device reference.
D Programs Condition’™ " (id=5)
- Condition " (id=37) he
S PLcs
A 1oPoints
File Preview
© Devices
Trees (20)
& Functions
B SCL/Types/uT_Accident .scl
R Access W SCL/Types/UDT_Action.scl
ScL/Types/uBT_Anslogmput. scl
(3 Graphical Statuses B
B SCL/Types/unT_Anslogoutput el
B scu/Types/uoT_condition.scl
B ScL/Types/uoT_coordsignal. scl
B SCL/Types/uoT_Counter. el
B scu/Types/uoT plgitalinput. scl
B scu/Types/uoT_plgitaloutput.scl
B SCL/Types/uBT_Event.scl
B scU/mpes/uoT_Line.scl
& Settings
B Llogout I
« Back
OBIECTSCADAVLO0

Serhiikudlai
Asmscrpatop

Fles:63 | C RefreshProview | A

[EACETEECHN & cenerates Downioad

pelsob oo SCL Il - wbzob IJpdusles (FBs: DBs: Tag Tables). IJspcs0 - Pz el pJd SCL pg Basss wole Idzads.

lJoSilis s 1J by 58

9|C08 L:J)‘QCB ubu6@|u O3Sy PLC:

GET /api/plc-export/preview/
POST /api/plc-export/validate/
POST /api/plc-export/generate/

GET /api/plc-export/address-map/
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27. Q.)a.)é) PUZ)BE PLC
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JJpuwSgEsaso
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28. Sue3S) SIQIJ\:J\..S)I.) |J‘=uﬁ)9&

S SCADA Settings
08  Dashboard i i i
=0 Settings / Maintenance / Export Project
ek Schemas Export Project ®
£ Alarms
Include graph data points
= Activity Logs This ean significantly increase the file size
A Trends N
Select objects to export
D Programs
Schemas
& PLCs
Sequences
{8  10Points
© Devices Ll
3. Functions Valves
A
= AeEEED PID controllers
(G Graphical Statuses
Variable speed drives
Counters
Timers
Analog inputs
Analog outputs
§\  Settings Digital inputs.
[ Logout Digital outputs
SCADA System v1.0.0 Coordination signals

g zob IJouosss:

IJsles s IJcdoss

Serhii Kudlai

AguuiCTpaTop

Selected: 195 | Deselectall

3/3 v
a4~
221 v
1515 v
nm v
00 v
3/3 v
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44~
n v
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POST

POST

POST

POST

POST

POST

POST

POST

POST

GET

/api/project/export-models/
/api/project/export/
/api/project/import/preview/
/api/project/import/
/api/project/backup-db/
/api/project/restore-db/
/api/project/normalize-ids/
/api/project/clear-database/
/api/project/export-graph-data/
/api/project/import-graph-data/

/api/project/graph-data-stats/
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29. | Jsulole

S OBJECTSCADA Devices
8§ Dashboard
& Schomas Edit Device tnk_001 (tnk_1)
Alarms

o o Basic Information e Device Configuration
&= ActivityLogs

Devics e
A Trends tak_001
D Programs

Name translations
& Pes Nama por language Engsnis usedasfalback
o ©roints Devica Type
© Devices
& Functions e
R Access ‘Select the PLCto which the device belongs
3 Graphical Statuses

© eum u Description

Cancel

€\  Settings
5 Logout
OBECTSCADAVLOD

Serhiikudlai
Asmscrpatop

[ hext > |
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S OBIECTSCADA Devices
98 Dashboard
o Edit Device tnk_001 (tnk_1)
£ Aarms ° . ) e
Activity Logs.

& U Linked Devices
D Progams

Level sensor
&S PCs
A 10Points Pressure sensor (top)
© Devices

Pressure sensor (bottom)
& Functions
R Access

System

(O Graphical Statuses

[] pevice enabled &
Manual made ©
[J Aarmactive ©

[ simulation mode ©

[ mnterlockactive ©
Brkingnours

00:00:00:00

Activation count

& Settings

B Logout [ 1stogging ©
State

oRECTSCADAMCD

Serhiikudla
Aqmscrpatop

@
Parameters Alarms
Volume calcuation metad
Strapping Table ~lo High-High level alarm (m) 6]
Total height o] High level alarm (m) o]
Maximum capacity @ Low level alarm (m) @
Productname @ Low-Low level alarm (m) o]

[] cenerate alarm @

CAgJ Idsob: &‘ngﬂo - ij)|) déeo LJPUAC:Q:J&) 9T TP Q!Qahﬁb ool gcAd o8 9|Q¢Q§)|) ?Jd CSV. 9TIUD3S) F‘Jd CSv.
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29. | Jsulole

Add Tank

BottormCap
Dome

TopCap

Eiat Preview (S0% i)

Schema (modern)
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100
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GET
POST
PUT
DELETE
POST
POST
GET
GET
GET

GET

/api/tanks/

/api/tanks/

/api/tanks/{id}/

/api/tanks/{id}/
/api/tanks/{id}/calculate_volume/
/api/tanks/{id}/import_strapping_table/
/api/tanks/{id}/export_strapping_table/
/api/tanks/{id}/volume_at_level/
/api/tank-sections/

/api/tank-strapping-entries/

Slesps Isolole

loyoble

St

)

lgh® zosle lzze

zo9d IJlpscssls (CSV)

zaod IJuases,
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|JpJed “scada-worker/src/tasks/tank_volume.rs’ — (sp08u08 puoias i@;s lpeoosgl IJusgb sldusgbe sszoow
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IJoodd G ldoboss (dusssb Idzlows)

| Dashboard

1Jigocd .

SeniiKudlei
S OmEcTsCADA ||3€=15f\b°=ird Rsvcparon
8§ Dashboard
[A SYSTEM STATUS J
sk Schemas
A mm [ Schemas ) Production Areas )
&= ActivityLogs Pasteurizer HTST @ u Biocide
25 W Demolinie ®
u Innibitor
D Progams
Pasteurizer ®
S pos » Pasteurization HTST
Pastourizer  Step:2.Heatng Start: 17:39:31
¢ 1oPoints
» Pasteurizer
@ Devices Production  Step:Tl. Pausewithoutpumps  Stare: 19:33:55
¥ Functions
DEVICE STATUS OVERVIEW
AR Access update: 20:06:20 <
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DEVICE STATUS OVERVIEW R
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OBJECTSCADA Dashboard

C oresn |
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A SYSTEMSTATUS ]
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D Programs
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& s > Pasteurization HTST

Pasteurizer Step:2.Heating  Start
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> Pasteurizer
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P31 1 1JSubEsI IS Jgsli wusciss IJzdsy

6309 lJgpdss. 8p 0000z S0 IUzdse 1Us 75 5z8 atsess QICQLJ?LS 0 Jpab 15 Slyss Sp @p DS [Js 4 uzlo
(.\‘69‘:55. 036 05 &P\J‘So HTST |J¢|J|w6¢]d$ (.\)CB |JC)|)5 |J&|Jdo slJo s |JL9L)A>‘_§))4 IJPL)‘“-’C"(QO &Jg; obls BIU‘-’& nﬁL;
vo0lgs 1Tl

peslo IJgpds:

PUSED D35> mot_00 | IJazsed sdg Irdso po I 1pobd Ipbes

vopla a3 1Jogh val_001 | (oplp 393 Woh Jdosp lcsess

voplp IJO0ss val_002 | Lopl Jslip Ipesle IJpesss

zoslos g8 b It ai_001 | IJaspdlo IJoolbyss | sgd e wgs Gusp IJSueiso

£63 lowsobel g8 [Jpbb ai 002 | IJaspdlo lJoolbyss | sgd ldpbs wgs gés Iiowsw

puatuBes 3578 b Iptoz ai_003 | IJasgdlo IJoolbyss | sz Idgbs wgs [Jaws

2ol IJords wldosdtss pid_001 | &pda PID Szldb gJes 3z b IUSowso (0dbs IJoswb val_001)
2ol Srda IS pid_002 = &peda PID Szldb gJos g8 bt sz (06bs IJoswb val_002)
s Gold poacsds IJElo tnk_001 | sulos plb lasJle 15l

vopla ©zasd SdlssJlozle | val_003 | sopla ble Wzdosw g Iabowsg gl Jighss ©oasoe

IJpsz 8 Ilsdes. looble IJgzols
loodle zacsg 1izess gos Iizess «r». olJooews Jsgss IJoszela PID pid_001:

POST /api/pid-controllers/

{
"id": "pid_ee1",
"name": "Heating controller",
"plc": 1,
"setpoint": 75.0,
"kp": 2.5,
"ki": @.1,
"kd": 0.05,
"output_min": O,
"output_max": 100
}

POST /api/tanks/

{
"id": "tnk_ee1",
"name": "Receiving tank",
"plc": 1,

"volume_method": "STRAPPING",
"level_sensor": "ai_oe4",
"alarm_hh": 95.0,

"alarm_h": 85.0,

"alarm_1": 15.0,
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IJpsz 8 1JSlo 8. IS uwsdued

Suod Sundousd po 5 Fbeld 3958 IJw s [JlaJs:

IJEped Sowby e ldaungd IJEsh «leosi»
2 Sadess Izl 1 odbs IJoswb ai_001>= 75.0 Jpst 5 Solores
3 lJélouss £33 B 5zb IJC)I)B Glspy 15 Silyss
4 O S U 4 2zl atsoss ai_003 <= 4.0
5 lad loele IJgs38 1Js 1Jgped

ousle IJDoodoad g0 olzed wopzs IJobosslo:

POST /api/sequences/

{
"name": "Pasteurization HTST",
"name_translations": {"en": "Pasteurization HTST", "ru": "MacTepusauua HTST"},
"description": "Heat 75°C -» hold 15 s -» cool 4°C"

}

l058 IJgbles:

POST /api/sequence-steps/
{
"sequence": 1,
"order": 2,
"name": "Heating",
"name_translations": {"en": "Heating"},
"next_steps": {"3": [10]}

IJCIJO IJIUUGIJJO «))CB |JC)|)O =75 _\)Cs e&géﬁ»:

POST /api/transition-conditions/

{
"id": 1e,
"type": "device",
"device_id": "ai_ee1",

"content_type": "analoginput",

no_mn

>=",
"value": 75.0,

"operator":

"duration_seconds": 5

sz 8 1S5, 9p0uds 1Lz

Od9p u.-uké; IJpedple 1dpgopst edes IUpoz 1Js pogsile Ispods Lzsd spdy JJouedusd oduwe Oubgsd
powzle Ildolo 1dpgadeds (Izdse dlad 1dsosp oldEo938 ol JFldes po 1d300p)-

PCbéﬁ$)|Cb|LJ9LF9LéB:
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e

lpesds gpdiss

POST /api/production-recipe-variables/
{
"name": "target_heating_temp",
"name_translations": {"en": "Target heating temperature"}
"sequence": 1,
"default_value": 75.90,
"min_value": 70.0,
"max_value": 90.0

POST /api/production-recipe-variables/

{
"name": "holding_time_sec",
"name_translations": {"en": "Holding time, seconds"},
"sequence": 1,
"default_value": 15.90,
"min_value": 10.0,

"max_value": 30.0

90098 IJzdso dlad 1Jsowp

POST /api/production-recipes/

{

"name": "Whole Milk 3.5%",

"sequence": 1,

"variables": {
"target_heating_temp": 75.0,
"holding_time_sec": 15.0

}

}

90088 IJEusbs (IJobls IJslues):

POST /api/production-recipes/

{

"name": "Cream 30%",

"sequence": 1,

"variables": {
"target_heating_temp": 85.0,
"holding_time_sec": 20.0

}

}

Ipsg B Islogs. izalds [Jzslsds
z» CL\C’:&;Q tbg)go:
1. |)Cn_9|& ))Cs I\JC)')S (dg@ 90 ))CS P89§8):

POST /api/accident-events/

{
"name": "Overheat protection”,
"device_id": "ai_ee1",
"content_type": "analoginput",
"operator": ">",
"value": 90.0,
"severity_level": 4,
"action": "STOP_SEQUENCE"

}

>
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2. 1Jwoos IJoldos (8 ao 73 35g6 atseuss Iole Iz b):

POST /api/accident-events/

{

"name": "Insufficient pasteurization”,

"device_id": "ai_e@2",

"content_type": "analoginput",

"operator":

DD

"value": 73.0,

"severity level": 3,
"action": "TRIGGER_DIVERT"

IJpszJs 5. pgbb Slelss

U oloosle ‘acbb «Col) lJouwesys HTST».

- Elo 1losesgold tnk_001 g0y 1Jg5lo — lxosh 1dosdd 1posbz / 1JEws shoglss 80x120 Ges I aoubts.

+ IJausgs mot_001:IJuoplales val_001. val_002: val_003. PIDs pid_001. pid_002.

. CU‘-‘IU‘-’I‘—" ai_001. ai_002. ai_003.

» Ssload pg Ilolosei gl 1Jaosgs 1dosElo (ag val_001 ¢ ai_001) Towsws Ilaushe (ai_002) IJawss (val_002, ai_003)

ez
* Gp b lJogedusd: Sequence 170, «ldopecyd HTST».

» 10508 Il Igesbles dossis «ls s pssom «ls@les» (s Igsh IJaoboods).

S

i © B

B e a0 o

~
>

Q
(=3

OBJECTSCADA

Dashboard
Schemas
Alarms
ActivityLogs
Trends
Programs
PLCs

10 Points
Devices
Functions

Access

3 Graphical Statuses

Settings

Logout

ORLECTSCADAVL0.0

Viewing Schema: Mactepuszatop HTST ~ @ o B C O I e e:m”tusla'w

mmmmmmmmm

IJagbb 13 s Jzols Iwoscns: #51o 1loasdold g 1dsosl waossle sesp lowsw 1 1Jaudgs & a0 I Gosp lJOosgso 1pies wpossube,s
g8 Izobd suopla IJozh slowsn IO G0 s Busp Ipwss wuopla Idple Idpcs. gds IUspso - Op Sasss JOds IJOosdusd pg gbeb "lJOuezso”

IJoobbs.

Wpszds Ioslsgus. ubgsd 1gpd s

-l IJagbb G ghos Ipgbb.
. u_96 o Js o gedosds Itk:)) |Jguog_§5 IJousbs - &_JLS uuudJ L_J(.\C’.‘ﬂd (<|ch§g gi”(aLJ L_J.)uu‘a 3.5%».
losgh gdes ool — o0 IJSoedosd po "Igasd” I Mdosdtss”.

. u.'l')|b) |LJ&'=JL$3 "Jk._llui\)s:
" 50p Spusess Igbss Iousbs (iuacd 1iguss gos Ilowald Iolgr)-

S boy 35z8 IJb 11t gJes Iposobes s 1Joldss IJpowms @b,
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© P lJoseod lJs 75 _\)CS pESash 9|J|CQQ|B ol J‘a_\a 5 Solye %SCAU IJloyoald 1ds "|J!‘nu..s|¢l" ud@|i§6r
© g 15 Gloesd - lowdd IJs "Tdoosss"
. &Q_s‘al Sy A)CE C)I)B IJPC)C =4 _\)Cs ‘989%95 "‘ndﬁ_’)‘ad" |J&9)8 lJes "l‘_Jt‘agJ".

IJpszdd IJoslogd. Szdesd ol wgs IJ:JES

s 1Boz Ilogleles Tousts agblbl.

+ 1ud Fbob Ul zle: ai_001. ai_002: ai_003. pid_001.output.

s lpsob lJybls E}J“s Tt) 30 53538

. C)C‘-;‘-é:

+ 00 pozos IJosegso (d5p0 zos 0ébs IJoswb).

* loeo@b 3578 7bs [Jodoss (Bedg Gpsz 2 0.5 3578 2E59.58).
. eg_AJ lJognss .

© Bp w003 Ipgbb [ PNG Iy CSV Jlgsls 1J @l

IJpszJ8 1JSlpob. louble pubiyeg PLC

+ I8esz 3 Dashboard PLC Export (Ig IJJgslsles PLC Export).

S pog ldzab I7es

PLC: PLC_DEMO

IJizess sldsoodusdIcs sldsuacdles sldzslses - IJelJ.

losgb aglsd — S@sp lJobla wlslz lJpdBIS IJos usp looslsel:
Motor_FB.scl. Valve_FB.scl. PID_FB.scl - & J gblescs IJColj

» Sequence_Pasteurization_FB.scl — Colj IJCIJB

Accident_FB.scl — agldzo [ zslss
+ OB1_Main.scl — IJosolag 1siscsoos
+ Tags_Inputs.xml Tags_Outputsxml — zsloJ IJgJlples Jooloss TIA

* 1JOzE8 pu lduort — IJOrEé po vord Idods sy
s loosle — Sudz PJJ ZIP ,J|QAQL"§)|) wolws TIA.

P& 2. 5B CIP ag [sls 1sedgles

539 U(C_eJ':Ss- UQQBéd lJodaslss J'a(c__slﬁy |JPE'JC8 (Utjlolc: gtbgb Uiolg‘:sg) g O9wd U!QQlC. FIGTAN
poled: 1od b IWpuswd Wgoed 1Jadses 1oblcs Iadsunb 1goed Izposs 1ubba 1Joekss.

|,_Juu(.»|g:: lJobss Jodl 1JpSlJ:

© SoudEsp b Uai_ég_lo — $Op Bouezsd JJ 398 Sobsas cbg_é&&

. JU‘JUC)P t]o !UUIC 39 P)ICJ

+ Spdo Jdpusgd Ogbes Iplzd 1J8ss8 g IJEsblo (kurzes Reinigen).

. 69\)9?_ |J‘99k§u|u 9|J&)|3|CJ.

IJpszJs IJisds. 1Jpgsles

tnk_cip_01 Solosd Slo pzdsd 1dEdsgs (NaOH 2%)
tnk_cip_02 solod Elo 1 dpzdsd 1Jzpouses (HNO 1.5%)
tnk_water solos Silo 1dpgsle 1dagls @sgesse
mot_cip_pump lJpzod pusEs Wols CIP

val_cip_supply voplp vopla Idgrus s 7dés IJgvwsd
val_cip_return voplp vople IJ?};S
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GlJ_1dédses ooplp voplp lasls 1d@ds sl
<Sld_zpos oeplp voplp lpals IJzpus

Gl _ses oopla wopls [asls Ipgsle
ai_cip_temp Ipsgdle IJoolkyss 55z s Ipzdsd
ai_cip_cond IJpsgdia IJoolbsss IJpsuod.ss (k—écuo lJessedss)
cnt_cip_flow gl pBSlos B3B8 lJgs0o
tim_cip_stage lJpose PO Ue)(’:sﬂ IJCIJ§8

sz s IJSloss. #b 1loolz spilzds
loubes Eb lowlz pdail a0 Fpoe mlzdi svssdos JUJ pzds osdosdel Il

POST /api/production-lines/
{

"name": "CIP Line 1",

"description": "Cleaning of production 1 tanks"

IJpslzd (g ds #b IUlowlz):

lJubbed seq_cip_rinse (ple. 90 &l s8) IJlyoéld s 1dpzds 1doldss
lJpowod
2 ¢oosd Gdss | seq_cip_alkali (0053598085 [Juo9359p: 20 35558 €03 75 3,78 pES9.58) oéd
3 oibes seq_cip_rinse RN
p&guab
4 gossd zpod seq_cip_acid (HNO. 15 53558 €03 65 3,78 pE59.58) oéd
5 IJusbes seq_cip_rinse lad
IJoslescs

Sordaldzéd "batchtransferaction” lJpszss B |Jgbod IJTt.:s)B p0 UJ Gusdoed B gpdst IJosd:

* TRANSFER — (swp o3d 1dscsgs [ 1dpzds IJoldss QJ@I:SL";T.
+ Complete — ldwaJw [Jscsgs.
+ NONE - obJ 1Jswdgs s IpzJs 1dzldess (Iozda 1dssss).

IJpsg I3 1JSIJ S8 Susdusd ddgussd IUSJs s
g bsle:

» Fill — laJl 1JzJ 86 wlJBJscsles (val_alkali = OPEN. mot_cip_pump = ON).
< MJpolsd — Gagoel U 75 55z ptsocst (ai_cip_temp >= 75.0).

< "Ogpsp” - Gepse Jpss 20 55588 (IJps s "timcipstage”).

+ Drain - lodsles (val_cip_return = OPEN | Js |J(>C|)u§)-

900 8b «lJgposd IdEdss — Bsloos»
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POST /api/production-recipes/
{
"name": "Alkali wash — standard",
"production_line": 1,
"variables": {
"alkali_temp": 75.0,
"alkali_duration_min": 20,
"acid_temp": 65.0,

"acid_duration_min": 15

ILJf!)Z:LJS ILJ,Iu,aEiS. 2t|£;l)|u13 ILJf’L;béiLJ

losless Bl goshles Joomse Igpdiss ls pawbel:

SKIP_ACI | &b IUgosd IUzposs Op Ogbs Upzds 4 (0oéd poluii 1Js 1JpzJs 5)

.)9?

‘LOW_TE L_Jguo& |JP&Q)J (_\)EB C,I)B Putduab) |J‘ax_|&6)|x_| _X)EE I"JC)I)S |J@J9§5 = 60, .\)Cs |JC)|)5 IJCPM&S" =50
MP

IdpszdB I lposb. louble gusse 1dscsgh

bz bbb #b CIP s ghos I pgbb.

Ses govas Fhldlowlzdosgb gds loosle .)g_égs — SWp g_éoc CreateBatchDialog.
* ladl:

lowp 1Jsc8gs: CIP-2026-04-18-001

lJopods: «lgsusd IUEdas — Gslows»

W8 1ot bid Iposwd (pszds 1UlsJusb)

UTngL"sB: glacss

* Joosle — Oousp Idsdgs I @lesps [l bl

© Gp wwoudsb IJsags oy "BatchManagementPanel” 1ol

P&bd 9|€t)5 g)‘acs |Jubu6@|u

POST /api/production-lines/1/create_batch/

{
"name": "CIP-2026-04-18-001",

"recipe_id": 5,
"starting_stage_id": 1,
"priority": "NORMAL"

IJP)CJS IJgolsgws. P)légs U.sd&ﬁ

Weyus "BatchManagementPanel™:

< Mz ds Izldess (p&d «ldgosd 1JEdoes).

s 1Jodsp B ldpzds (p5Eo Igs IJoobds)-

S 1 Goleles 1JId b Jizest 1Jloasobely 1stssomcst (528 1gbb Idpavadoss I é).
=T EEY L_J)u_Q&B |Juﬁ|‘an n_9§ C?‘S&I‘-JP)IC‘J
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SO O30 loodldlo Ipzds s "BatchStageHistory” - sacdly loscnsls Iagbb 130w Idlad Jizék

GET /api/batches/{id}/history/

IJpszJ8 7. 1JSz 86 po vogd Igussd wogle
sobJo obls HACCP/ISO 22000 |&olesT gdlgéérJJogbggé. lopoE3p 738 #IbS gdyags:

POST /api/events/

{
"name": "CIP validation — conductivity check",
"device_id": "ai_cip_cond",
"operator": "<",

"value": 0.5,
"duration_seconds": 30,
"action": "LOG_EVENT"

}

lJo b

Slispd IJQC@@ PO !&sl.s IJ£9J§8 I.J@\é;S

lpoEsp 03l 1Jsldw g0 Sdasy |6 EpJdest Zacsab:
LIJooepse (3od Idsged JJoblp):

« [1&ps0mp pbb PRID JJgpdis

¢ [1op lgals Blesps IUizoss Sl I pgsdles Iy 538

c [T sop wessad zase Ilusbla IJoolb,ss oldsdpess

s [Tossss poba Idoosgsd (IUgbsl suieb 1UlooslJ)
c [Tos O3 7395 1Jlo3D olzslelese

2. 1Jods sy s SCADA:

+ [Toplousle PLC Gldgoslo Idoaz sz

- [ zpsg 1Uizess 1o @p loolsel syobel ol PLC

+ [1op ©dsso pedples PID (Kpe Ki Kd)

s [Todsso zalsd sob IUEI0IS (el sobos 3Jd)

[l op lousle pbb 3l Glososgsla IUlzess slUioloso Iasossgs
s [1oplovsle IJoosdosd wldgbsle

s [Toploosle IJussob Idlooéldss

s [Top loosle posg sl 1dspocds

* [10p lousle 50088 olzss g s 11U ©desp Ibsloass

s [1op Odsso el IUzslsds Gapecs sl Fboss aolosws

3. 1JIEo0h (God Islo s 1Jloolz):

c [T spdo Idozds odd zob s3asl (Jsusg 1Us395)

c [Todgsd vmsb IUlowsld ousdd voz sz (loewgsp POST /api/transition-conditions/{id}/simulate/)
* [ spm 1o oedond gaese IUEblD a0 1dwslst [ T oeless s39,sT
s [Tzobse bJlE 1dob slséld IJgpdess wosdd vozsz

11 0bod 1suoddla - arssd pélb IJoswb

s [Toosgdldloglls oslole Jdd pogs) stssoss

» [1©0038) PLC (570l 1Jordd po IJoogs 3s0 Ixble

L4lJoddse:
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s [Top wnso ldposgdso

S I P it_’s Ouegd lzoslbess JJpuiieg (POST /api/project/export/)

* 11 s0p ©psso Iish oldideoles (Jpodgd: paes Iasagsho Ipocsson)
o [1sop woe ldsdes Ilsdos wagdpls apduss Wbroo pudlps

s [Toplesls s8less pdlly 1dgpd
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lpecsd bl 1Jizble sluaJlzel sligets Jb IJublises

IJIogald sldpuels s

out Suapy Bogy IJusgh 1l "oa Basly IIeual "

- glad ILJQa_si ig IJslzod |Jtdk5§5 J-Django pebJt — &ybgsd docker-compose pst Sz io Oy zasse IUzlosla IJped ”T&LJLs".

o Jl suswzsp Nginx gdsd WebSocket — I;_éc;c DevTools Network WS. ;a; IJlgJls 1006 Tg 502 (subesy ldes nginx. OrGé po
nginx.conf: (s Jjp 9793 shsu proxy_http_version 1.1 wlJlus18s s »590» Upgrade/Connection.

o loeeds MJ|c§b BYS] JWT — QACLJ L_Jt)gc kiJ‘Q &|9.> |J.>tgd. g_QLs IJbyed |J£|.>&_.$54 SSp uc)dx’.‘) |J)‘aj |J‘a‘ak5) CJJ‘_QKS‘ST bud )éﬁs‘_’és
9|C.)5 PO |L‘,Qb|n I\JU"J'CLSB

© b zplsd 1dosodds sz by 1Jpo83 8001 (Rust WebSocket). (sgos IJobls [Jes Django WebSocket o Jelyy g jpo suosd losldes -
oot g [JOyEesbe sboy wagh Lu0Blds wgosly “dluesh g5y poblo@.

|.J9|C03 |Ji‘a|‘og;b 9|Jch§o dL; loosbles ‘ocxbdds 9p UQC_)kzsdn |,J‘m:)uox$c L_!Iudk:)c.)l'a g_:c|9) RYGRY |Juc)6u
lJps 3w (Ctrl+Shift+R). |3l Ja Sowlgs 3Jd LJ?QC@@ a0 docker-compose.yml: Sz lo ooblog gdipd possd frontend e
backend gscada-worker.

ost JHoeobsg Soezsd 1dsged — «oslola Ilgsals g6y val Jzs».

. uc@@ EY) ucbdb chs I‘-JIM‘QIQ‘-SC (CAPS LOCK).

- oles ag lod GoasEsa loop IJaoesisa sdsos e IUIJdessns (31 &g 1lgsls sebdo losal azash.

o 3l Eses dJPS |J‘a)9) QLJ‘Q SSp ngég SMTP - p u._:l&bs Q&ééd"' &Jd |Jt|)‘n:

docker-compose exec backend python manage.py changepassword <username>

IJpgbb olJizess

- PLC 86) (auuad — Qcé@ PO |Jc|ds u_9._$ PLCs. |3l J? ._sdu Pk:)uALJrkTJI\_J!OC))QK:JJ R %Scuod L_JCoL'\ &Jd i\_s Q%S|Q|CJ.

. |Jcb|)' &6) (.\CJUAJ w.PLC — |g_9uc wbl s Ix.JC"I)" oz |LJC‘_9LJ PLC.

+ Bols WebSocket ¢.sy poicnels — &r-Gé po DevTools [Josodds WSk (szw io $oy oold Iesyold ws/schema/{id}/ devices. 3
Jp o IUlpy @ideles orasd Ioocsys.

s Jesos s 3o gdas 1zels — Ibdw a0 Iposssd pilges bbb,

oot By IUE0 IUzze 0 eJS Idsgp po 10 pueubes lUpooas sgpd-

Ilad (" Gsps_tpoecodes” " zze"-

. b)éés CU‘-’I‘—'6° t”o(sﬁ - b)%sés_kjcz‘o: lyob ig 1Joo30w08. dubJu GEOMETRIC !.\C|J|L_) TankSection (iuub9|03x ‘nt)gb‘ 9P|
1Js 3Jé).

* glad ILJQo_si Jl séep CUEISS 978 IJOFISo — Wz dd po docker-compose logs scada-worker | grep Tank_volume. Iké-;;uluéﬁsf‘
SO zoslo Izze W Sloss (TANK_ZVOLUME_INTERVAL_MS).

oot ldlooes Jl sousb IJosd@ gds Isgp po Oubgsd Ipzod-

GBudgsde wubdd IBE,lgss.
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oot &Q.\(f.\l Tég(s ST Tc.\ |Jico)'8¢ Slye Sg9d 313 it)d.

STID 83l gudal suad st WebSocket bis Hdow [Jo . B oo Bgudzsa Schema Builder. Lo IJo0zse8 Spog
3ol 1polunbt lrsl polubi wes 1Jodd (Ctrlss).

Susdus i g9uedle

oot I 5058 1S0sdond 1es 10 b 1001085 s 1bgp po loacasidle 1ol

. |JclJo &é) P)k_)k_)bo L_)|.J<’:b95 — |s$L_)C |Jcb90 |JC|J65: oz next_steps. ST iu Ooayd I.chogb |J‘audk_)bék_96 P&)s_‘) IJuZJ)b

© Jp ©OBUs ‘duration_thans® — (szo TL', sbd IJossb U"CS.SCT woddd puetpy bold Ids@o IJ3s wa wdgsoe. 165 I 1dzéd
“puetpy J» B pllads Iossb 1Jpowd 8.

© Opl Azl IJossb GG spd :It)d — OzdS po gdlpd is_simulated s Zas s Lyl WebSocket. lglss IJog 5o wloazsla POST
/api/transition-conditions/clear_simulation/ ¢ {"step_id": }.

* Jp sop Susdse Bspd Izel — IJzels g5 povad ollomos (oks Tedle).

09t JBd Gp ©OESS) [Jsuacdd sy 0@bs uowb PID Jo g s).

Slels pO TQ:

+ Op odgsd lJsoecss ¥* — POST /api/production-recipes/{id}/select-production-recipe/.

* p0ES) 1dsuecds piub Ordd zob Bes pra IJooedoed (gdlps Gosso IUEbele 10766 po Gesp Idzel e Flsb).

s IJoowdosd Jsuw B is_pause = true - (5535 IUls@led [Jps s Id s Oz zase ldozadle soboséle lJsposles.

o0t bss [0l 1dpob@ 90 pgsls 7@ s Ess.

* lowogsp prldlB 1Jz1Js IJlooéld s — POST /api/transition-conditions/{id}/simulate/ pg {"simulated_value": 80.0}. s&op IJuinb
088 1Ubeses 1Jpssps wadlpo 1JESe8 Uz 656 6.

+ Oldooews Jdpsgdlo 1Joolbss: Gp oopdso susg [pzlelle: POST /api/analog-inputs/{id}/set_simulation/ a¢ {"is_simulated":
true, "simulated_value": 75.0}.

» g IIFool s wosgsd Ipzldls slesal — odl Ty Fhbesy s IUloolz.

socles
&

oot 38¢8 ped @8 gds Fubws IUpuasz odl OOzl

- 35 "batchtransferaction” s IJgbss 1UI558 a0 Susdosd IWpgds IUzIJess - szw To eso "TRANSFER" (JJavses @3 1s
"COMPLETE" (JJloole).

< olas p0 9z 93 Idpoz 8 IJold s a0 bs (is_active: true).

* O7EE po uogd glad Rust - Wouoz s0elds "wudd o@d Idsdgs" [Jowow.

* 1Joéd Issecs: POST /api/batches/{id}/transfer/ ag {"next_stage_id" }.

09t OHOEw Blesps loobly 1Uslgles Flbts.

SO 1J8y) Foww |JT9J9.:53 To It Gp zoow 980 Iloudle. Ogss) IJTng.?.sB: POST /api/batch-queue/{id}/set_priority/
pg U"priority": "HIGH"}. 1J3sp IJosl 75 LOW. NORMAL: HIGH, URGENT.

Suossy PLC

oot 8838 Idusgb gJs JOzEé po ldoazs» I begy Glisps k.-JUitb's-
i ble IJor3é loslesgs:

- Sroes aead Izl gJs Imad g5y waldgs - szw lo soblod Iagsd ag [a-20-9_1 @b 3oy uisbles T puslidlen.
s NJooudosd suses I zoli pd@es - wa 738 IUzeli sJdo swds pze B IUgbod. [z ams [dousdosd 9iquc-
« PIDput_max <=output_min — OzdS po e PID.

© ST To odsy Lldlosob lJElo sosos - szo [RESSRS Bespb_ldpoeuies wusdd vabpa.
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e sop OEvesue PLCJJzel X - p wosvecsd Idzel - PLC
oot Jlsop Ozpse SCLIJIS p louslse s wolod TIA.
© Ozéé po loosh TIA Portal - (sopocsescd I agds TIA Portal v16+.

. Qicb 0 |QAQ§)|) aJl C.)QJLS &J|€|u XML (IJP-)C«JIU QIJPC)CIU) Bwd SCL.
. |l_9)i U"CLJ OZpsSE wolwd TIA - Leg \SU-"J) |Js FB 9|Jcb IJPCQQ\:SQ-

IJlcszlalcs

oot lJagbb b Olsga po o IUzels sgad:
- 1dobls ILJ)?\J\.S ua&d) C.)Tig u.‘id |J?UuuéuJ — !E:_'.)B |Ju£§60 IJes «Tt) QA|E:_$ 9|C.)3».
IUz3sd 1d5p0s g8 poved wldlownos — as GET /api/graphs/timescale-status/. |3 ig_l.x:) "¢ pouad" Wil sgos io
TimescaleDB P&JaJ is 33} slod ddsuesd-
- Jp sop g s 0dlb wslols — B Bosp 0dlb IJoslols szo o sdsy Jses Igeli lusold zag oubb.
oo IIzlels G sess s 1o bl 1Jos)b.
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